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	Radio Access

	X
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2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	X
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	580062
	Web Real Time Communication access to IMS
	22.228, 23.228, 24.229, 24.371, 33.203


This work item is … 
	
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	X
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	580162
	Stage 1 for Web Real Time Communication access to IMS
	22.228


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	600041
	Stage 2 for Web Real Time Communication access to IMS
	23.228


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	TS24.371
	6.2.2, 6.2.3 and A.3
	In WIC registration of individual public user identity based on web authentication, an identity of the WWSF and WAF is sent in SIP REGISTER request from eP-CSCF to I/S-CSCF (corresponding to use  case in H.3 of TS22.228)
In WIC registration of individual public user identity from a pool of public user identities, the WWSF is provided with a pool of public user identities and can assign public user identities within this pool. The public user identity (and private user identity) is temporarily assigned to the user and there is no linkage between the user’s web identity that may be authenticated by an authentication service and the assigned IMS identities. The WAF authenticates only the WWSF without user involvement, and the WWSF may choose not to authenticate the user if the user is to remain anonymous (corresponding to use case in H.4 of TS22.228). In this registration, an identity of the WWSF and WAF is sent in SIP REGISTER request from eP-CSCF to I/S-CSCF.

	TS33.203
	X.3 and X.3.2
	Authentication of WebRTC IMS Client with IMS subscription using web credentials



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

The RTCWEB group in the IETF and the WEBRTC group in W3C specifies a browser based client to support communication services. The work may be summarised as in this extract from the IETF RTCWEB charter:
There are a number of proprietary implementations that provide direct 
interactive rich communication using audio, video, collaboration, 
games, etc. between two peers' web-browsers. These are not 
interoperable, as they require non-standard extensions or plugins to 
work. There is a desire to standardize the basis for such 
communication so that interoperable communication can be established 
between any compatible browsers. The goal is to enable innovation on 
top of a set of basic components. One core component is to enable 
real-time media like audio and video, a second is to enable data 
transfer directly between clients. 

In order for WebRTC clients to have access to 3GPP IMS, interoperability between IMS and the WebRTC client is needed. Therefore, IMS enhancements are needed to support this interoperability.

NOTE:
The terms WebRTC and RTCWEB tend to be used fairly interchangeably in the industry. For the purposes of this document we are using WebRTC.
In finished rel-12 IMS_WebRTC, 
SA1Work
SA1 updates TS22.228 (sub clause 11) to specify service requirements (not intended to provide service continuity in Rel-12) for: 

· the ability for WebRTC clients to access IMS, including for example, reusing IMS client security credentials and/or  public identities/credentials as appropriate;

· how IMS clients communicate with WebRTC clients connected to IMS, both for originating and terminating calls;

· the ability to realise any IMS services to the WebRTC client;

· access to IMS client capabilities, including regulatory functions (e.g. lawful interception) and charging for WebRTC clients connected to IMS; 
· the ability to support applicable IMS access types (e.g., LTE) for WebRTC clients connected to IMS; 

· ability for an IMS service provider to offer IMS services to users interacting with a 3rd party website which is using the WebRTC client (users of the 3rd party website may or may-not have IMS credentials)  

In TS22.228, SA1 mentions 
Note:
IMS Multimedia Emergency Sessions are not supported for WebRTC IMS Client access
“The IMS shall support online and offline charging for WebRTC IMS client access (including clients provided by the operator or a third party”.
SA1 also provide use cases for support of WebRTC client access to IMS in Annex H.
SA2 Work
SA2 updates TS23.228 (Annex U) to expand the IMS architecture and stage 2 procedures as required by the support of WebRTC clients access to IMS.
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CT1 Work
CT1 outputs TS24.371 and updates TS24.229.
In TS24.371,
Sub clause 6.2.2 and 6.2.3 defines respectively WIC registration of individual public user identity based on web authentication and WIC registration of individual public user identity from a pool of public user identities where an identity of the WWSF and WAF is sent in SIP REGISTER request from eP-CSCF to I/S-CSCF corresponding to use case H.3 and H.4 in TS22.228. Annex A.3.2 of TS24.371 also provides WIC registration procedure of individual public user identity based on web authentication as below,
A.3.2
WIC registration of individual public user identity based on web authentication
Figure A.3.2-1 shows the registration signalling flow for the scenario when the user has a subscription with an individual public user identity, but uses a web identity and authentication scheme, e.g. OAuth 2.0, to authenticate with the WWSF or the WAF. 
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Figure A.3.2-1: WIC registration of individual public user identity based on web authentication

1. Download WIC and obtain access token

The user accesses a WebRTC URI to the WWSF. The browser downloads and initializes the WIC from the WWSF. The WAF or WWSF, depending on the authorization flow (e.g. OAuth 2.0) used, authenticates the user via “web credentials”, i.e. credentials as commonly used for access to web based services, for example a username and password. The user's web identity is mapped to the corresponding IMS subscriber identity (i.e. private user identity and public user identity). The WWSF forwards the authorization token and the IMS indentity to the WIC.

2. Establishment of secure connection between WIC and eP-CSCF
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. The TLS connection provides one-way authentication of the server based on the server certificate.
3. REGISTER request (WebRTC IMS Client to eP-CSCF)
The WebRTC IMS Client sends a REGISTER request to eP-CSCF. The REGISTER request includes an authorization token, which the WebRTC IMS Client has previously obtained.
Table A.3.2-1: Authorization header field in the REGISTER request (WIC to eP-CSCF)

Authorization: Bearer access_token="O91G451HZ0V83opz6udiSEjchPynd2Ss9......" Authorization:
It carries the authorization token previously obtained from WWSF/WAF in the web authentication procedure, and the type of the authorization token (i.e. bearer token in this example).

4. Validation of security token at eP-CSCF
The eP-CSCF extracts the authorization token and validates it in some unspecified manner ensuring that only an authorized source can have generated the authorization token. If the authorization token is valid the eP-CSCF obtains the associated authorization information, including the private user identity and public user identity of the associated user, the WWSF identity, and the authorization token scope.
5. REGISTER request (eP-CSCF to S-CSCF)
The eP-CSCF proceeds if the previous step has provided it with private user identity and public user identity(s) of the user requesting registration, an assurance that the user is authorised to use this private user identity and public user identity, and an identity of the WWSF and WAF. Then, the eP-CSCF generates a Authorization header and forwards the request to the S-CSCF (via the I-CSCF).
Table A.3.2-2: Authorization header field in the REGISTER request (eP-CSCF to I/S-CSCF)

Authorization: Digest username="user1_private@home1.net", realm="registrar.home1.net", nonce="", uri="sip:registrar.home1.net", response="", integrity-protected="auth-done", authorization-entity="webrtc_authserver1@thirdparty.net"
Authorization:
It contains the user’s private user identity, an "integrity-protected" header field set to "auth-done ", and an empty "response" header field. In addition, the eP-CSCF shall also include the WAF identity in the SIP REGISTER request, using the Authorization header field, with the "authorization-entity" header field parameter set to the value of the WAF identity.
6. S-CSCF Registration
Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that user’s authorization has already been validated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. If the S-CSCF receives the identity of the WAF in the authorization header field, the S-CSCF shall further checks whether the identity of the authorization entity received from the eP-CSCF, if any, is not barred, as described in 3GPP TS 33.203 [9] Annex U. 
7. 200 (OK) response (S-CSCF to eP-CSCF)
The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.

When TLS is used between WIC and eP-CSCF, then, similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the private user identity and all successfully registered public user identitis with the TLS Session ID when the 200 (OK) is received.
8. 200 (OK) response (eP-CSCF to UE)
The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
SA3 Work
SA3 updatesTS33.203 to support WebRTC clients access to IMS.
In X.3.2, SA3 presents registration scenario it is assumed that the user has a subscription with an individual IMPU, but uses a web identity and authentication scheme to authenticate with the WWSF or the WAF. (Whether it is the WWSF or the WAF depends on the deployment.)
For the normative part, the procedure applies Trusted Node Authentication (TNA) specified for IMS in Annex U of the present specification. The trusted node is the eP-CSCF residing in the operator network, according to TS 23.228. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of the present specification with the following exception: if the WAF is located in a third party domain then the REGISTER message is enhanced with additional parameters (WAF and WWSF identity, if available), which are included to satisfy the requirements REQ 2.1 and REQ 2.2 from clause X.3.1 of the present specification.
Using the terminology of OAuth 2.0, the IMS subscriber corresponds to the resource owner, the WWSF corresponds to the client, the WAF corresponds to the authorization server, and the IMS network corresponds to the resource server.
…
From the beginning of step 5 until the end of step 7, the text in the present subclause X.3.2.3 is normative. 
5. REGISTER request (eP-CSCF to S-CSCF)
5.1 General: 
The eP-CSCF proceeds if the previous step has provided it with IMPI, IMPU(s) of the user requesting registration, an assurance that the user is authorised to use this IMPI and IMPU, and an identity of the WWSF and WAF. Then, the eP-CSCF generates a TNA Authorization header and forwards the request to the S-CSCF (via the I-CSCF). The format of the TNA Authorization header is specified in TS 24.292, Clause 6.2 [15], and contains, among others, the user’s IMPI, an integrity-protected directive set to auth-done, and an empty response directive. 
Example of OAuth 2.0: Identical to 5.1.
 5.2 Case of WAF located in third party domain: 

In this case, in addition to step 5.1 the eP-CSCF includes the identity of the  WAF and WWSF (if available).     
6. Cx: S-CSCF Registration Notification
6.1 General: 
Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that user’s authorization has already been validated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [16]. 
Example of OAuth 2.0: Identical to 6.1. 
6.2 Case of WAF located in third party domain: 

In this case, in addition to step 6.1, the HSS further includes a list of WAF and WWSF identities (if available), outside the IMS provider’s domain allowed for this IMS subscription. If the S-CSCF received an identity of the authorization entity from the eP-CSCF then the S-CSCF checks whether this identity is contained in the list received from the HSS. The S-CSCF further checks whether the identity of the authorization entity received from the eP-CSCF, if any, is not barred. If the performed checks are positive, or no checks need to be performed, the S-CSCF proceeds with the next step; otherwise, it rejects the registration. 
NOTE 8:
 The S-CSCF can obtain information about barred authorization entities from the HSS or via OAM. Barring may be useful in isolating the effects of security breaches in third party domains.

7. 200 (OK) response (S-CSCF to eP-CSCF)
7.1 General: 
The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.
When TLS is used between WIC and eP-CSCF, then, similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the IMPI and all successfully registered IMPUs with the TLS Session ID when the 200 (OK) is received.
Example of OAuth 2.0: Identical to 7.1. 
8. 200 (OK) response (eP-CSCF to WebRTC IMS Client)
8.1 General: 
An example realisation of this step is as follows: 
The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
Example of OAuth 2.0: Identical to 8.1. 
 Using the terminology of OAuth 2.0, the IMS subscriber corresponds to the resource owner, the WWSF corresponds to the client, the WAF corresponds to the authorization server, and the IMS network corresponds to the resource server.
Impacts to charging
SA1’s charging requirement (sub clause 11.2 in TS22.228) is “IMS shall support online and offline charging for WebRTC IMS client access (including clients provided by the operator or a third party).”
For this purpose the following contents should be considered at minimum:
· Add eP-CSCF (P-CSCF enhanced for WebRTC) in logical ubiquitous charging architecture of TS32.240.

· Introduce eP-CSCF in IMS offline charging architecture and add charging data of eP-CSCF CDR in TS32.260. 

· IMS Multimedia Emergency Sessions are not supported for WebRTC IMS Client access and emergency related information is not applied to CDR for WebRTC IMS Client access IMS.
· Record the identity of the WWSF and WAF (authorization-entity) in CDRs for use case H.3 user gets their IMS service via third-party WebRTC-based application and use case H.4 user gets third-party IMS service via WebRTC-based application (e.g., enterprise-specific communication services to employee). In use case H.4, the 3rd party can be charged on behalf of all the users of the web site and the identity of the WWSF and WAF reflecting 3rd party information should be recorded in CDRs)
· Update corresponding diameter AVP, CDR fields definition and related ASN.1 if necessary. 
· 
· 
4
Objective

The SA5 objectives are to meet the requirements defined by the SA1 within the architecture defined by the SA2 in rel-12 IMS_WebRTC: 

The IMS shall support online and offline charging for WebRTC IMS client access (including clients provided by the operator or a third party).

For this purpose the following contents should be considered at minimum:
· Add eP-CSCF (P-CSCF enhanced for WebRTC) in logical ubiquitous charging architecture of TS32.240.

· Introduce eP-CSCF in IMS offline charging architecture and add charging data of eP-CSCF CDR in TS32.260. 

· IMS Multimedia Emergency Sessions are not supported for WebRTC IMS Client access and emergency related information is not applied to CDR for WebRTC IMS Client access IMS.

· Record the identity of the WWSF and WAF (authorization-entity) in CDRs for use case H.3 user gets their IMS service via third-party WebRTC-based application and use case H.4 user gets third-party IMS service via WebRTC-based application (e.g., enterprise-specific communication services to employee). In use case H.4, the 3rd party can be charged on behalf of all the users of the web site and the identity of the WWSF and WAF reflecting 3rd party information should be recorded in CDRs)
· Update corresponding diameter AVP, CDR fields definition and related ASN.1 if necessary. 
· 
· 
5
Service Aspects

6
MMI-Aspects

7
Charging Aspects
Charging aspects are specified in the SA5 objectives
8
Security Aspects

9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	x
	

	No
	
	
	x
	
	

	Don't know
	x
	x
	
	
	x


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	32.240
	  
	CRs to support Charging for IMS WebRTC
	SA #70 (Dec 2015)
	Charging architecture and principles

	32.260
	
	CRs to support Charging for IMS WebRTC
	SA #70 (Dec 2015)
	IP Multimedia Subsystem (IMS) charging

	32.298
	
	CRs to support Charging for IMS WebRTC
	SA #70 (Dec 2015)
	Charging Data Record (CDR) parameter description

	32.299
	
	CRs to support Charging for IMS WebRTC
	SA #70 (Dec 2015)
	Diameter charging applications
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guo.wenjie1@zte.com.cn
12
Work item leadership

SA5
13
Supporting Individual Members
	Supporting IM name

	ZTE

	Alcatel-Lucent

	Alcatel-Lucent Shanghai Bell

	


form change history:
2013-12-06 v1.14.1 modified §11 to read: <FamilyName>, <GivenName>, (If the person is new to 3GPP work, give full contact coordinates, in particular, email address.)
2013-10-03 v1.14.0 removal of embedded help text
v1.13.2: adds tdoc header
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"
_1463992676.doc


W5







W4







WAF







ALG







-







IMS







W3







Rx







Gx







PCRF







-







V







/







H







CSCF







-







eP







Mw







Iq







AGW







-







eIMS







CSCF







-







S







/







I







WIC







UE







W2







W1







WWSF







N







A







C







-







P







I







T







A







N







F







E







C







P












