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1. Introduction

This document describes several authentication methods and the relationship with the different service profiles.
2. pCR to TS 32.182: UDC Common Baseline Information Mode

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 22.985: "Service requirement for the User Data Convergence (UDC)".

[3]
3GPP TS 22.101: "Service aspects; Service principles".

[4]
3GPP TS 32.151: "Integration Reference Point (IRP) Information Service (IS) template (Release 8)".

[5]
3GPP TS 32.152: "Integration Reference Point (IRP) Information Service (IS) Unified Modelling Language (UML) repertoire (Release 8)".
[xx]
3GPP TS 33.102: “3G Security; Security architecture”
[xy]
3GPP TS 33.203: “3G security; Access security for IP-based services”
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AKA
Authentication and Key Agreement
AMF
Authentication Management Field
CBIM
Common Baseline Information Model
FE
Front End

IRP
Integration Reference Point

IS
Information Service
ISIM
IMS Subscriber Identity Module
UDC
User Data Convergence

UDR
User Data Repository

UML
Unified Modelling Language
USIM
Universal Subscriber Identity Module
5.2
Class Diagram

5.2.1
Attributes and relationships
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Figure 5.2.1-xx: Authentication methods

5.2.2
Inheritance

5.3
Information Object Class Definitions

5.3.a
AkaUsim
5.3.a.1
Definition

This object class represents data that is required to perform Authentication and Key Agreement (AKA) when the UE is equipped with a USIM. For details of AKA see subclause 6.3 in 3GPP TS 33.102 [xx].
5.3.a.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	EncryptedSubscriberKey
	C1
	C2
	C2

	AMF
	C1
	C2
	C2

	C1:
Mandatory if the supported functionality is implemented 
C2:
The Read and Write qualifiers are determined by the application that uses the data.


5.3.b
CsAka

5.3.b.1
Definition

This object class represents data that is required to perform AKA when accessing Circuit-Switched services.
5.3.b.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	CsSequenceNumber
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented. 
C2:
The Read and Write qualifiers are determined by the application that uses the data.


5.3.c
PsAka

5.3.c.1
Definition

This object class represents data that is required to perform AKA when accessing Packet-Switched services.

5.3.c.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	PsSequenceNumber
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented. 
C2:
The Read and Write qualifiers are determined by the application that uses the data.


5.3.d
EpsAka

5.3.d.1
Definition

This object class represents data that is required to perform AKA when accessing Evolved Packet-Switched services.
5.3.d.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	EpsSequenceNumber
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented.
C2:
The Read and Write qualifiers are determined by the application that uses the data.


5.3.e
ImsAkaIsim
5.3.e.1
Definition

This object class represents data that is required to perform IMS AKA for accessing IMS services when the UE is equipped with a UICC that contains an ISIM. For details of IMS AKA see subclause 6.1 in 3GPP TS 33.203 [xy].
5.3.e.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	ImsEncryptedSubscriberKey
	C1
	C2
	C2

	ImsAMF
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented.
C2:
The Read and Write qualifiers are determined by the application that uses the data.

	


5.3.f
ImsAka

5.3.f.1
Definition

This object class represents data that is required to perform IMS AKA when accessing IMS services.
5.3.f.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	ImsSequenceNumber
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented.
C2:
The Read and Write qualifiers are determined by the application that uses the data.

	


5.3.g
ImsAkaUsimIsim
5.3.g.1
Definition

This object class represents the data that is required to perform IMS AKA for accessing IMS services when the UE is equipped with either a USIM or an ISIM. It aggregrates the ImsAka object class and one of the AkaUsim or ImsAkaIsim object classes, depending on whether the UE is equipped with a USIM or an ISIM, respectively.
5.3.g.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	AkaRealm
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented.
C2:
The Read and Write qualifiers are determined by the application that uses the data.


5.3.h
GprsImsBundled
5.3.h.1
Definition

This abstract object class represents the data that is required to perform GPRS-IMS bundled authentication. For details of the NASS-IMS bundled authentication see 3GPP TS 33.203 [xx] Annex T.

NOTE: This object class is set to be abstract because it does not need any new particular data. The GPRS-IMS bundled authentication requires the IPv4 address or IPv6 prefix allocated by GPRS to the UE, therefore, data that is stored elsewhere. This object class is merely here for completeness, but need not be implemented.
5.3.i
NassImsBundled

5.3.i.1
Definition

This object class represents the data that is required to perform NASS-IMS bundled authentication. For details of the NASS-IMS bundled authentication see 3GPP TS 33.203 [xx] Annex R.
5.3.i.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	LineIdentifier
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented.
C2:
The Read and Write qualifiers are determined by the application that uses the data.


5.3.j
SipDigest

5.3.j.1
Definition

This object class represents the data that is required to perform SIP Digest authentication for accessing IMS services. For details of the SIP Digest authentication see 3GPP TS 33.203 [xx] Annex N.

5.3.j.2

Attributes
	Attribute name
	Support Qualifier
	Read Qualifier
	Write Qualifier

	DigestHA1
	C1
	C2
	C2

	DigestRealm
	C1
	C2
	C2

	DigestQoP
	C1
	C2
	C2

	DigestAlgorithm
	C1
	C2
	C2

	C1:
Mandatory if the related functionality is implemented.
C2:
The Read and Write qualifiers are determined by the application that uses the data.


