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1 Decision/action requested

Discussion and Approval for inclusion in TS 32.592
2 References

[1] 3GPP S5-091464: “Revised WT-level WID on Home NodeB OAM&P and LTE Home eNodeB Interface Type 1 Definition”
[2]
3GPP TS 32.582: "Information Model for Type 1 interface HNB to HNB Management System (HMS) (Release 8)"
[3] TR-069 Amendment 2, CPE WAN Management Protocol v1.1, Broadband Forum.

[4] 3GPP TS 32.111-2: "Telecommunication management; Fault Management; Alarm Integration Reference Point (IRP): Information Service (IS) ".

3 Rationale
Even though there are several significant differences in the HeNB and HNB technology and architecture, the general OAM&P requirements and Information Model for transport parameters for HeNB and HNB are expected to be the similar. The information model defined below for HeNB is consistent with the Information Model for HNB inTS 32.582 [2] approved for Release 8.

4 Description

Information Model for Configuration Management section in TS 32.592 Information Model for Type 1 Interface HeNB to Management System is defined below.
5 Detailed Proposal
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[5] RFC 3550, RTP: A Transport Protocol for Real-Time Applications, IETF, July 2003, http://www.ietf.org/rfc/rfc3550.txt.
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5.1 Configuration Management
5.1.1 Transport parameters

5.1.1.1 SCTP Parameters

This table contains parameters relating to SCTP as defined in RFC4960 and RFC3873. 
	Parameter Name
	Description
	Valid Values

	Enable
	Enables or disables the whole SCTP object and allows the setup or release of SCTP associations and their related streams.
	Can be one of the following Boolean:

Disabled

Enabled 

This parameter is settable by the operator.

	HBInterval
	Heartbeat interval.
	This value is in seconds.
This parameter is settable by the operator.

	MaxAssociationRetransmits
	Maximum number of consecutive retransmissions to a peer before an endpoint considers that the peer is unreachable and closes the association.
	Integer value greater than or equal to 0
This parameter is settable by the operator.

	MaxInitRetransmits
	Number of retransmission per connection-attempt.
	Integer value greater than or equal to 0.
This parameter is settable by the operator.

	MaxPathRetransmits
	Maximum retransmission per destination address.
	Integer value greater than or equal to 0.
This parameter is settable by the operator.

	RTOInitial
	Initial value for Retransmit timeout in milliseconds. A retransmission time value of zero means immediate retransmission.
	The value is in milliseconds. Integer value greater than or equal to 0
This parameter is settable by the operator.

	RTOMax
	Maximum value for Retransmit timeout in milliseconds. A retransmission time value of zero means immediate retransmission.
	The value is in milliseconds. Integer value greater than or equal to 0
This parameter is settable by the operator.

	RTOMin
	Minimum value for Retransmit timeout in milliseconds. A retransmission time value of zero means immediate retransmission.


	The value is in milliseconds. Integer value greater than or equal to 0.
The value of this parameter MUST be lower than or equal to RTOMax.
This parameter is settable by the operator.

	ValCookieLife
	Valid cookie life in the 4-way start-up handshake procedure in milliseconds.
	The value is in milliseconds. Integer value greater than or equal to 0.
This parameter is settable by the operator.

	OutOfBlues
	The number of correctly formed SCTP packets, including the proper checksum, but for which the receiver was unable to identify an appropriate association.
	Integer value greater than or equal to 0.


	ChecksumErrors
	The number of SCTP packets received with an invalid checksum.
	Integer value greater than or equal to 0

	OutCtrlChunks
	The number of SCTP control chunks sent (retransmissions are not included).
	Integer value greater than or equal to 0

	OutOrderChunks
	The number of SCTP ordered data chunks sent (retransmissions are not included).
	Integer value greater than or equal to 0

	OutUnorderChunks
	The number of SCTP unordered chunks (data chunks in which the U bit is set to 1) sent (retransmissions are not included).
	Integer value greater than or equal to 0

	InCtrlChunks
	The number of SCTP control chunks received (no duplicate chunks included).
	Integer value greater than or equal to 0

	InOrderChunks
	The number of SCTP ordered data chunks received (no duplicate chunks included).
	Integer value greater than or equal to 0

	InUnorderChunks
	The number of SCTP unordered chunks (data chunks in which the U bit is set to 1) received (no duplicate chunks included).
	Integer value greater than or equal to 0

	FragUsrMsgs
	The number of user messages that have been sent fragmented.
	Integer value greater than or equal to 0

	ReasmUsrMsgs
	The number of user messages that have been received fragmented and submitted to the reassembly process.
	Integer value greater than or equal to 0

	OutSCTPPacks
	The number of SCTP packets sent. Retransmitted DATA chunks are included.
	Integer value greater than or equal to 0

	InSCTPPacks
	The number of SCTP packets received. Duplicates are included.
	Integer value greater than or equal to 0

	Discontinuity
	The time of the last discontinuity.
	dateTime

	AssocNumberOfEntries
	The number of entries in the .SCTP Association Table
	Integer value greater than or equal to 0


5.1.1.2 SCTP Association Parameters

This table contains parameters relating to SCTP Association.  At most one entry in this table can exist with the same values for PrimaryPeerAddress and LocalPort. All parameters defined below are writable unless identified otherwise. 
	Parameter Name
	Description
	Valid Values

	Status
	The status of this SCTP association entry. 
	This is a String that can be

· Disabled
· Active (The Association is active.)

· Progressing (The Association establishment is in progress.)

· ShuttingDown (The Association graceful shutdown is in progress.)

· Error (Indicates a locally defined error condition., OPTIONAL)

	PrimaryPeerAddress
	The primary IP address of the peer SCTP association entity.
	This is a string that contains the IP Address and can be IPv6 or IPv4.

	LocalPort
	The local SCTP port number used for this SCTP association.
	This is an integer value in the range of 0 to 63999

	InStreams
	The number of Inbound Streams according to the negotiation at association start-up.
	Integer value greater than or equal to 0

	OutStreams
	The number of Outbound Streams according to the negotiation at association start-up.
	Integer value greater than or equal to 0

	StartTime
	The start Time for the present SCTP association.
	dateTime

	Discontinuity
	The time of the last discontinuity.
	dateTime


5.1.1.3 Parameters relating to Tunnelling

This table contains parameters relating to Tunnelling.
	Parameter Name
	Description
	Valid Values

	IKESANumberOfEntries
	The number of entries in the IKE IPsec Security Association Table.
	Integer value greater than or equal to 0.

	ChildSANumberOfEntries
	The number of entries in the .Transport.Tunnel.ChildSA.{i}. table.
	Integer value greater than or equal to 0.

	MaxVirtualInterfaces
	The maximum number of virtual interfaces.
	Integer value greater than or equal to 0.

	VirtualInterfaceNumberOfEntries
	The number of entries in the .Transport.Tunnel.VirtualInterface.{i}. table.
	Integer value greater than or equal to 0.


5.1.1.4 IKE IPSec Security Association Table
This Table contains IPsec Security Association (RFC4301). At most one entry in this table can exist with the same values for IPAddress and SubnetMask
	Parameter Name
	Description
	Valid Values

	Status
	The status of this IKE Security Association  entry. Enumeration of:


	This is a string and can have one of the following:

· Disabled
· Active
· Completed
· Progressing
· Error (This value MAY be used by the CPE to indicate a locally defined error condition., OPTIONAL)

	PeerAddress
	The IP address of the peer SecGW.
	string

	CreationTime
	The time that the current IKE SA was set up.
	dateTime

	IPAddress
	The current IP address assigned to this interface by IKEv2.
	string

	SubnetMask
	The current subnet mask assigned to this interface by IKEv2.
	string

	DNSServers
	Comma-separated list (maximum length 256) of IPAddresses. Each item is an IP Address of a DNS server for this interface assigned to this interface by IKEv2.
	string (256)

	DHCPServers
	Comma-separated list (maximum length 256) of IPAddresses. Each item is an IP address of a DHCP server for this interface.

A non empty list instructs the CPE to send any internal DHCP request to the address contained within this parameter.
	string (256)

	IntegrityErrors
	The number of inbound packets discarded by the IKE SA due to Integrity checking errors.
	Integer value greater than or equal to 0.

	OtherErrors
	The number of inbound packets discarded by the IKE SA due to other errors, such as anti-replay errors.
	Integer value greater than or equal to 0.

	AuthErrors
	The number of inbound packets discarded by the IKE SA due to authentication errors.
	Integer value greater than or equal to 0.


5.1.1.5 Child IPSec Security Association Table

This Table contains Child IPsec Security Association  (RFC4301). At most one entry in this table can exist with a given value for Security Parameter Index
	Parameter Name
	Description
	Valid Values

	ParentID
	The value MUST be the instance number of a row in the .Transport.Tunnel.IKESA table, or else be 0 if no row is currently referenced. If the referenced row is deleted, the parameter value MUST be set to 0.
	Integer value greater than or equal to 0

	SPI
	SPI value of the Child SA.
	Integer value greater than or equal to 0

	DirectionOutbound
	Traffic Direction.

.
	This is a Boolean value and can be:
· True

· False

If true this Child SA refers to outbound traffic.

If false this Child SA refers to inbound traffic

	CreationTime
	The time that the current Child SA was set up.
	dateTime

	Traffic
	The measured traffic in bytes transferred by the Child SA.
	Integer value greater than or equal to 0

	IntegrityErrors
	The number of inbound packets discarded by the Child SA due to integrity checking errors.
	Integer value greater than or equal to 0

	ReplayErrors
	The number of inbound packets discarded by the Child SA due to anti-replay errors.
	Integer value greater than or equal to 0


5.1.1.6 Virtual Interfaces of transport tunnel 
This Table defines Virtual Interfaces (RFC4301). At most one enabled entry in this table can exist with the same values for CryptoProfile and DSCPMarkPolicy.
	Parameter Name
	Description
	Valid Values

	Enable
	Enables and disables this entry.
	This is a Boolean and can have the following values:

· Enable

· Disable

This parameter is settable by the operator.

	CryptoProfile
	The value MUST be the full path name of a row in the .Transport.Security CryptoProfile table. If the referenced object is deleted, the parameter value MUST be set to an empty string. If multiple instances of VirtualInterface point to the same CryptoProfile instance, the associated .Transport.Security.CryptoProfile determines whether a new IKE session will be created (dynamically) to negotiate the child SA(s) for each of the virtual interfaces; otherwise, they are negotiated through the same IKE session.
	String. The value MUST be the full path name of a row in the .Transport.Security CryptoProfile table
This parameter is settable by the operator.



	DSCPMarkPolicy
	DSCP to mark the outer IP header for traffic that is associated with this virtual interface.

.
	A value of -1 indicates copy from the incoming packet.

A value of -2 indicates automatic marking of DSCP as defined for the UMTS QoS class 3GPP-TS.23.107 Error! Reference source not found..

De-tunneled packets are never re-marked
This parameter is settable by the operator.


5.1.1.7 Shared Secret Table
This table gathers information about all types of shared secret-based credentials (UICC). At most one entry in this table can exist with a given value for UICCCardID.
	Parameter Name
	Description
	Valid Values

	Enable
	Enable or disable this Shared Secret entry
	This is a Boolean and can have the following values:

· Enable

· Disable

This parameter is settable by the operator.

	Type
	The type of this Shared Secret entry. 
	String
Enumeration of:
· SIM
· USIM

	Status
	The status of this Shared Secret entry. 
	String
Enumeration of:
· Present
· Not_present
· Error (This value MAY be used by the CPE to indicate a locally defined error condition.)

	UICCCardID
	The UICC Card Identifier (UICCID), only numeric values are allowed. ITU-E.118 [7]
	This is a string of size 19.


5.1.1.8 Public Key Table 
. This table gathers information about all types of public key-based credentials, such as X.509 certificates. (RFC3280). At most one entry in this table can exist with a given value for SerialNumber 
	Parameter Name
	Description
	Valid Values

	Enable
	Enables or disables this Public Key entry.
	This is a Boolean and can have the following values:

· Enable

· Disable

This parameter is settable by the operator.

	LastModif
	The last modification time of this Public Key entry.
	dateTime

	SerialNumber
	The Serial Number field in an X.509 certificate
	This field is a string of size 64.

	Issuer
	The Issuer field in an X.509 certificate; i.e. the Distinguished Name (DN) of the entity who has signed the certificate.
	This field is a string of size 256

	NotBefore
	The beginning of the certificate validity period; i.e. the Not Before field in an X.509 certificate.
	dateTime

	NotAfter
	The end of the certificate validity period; i.e., the Not After field in an X.509 certificate.
	dateTime

	Subject
	The X.501 Distinguished Name (DN) of the entity associated with the Public Key; i.e., the Subject field in an X.509 certificate.
	This field is a string of size 256

	SubjectAlt
	Comma-separated list (maximum length 256) of strings. Each item is a DNS Name.

The Subject Alternative Names extension field in an X.509 certificate.
	This field is a string of size 256


5.1.1.9 Crypto Profile Table

This table gathers contains parameters relating to IKEv2 and IPsec crypto profiles, which are essentially a subset of the typical IPsec SPD. RFC4301. At most one enabled entry in this table can exist with all the same values for AuthMethod, IKEEncrypt, IKEPRF, IKEIntegrity, IKEDH, ESPEncrypt and ESPIntegrity.
	Parameter Name
	Description
	Valid Values

	Enable
	Enables and disables this entry.
	This is a Boolean and can have the following values:

· Enable

· Disable

This parameter is settable by the operator.

	AuthMethod
	Specifies the Security mechanism and set of credentials used by the HeNB to authenticate itself. 

In order to configure the HeNB for both HeNB and hosting-party authentication, the object is populated with an enabled instance of the Pkey object.
	This is a String.
The value MUST be the full path name of a row in the .Transport.Security.Pkey or .Transport.Security.Secret tables. If the referenced object is deleted, the parameter value MUST be set to an empty string.

If an empty string, the HeNB chooses the authentication method based on local policy.
This parameter is settable by the operator.

	MaxChildSA
	Controls the maximum number of child Security Associations that can be negotiated by a single IKE session.
	Integer value [2, 4, 6, 8, 10]
This parameter is settable by the operator.

	IKEEncrypt
	Comma-separated list of strings. IKEv2 encryption algorithm. RFC4307 Error! Reference source not found.

	String
Each list item is an enumeration of:

· 3DES-CBC
· AES-CBC
This parameter is settable by the operator.

	IKEPRF
	Comma-separated list of strings. IKEv pseudo-random function. (RFC4307 )
	String
Each list item is an enumeration of
· HMAC-SHA1
· AES-XCBC-PRF-128
This parameter is settable by the operator.

	IKEIntegrity
	Comma-separated list of strings. IKEv2 integrity function. RFC4307


	String
Each list item is an enumeration of:
· HMAC-SHA1-96
· AES-XCBC-MAC-96
This parameter is settable by the operator.

	IKEDH
	Comma-separated list of strings. IKEv2 pseudo-random function. RFC4307 


	String
Each list item is an enumeration of:
· 1024
· 2048
This parameter is settable by the operator.

	ESPEncrypt
	Comma-separated list of strings. IPsec encryption algorithm. RFC4307 


	String
Each list item is an enumeration of:
· 3DES-CBC
· AES-CBC
· Null
This parameter is settable by the operator.

	ESPIntegrity
	Comma-separated list of strings. IPsec integrity function. RFC4307 


	String
Each list item is an enumeration of:
· HMAC-SHA1-96
· AES-XCBC-MAC-96
This parameter is settable by the operator.

	IPsecWindowSize
	The size of the Anti-Replay Window.


	Integer value greater than or equal to 0
If 0 Sequence Number Verification is disabled.
This parameter is settable by the operator.

	IKERekeyLifetime
	IKEv2 SA rekey timeout in seconds.
	Integer value greater than or equal to 0
This parameter is settable by the operator.

	IPsecRekeyLifetimeByte
	IPsec SA rekey timeout in Kilobytes.
	Integer value greater than or equal to 0
This parameter is settable by the operator.

	IPsecRekeyLifetimeTime
	IPsec SA rekey timeout in seconds.
	Integer value greater than or equal to 0
This parameter is settable by the operator.

	DPDTimer
	DPD timeout in seconds.
	Integer value greater than or equal to 0
This parameter is settable by the operator.

	NATTKeepaliveTimer
	NAT-T keepalive timeout in seconds.
	Integer value greater than or equal to 0
This parameter is settable by the operator.


