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Introduction
3GPP SA4 is studying the usage of MPEG SAND to address the needs of DASH streaming in mobile environments. The description of the current progress is documented in TR 26.957 [1]. 
In this contribution, we describe briefly the CORS problem and provide recommendations to address it.
CORS
HTTP requests using Javascript are traditionally restricted by the Same Origin Policy, which implies that these requests must have the same domain name and port. Developers have tried to bypass this limitation by using different tricks such as proxying. However, these are usually not efficient and pose a security thread. 
Cross-Origin Resource Sharing (CORS) is a W3C specification [1] that was developed to allow client-side cross-domain requests from the browser. In CORS, a response can include an “Access-Control-Allow-Origin” header with the origin of where the request originated from. The user agent verifies that the value of that header and the origin of where the response originated match. A preflight request, usually an OPTIONS request, may need to be sent in advance of the actual request to verify that the server is prepared to accept a cross-origin request. The server discovers that the HTTP request is actually a cross-origin request by checking the Origin header field that was inserted automatically by the browser agent. Additionally, authentication of the request may be requested by setting the value of Access-Control-Allow-Credentials to true. In such case, an identifier of the application, e.g. in form of a cookie is required to allow access to the cross-origin resource.
In addition, a restriction on mixed content is applied by user agents. Mixed content denotes the use case where secure requests are made from an insecure source or vice versa.
CORS Considerations for SAND
SAND may be used in the context of 3GPP for different purposes. A DANE may sit in the operator’s network and assist the client to achieve an optimal streaming experience for both the client and also in terms of network resource efficiency. It can also be used in the context of MBMS client to DASH application communication. 
SAND defines a main communication channel using connection triggers, through insertion of an HTTP header field in the response. Upon detecting this header field, the client will connect to the provided URL to fetch the SAND message. Alternatively, a WebSocket channel may be indicated by the MPD, in which case the client connects to a global DANE server to receive SAND messages. Both methods have their pros and cons. However, both methods are subject to the CORS and mixed content restrictions.
In particular, the URL of the DANE’s SAND message that is provided in the “MPEG-DASH-SAND” message or as part of the WebSocket URL must allow the origin of this request. It also has to match the same security environment (i.e. usage or not usage of TLS consistently).
It is therefore recommended that the DANE servers shall support CORS and allow the origin of the MPD in all cases. DANE’s shall also support the same security configuration to avoid the mixed content problem. 
Conclusion
We propose to adopt the contents of section 2 and 3 to the TR 26.957.
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