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The scope of this document is tbd
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The version 0.5 of the document is intended for internal review. Comments are expected to be submitted latest by August 8, 2014 here:
· https://github.com/Dash-Industry-Forum/CPIXF/issues or
· dashif+iop@groupspaces.com with a subject tag [CPIXF]
This is a document made available by DASH-IF. The technology embodied in this document may involve the use of intellectual property rights, including patents and patent applications owned or controlled by any of the authors or developers of this document. No patent license, either implied or express, is granted to you by this document. DASH-IF has made no search or investigation for such rights and DASH-IF disclaims any duty to do so. The rights and obligations which apply to DASH-IF documents, as such rights and obligations are set forth and defined in the DASH-IF Bylaws and IPR Policy including, but not limited to, patent and other intellectual property license rights and obligations. A copy of the DASH-IF Bylaws and IPR Policy can be obtained at http://dashif.org/.
The material contained herein is provided on an "AS IS" basis and to the maximum extent permitted by applicable law, this material is provided AS IS, and the authors and developers of this material and DASH-IF hereby disclaim all other warranties and conditions, either express, implied or statutory, including, but not limited to, any (if any) implied warranties, duties or conditions of merchantability, of fitness for a particular purpose, of accuracy or completeness of responses, of workmanlike effort, and of lack of negligence.
In addition, this document may include references to documents and/or technologies controlled by third parties. Those third party documents and technologies may be subject to third party rules and licensing terms. No intellectual property license, either implied or express, to any third party material is granted to you by this document or DASH-IF. DASH-IF makes no any warranty whatsoever for such third party material.
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This document will specify the reference architecture and interoperability points for a DASH-based DRM backend interface between a mutli-bitrate transcoder and a DRM system. The baseline reference architecture is based on [DASH-264].
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[DASH]
[bookmark: _Ref193182647][bookmark: _Ref194395219][bookmark: _Toc230189438][DASH-264] Guidelines for Implementation: DASH264/AVC Interoperability Points, May 2013.
[DASH-attributes]
[RFC6030]
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[bookmark: _Toc381467179][bookmark: _Toc381811588][bookmark: _Toc268613735]Use Cases and Requirements
This section presents the use cases where interaction between a multi bitrate transcoder and a DRM system are required. Requirements for the data flow are derived from these use cases.
[bookmark: _Toc363037642][bookmark: _Toc381811592][bookmark: _Toc268613736]Content on Demand
An asset with its metadata is received. Metadata can include different type of information such as the duration of the asset, the list of actors, the output controls usage rules, a purchase window… Content is sent to the encoder for been transcoded at the right format (audio/video codec, bitrates, container…).
If any type of entitlement is required for accessing content, all segments are encrypted beforehand. Before transcoding and encrypting, the encoder requests to the DRM systems their specific signaling, if any, to be added in the MDP. A content key used for encrypting all segments is generated and shared with all DRM systems and the encoder. Encrypted segments and the MDP are uploaded on a CDN making it available to users.
Metadata is exported to the Portal, enabling access to users. DRM systems receive relevant metadata information that needs to be included in the license (output controls) .at license creation time.
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Metadata is regularly imported with new or updated information. Metadata can include different type of information on the EPG events such as the duration of the event, the list of actors, the output controls usage rules, a purchase window…
Content is continuously received, transcoded in the desired format and encrypted if any type of entitlement is required.
A content key is used for encrypting some segments and the key is changed regularly. These key are generated so that they are available to all DRM systems and the encoder at the right moment depending on how these keys are used. The encoder requests to the DRM systems their specific signaling, if any, to be added in the MDP.
Encrypted segments and the MDP are uploaded on a CDN making it available to users.
Metadata is exported to the Portal, enabling access to users. DRM systems receive relevant metadata information that needs to be included in the license (output controls).
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Live content has already been encoded and encrypted (if required) for Live unicast. All DRM systems have access to the keys.
Additional metadata may be required for ensuring that events are effectively available in catch-up. These are made available to the Portal and some Live events are identified as being able to be replayed as on-demand. Optionally, the operator may choose to replace the advertising content with targeted ads.
[bookmark: _Toc268613739]Electronic Sell Through
A content owner is preparing an asset. Preparation includes transcoding to the desired format and encryption of the resulting segments. The content owner is generating the content key. Content is ready and stored.
Later the content owner distributes the segments to multiple locations for making available the asset, in addition metadata describing the content is also made available to retail platforms so that content becomes saleable on many Portals. In parallel, the content owner distributes the content key to any authorized DRM system. A DRM system is authorized if it is one used by one of the Portal that has this content for sale.
[bookmark: _Toc268613740]Requirements
It shall be possible to exchange key(s) and data between a DRM system and the encoder (acting as an Encryptor).
It shall be possible that the encoder receives DRM signalization for several DRMs.
The content key shall be generated by an entity part of either the Encryptor or the DRM system.
Update of keys shall be possible at periodic time or based on events, following Section 5 of [DASH-264].
It shall be possible to have events in the clear (no encryption), following Section 5 of [DASH-264].
Information shall be secured over the interface.
[bookmark: _Toc381811595][bookmark: _Toc268613741]XSD Schema Definition
[bookmark: _Toc381811596][bookmark: _Toc268613742]Introduction
This section describes the Content Protection Information Exchange Format. This is an XML file that is described by the XSD provided in Section 8.1. This section describes in details elements part of the file.
[bookmark: _Toc381811597][bookmark: _Toc268613743]Structure Overview
The structure is based on the MPD defined in [DASH]. A Presentation is the root element of this schema and contains all information required for getting the keys encrypting all adaptation sets. It follows these principles:
Following the constraints defined in Section 5 of [DASH-264], it is assumed that the same key is used for encrypting all Representations of a given Adaptation Set. For supporting key rotation, several content keys can be used for encrypting all Representations, each key with a validity period.
The same key file can be shared between several receiving entities, hence, each one must be able to decrypt keys and must be properly identified.
Taking this into account, the Presentation contains:
DeliveryData, each instance of the DeliveryData describes entity able to decrypt information in this key file.
AdaptationSet: Each AdaptationSet contains the DefaultKey information (the key itself and all associated DRM signalization for every DRM that can be used for by Clients for retrieving a license) and all content keys used when the Adaption Set is encrypted with key rotation. Each content key contains also every required DRM information per supported DRM in addition to the key itself.
The key file supports native protection of the key following the principles of [RFC 6030]. The Default Key and content keys can be encrypted inside the key file using information provided in the DeliveryData element. The key file also allows storing the keys in the clear and then the protection of the delivery mechanism is used for securely deliver the file.
Figure 1 shows the first elements of the structure. Detailed description of the structure is given in the following sections.
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[bookmark: _Ref387237071]Figure 1: A Presentation with all content keys used for encrypting it.
[bookmark: _Toc268613744]Hierarchical data model
In all tables of this section, the following convention is used
Elements are bold and the “Use” values are <minOccurs>…<maxOccurs> (N=unbounded).
Attributes are non-bold preceded with an @ and the “Use” values are M=Mandatory, O=Optional, OD=Optional with Default Value, CM=Conditionally Mandatory.
The XSD schema for this model is provided in Section 8.
[bookmark: _Toc268613745]Presentation
	Element or Attribute
	Use
	Description

	Presentation
	
	The root element that carries the Content Protection Information for a Media Presentation.

	@ID
	M
	It specifies an identifier for the Media Presentation. It is also referred as the Asset ID. It is recommended to use an identifier that is unique within the scope in which this key file is published.

	@Name
	O
	It is the name of the Presentation.

	DeliveryData
	0…N
	It contains the required information allowing defining which entities can get access to the keys encrypted in this key file.
There is one DeliveryData element per entity capable of decrypting keys in the key file. If this element is not present, then the keys are in the clear in the file.

	AdaptationSet
	1...N
	It contains all information on keys used for encrypting the Adaption Sets and all the DRM information required for properly generate content and create the MPD.
There is one AdaptationSet element per Adaptation Set the Representation has.
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	Element or Attribute
	Use
	Description

	DeliveryData
	
	

	@Id
	M
	It specifies an identifier for the Delivery Data. It is recommended to use an identifier that is unique within the scope in which this key file is published.

	@Name
	O
	It is the name of the Delivery Data.

	DeliveryKey
	1
	It contains the crypto material required to uniquely identify the entity capable of decrypting the keys in this key file.

	Description
	0…1
	A description of the element.

	SendingOrganization
	0…1
	The description, such as the name, of the entity generating this key file.

	SenderPointofContact
	0…1
	The information, such as an email address, of the Sending Organization.

	ReceivingOrganization
	0…1
	The description, such as the name, of the entity capable of decrypting keys in this key file.
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	Element or Attribute
	Use
	Description

	AdaptationSet
	
	

	@Id
	M
	It specifies an identifier for the Adaptation Set. It is recommended to use an identifier that is unique within the scope in which this key file is published.

	@Name
	O
	It is the name of the Adaptation Set.

	DefaultKey
	1
	This is the default key as defined in [DASH] and all related DRM information.

	ContentKey
	0…N
	These are the keys and all related DRM information used when the Adaptation Set is encrypted with key rotation.
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	Element or Attribute
	Use
	Description

	DefaultKey
	
	

	@Id
	M
	It specifies an identifier for the Default Key. It is recommended to use an identifier that is unique within the scope in which this key file is published.

	DRMSystem
	1…N
	This is the DRM information for every DRM that is used for protecting all Representations part of this Adaptation Set.
There are as many DRMSystem elements as there are DRM allowing accessing this adaptation Set.

	Key
	1…N
	This is the key itself. It is represented as KeyType as defined in [RFC6030]. It can be encrypted or in the clear.
If it is encrypted, then the Extension element shall contain a DeliveryKeyReference element allowing to retrieve the information allowing to decrypt this key.
If it is encrypted, there are as many Key elements as there are DeliveryData capable of accessing (decrypting) it.
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	Element or Attribute
	Use
	Description

	ContentKey
	
	

	@Id
	M
	It specifies an identifier for the Content Key. It is recommended to use an identifier that is unique within the scope in which this key file is published.

	@Start
	M
	This is the absolute time when this key starts to be used for encrypting the Representations part of this Adaptation Set.

	End
	O
	This is the absolute time when this key starts to be used for encrypting the Representations part of this Adaptation Set.
If not present, then the end time is defined by the Start time of another key part of this Adaptation Set.

	DRMSystem
	1…N
	This is the DRM information for every DRM that is used for protecting all Representations part of this Adaptation Set.
There are as many DRMSystem elements as there are DRM allowing accessing this adaptation Set.

	Key
	1…N
	This is the key itself. It is represented as KeyType as defined in [RFC6030]. It can be encrypted or in the clear.
If it is encrypted, then the Extension element shall contain a DeliveryKeyReference element allowing to retrieve the information allowing to decrypt this key.
If it is encrypted, there are as many Key elements as there are DeliveryData capable of accessing (decrypting) it.
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The DRMSystem element contains all information on a DRM that can be used for retrieving licenses for getting access to an Adaptation Set.
	Element or Attribute
	Use
	Description

	DRMSystem
	
	

	@SystemId
	M
	This is the unique ID of the DRM system. Values are defined on [DASH-attributes].

	PSSH
	0…1
	This is the full PSSH box that is added either under the moov box or the moof box in the ISOBMFF depending on the parent element of the DRMSystem element (DefaultKey and ContentKey respectively).

	MPD
	0…1
	This is the full XML element to be added in the MPD under the <ContentProtection> element for this DRM.

	CustomData
	0…1
	This is any data the DRM system needs to exchange with other entities for proper generation of the MPD.
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The DeliveryKeyReference element is used for linking a Key element to a DeliveryData element. It is added under the Extension element of the Key element as allowed by [RFC6030].
	Element or Attribute
	Use
	Description

	DeliveryKeyReference
	
	

	@Id
	M
	This is the Id of the DeliveryData element that contains the required key material for decrypting the Key element it is inserted in.
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[bookmark: _Toc381467184][bookmark: _Toc381811594][bookmark: _Toc268613753]Introduction
This informative section gives a general overview of the context in which content protection information made of keys and DRMs signalization need to be exchanged between entities in the backend. It completes section 5.5 of [DASH-264] by putting more emphasis on the backend aspects.
There are two models that are possible, as shown in Figure 2 and Figure 3 with the example of an Encryptor and DRM Systems as two entities exchanging information.
	Encryptor
Content Protection Information

DRM System
DRM System

	Encryptor
Content Protection Information

DRM System


	[bookmark: _Ref394319263]Figure 2: Push model.
	[bookmark: _Ref394319267]Figure 3: Pull model.


Both models require keys been exchanged between two or more entities, the Encryptor and DRM Systems:
The Push model allows, in this case, the Encryptor to generate keys and to push them to one or many DRM systems. The Encryptor could expect to receive from the DRM systems some DRM signalization.
The Pull model allows the Encryptor to pull keys and DRM signalization from a DRM system. In this case keys are generated by the DRM System.
The Content Protection Information Exchange Format proposed in this document allows supporting both models. The Exchange Format allows sending and receiving the key and DRM signalization information. Each model has its own advantages and limitations. It is a matter of requirements for selecting one of the models or both. 
It is required to encrypt the Content Protection Information which is exchanged between entities as it contains very sensitive data. The Content Protection Information consists of two main elements:
The DeliveryData that contains required information allowing defining which entities can get access to the encrypted keys in the key file as well as information about the sending entity itself.
The AdaptationSet that contains the encrypted keys.
Before exchanging key information in a secure manner both entities must know about each other and share private and public keys so that one entity could encrypt data and the other entity could decrypt it. This important step of Trust establishment is out of the scope of this document.
The encryption of the keys is the second important step. It could be done within the Exchange Format or on the distribution protocol. This important step of securing the Key exchange is out of the scope of this document. The DRM signalization contains proprietary information and if protection is required, it is under the DRM responsibility.
Some information on the possibilities proposed by the industry for securing the exchange is given in Section 6.
[bookmark: _Toc394515893][bookmark: _Toc394515894][bookmark: _Toc268613754]Secure Push Model
This informative section shows a possible workflow for securing the exchange of the key information between entities when the Push model is used. In this model, shown in Figure 2, the Encryptor is the entity which is taking responsibility for generating the keys, protecting them and pushing them into the DRM Systems.
The first step is the Trust establishment. Private and public keys must be exchanged between two or more entities (the Encryptors and the DRM Systems) prior exchanges.
Once the trust is established and the necessary associated key material is shared between entities, keys for encrypted content can be exchanged. The Encryptor is encrypting these keys using DRM Systems public keys. The DRM Systems can decrypt using their own private key.
The Encryptor provides DeliveryData elements with crypto material required to uniquely identify the entity capable of decrypting the AdaptationSet element. The Content Protection Information might contain one or multiple or no DeliveryData elements and at least one AdaptationSet element must be present.
All these steps are summarized in Figure 4.
The Encryptor and DRM Systems exchange public keys
The Encryptor constructs and secures the Content Protection Information message with DRM Systems public keys
The Encryptor sends the encrypted Content Protection Information to the DRM Systems
The DRM Systems decrypt the Content Protection Information its own private key

[bookmark: _Ref394325786]Figure 4: Secure Push model steps.
[bookmark: _Toc268613755]Secure Pull Model
This informative section shows a possible workflow for securing the exchange of the key information between entities when the Pull model is used. In this model, shown in Figure 3, the Encryptor can pull Content Protection Information directly from a DRM System. In this case, the DRM System is generating keys and is encrypting them for a secure delivery to the Encryptor.
As in the case of the Push model, the first step is the Trust establishment. Private and public keys must be exchanged between two or more entities (the Encryptors and the DRM Systems) prior exchanges.
The DRM System will use the public key of the Encryptor to encrypt keys to be inserted in the DeliveryData element and will send it to Encryptor.
The Encryptor can decrypt the keys using its private key.
All these steps are summarized in Figure 5.
The Encryptor and DRM System exchange public keys
The Encryptor sends a Content Protection Information request message to the DRM System
The DRM System constructs and secures the Content Protection information with the public key of the Encryptor and sends the response back
The Encryptor decrypts the Content Protection Information using its private key

[bookmark: _Ref394326059]Figure 5: Secure Pull model steps.
[bookmark: _Toc268613756]Communication Protocol
To be completed
[bookmark: _Toc381811600][bookmark: _Ref394322873][bookmark: _Toc268613757]Secure Communication [To be discussed once container and protocol defined]
To be completed
[bookmark: _Toc381811601][bookmark: _Toc268613758]Data Request and Response Examples
Examples of REST API (if the API is defined)
[bookmark: _Ref387319521][bookmark: _Toc268613759]XML Schema and Examples
[bookmark: _Ref387989979][bookmark: _Toc268613760]XSD file
Validation of this XSD requires the XSD associated to [RFC6030] in a file called pskc.xsd.
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:back="urn:dashif:params:xml:ns:keyprov:back" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" targetNamespace="urn:dashif:params:xml:ns:keyprov:back" elementFormDefault="qualified" attributeFormDefault="unqualified">
	<xs:import namespace="http://www.w3.org/XML/1998/namespace"/>
	<xs:import namespace="http://www.w3.org/2000/09/xmldsig#" schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>
	<xs:import namespace="urn:ietf:params:xml:ns:keyprov:pskc" schemaLocation="pskc.xsd"/>
	<xs:complexType name="DeliveryKeyReferenceType">
		<xs:annotation>
			<xs:documentation>
				This is the reference to the key used for encrypting the content keys. 
				This is part of the Extensions of KeyType. It contains the ID that is in DeliveryData.DeliveryKey
			</xs:documentation>
		</xs:annotation>
		<xs:sequence>
			<xs:element name="Id" type="xs:string"/>
		</xs:sequence>
	</xs:complexType>
	<xs:complexType name="ExtensionsType">
		<xs:sequence>
			<xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/>
		</xs:sequence>
		<xs:attribute name="definition" type="xs:anyURI" use="optional"/>
	</xs:complexType>
	<xs:complexType name="DefaultKeyType">
		<xs:sequence>
			<xs:element name="DRMSystem" type="back:DRMSystemType" maxOccurs="unbounded"/>
			<xs:element name="Key" type="pskc:KeyType" maxOccurs="unbounded"/>
		</xs:sequence>
		<xs:attribute name="Id" type="xs:string" use="required"/>
	</xs:complexType>
	<xs:complexType name="ContentKeyType">
		<xs:sequence>
			<xs:element name="DRMSystem" type="back:DRMSystemType" maxOccurs="unbounded"/>
			<xs:element name="Key" type="pskc:KeyType" maxOccurs="unbounded"/>
		</xs:sequence>
		<xs:attribute name="Id" type="xs:string" use="required"/>
		<xs:attribute name="Start" type="xs:dateTime" use="required"/>
		<xs:attribute name="End" type="xs:dateTime" use="optional"/>
	</xs:complexType>
	<xs:complexType name="DRMSystemType">
		<xs:sequence>
			<xs:element name="PSSH" type="xs:base64Binary" minOccurs="0"/>
			<xs:element name="MPD" type="xs:base64Binary" minOccurs="0"/>
			<xs:element name="CustomData" type="xs:base64Binary" minOccurs="0"/>
			<xs:element name="Extensions" type="back:ExtensionsType" minOccurs="0" maxOccurs="unbounded"/>
		</xs:sequence>
		<xs:attribute name="SystemId" type="xs:string" use="required"/>
	</xs:complexType>
	<xs:complexType name="AdaptationSetType">
		<xs:sequence>
			<xs:element name="DefaultKey" type="back:DefaultKeyType"/>
			<xs:element name="ContentKey" type="back:ContentKeyType" minOccurs="0" maxOccurs="unbounded">
				<xs:annotation>
					<xs:documentation>
						This is a list of keys that are included in the document in case of key rotation (Live use case)
					</xs:documentation>
				</xs:annotation>
			</xs:element>
		</xs:sequence>
		<xs:attribute name="Id" type="xs:string" use="required"/>
		<xs:attribute name="Name" type="xs:string"/>
	</xs:complexType>
	<xs:complexType name="DeliveryDataType">
		<xs:sequence>
			<xs:element name="DeliveryKey" type="ds:KeyInfoType"/>
			<xs:element name="Description" type="xs:string" minOccurs="0"/>
			<xs:element name="SendingOrganization" type="xs:string" minOccurs="0"/>
			<xs:element name="SenderPointofContact" type="xs:string" minOccurs="0"/>
			<xs:element name="ReceivingOrganization" type="xs:string" minOccurs="0"/>
		</xs:sequence>
		<xs:attribute name="Id" type="xs:string" use="required"/>
		<xs:attribute name="Name" type="xs:string" use="optional"/>
	</xs:complexType>
	<xs:complexType name="PresentationType">
		<xs:sequence>
			<xs:element name="DeliveryData" type="back:DeliveryDataType" minOccurs="0" maxOccurs="unbounded">
				<xs:annotation>
					<xs:documentation>
						Contains all keys used for encrypting the default key and the content keys.</xs:documentation>
				</xs:annotation>
			</xs:element>
			<xs:element name="AdaptationSet" type="back:AdaptationSetType" maxOccurs="unbounded"/>
		</xs:sequence>
		<xs:attribute name="Id" type="xs:string" use="required"/>
		<xs:attribute name="Name" type="xs:string"/>
	</xs:complexType>
	<xs:element name="Presentation" type="back:PresentationType">
		<xs:annotation>
			<xs:documentation>
				A Presentation includes several adaptation sets that includes one Default_KID
			</xs:documentation>
		</xs:annotation>
	</xs:element>
</xs:schema>

[bookmark: _Toc268613761]Examples
[bookmark: _Toc268613762]Encrypted keys
This example shows a XML key file where keys can be decrypted by two entities (“Authorization Service 1234” and “Authorization Service 5678”). Both are identified by their X509 certificates.
It contains two Adaptation Sets, each with only Default Key. The Default Key is therefore encrypted two times (once for Authorization Service 1234 and once for Authorization Service 5678).
In term of DRMs, there are two different DRMs that can be used for accessing the Adaptations Sets. There are therefore two DRMSystem elements per Adaptation Set.

<?xml version="1.0" encoding="UTF-8"?>
<back:Presentation xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:back="urn:dashif:params:xml:ns:keyprov:back" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" xsi:schemaLocation="urn:dashif:params:xml:ns:keyprov:back dashDRMInformation.xsd" Id="presentation1234" Name="Blockbuster is back">

<!-- Information on the 1st organisation that can receive this file -->
	<back:DeliveryData Id="AuthorizationService1234">
		<back:DeliveryKey>
			<ds:X509Data>
				<ds:X509Certificate>

				</ds:X509Certificate>
			</ds:X509Data>
		</back:DeliveryKey>
		<back:Description>Information on one organization allowed to receive this key file</back:Description>
		<back:SendingOrganization>contentCreator</back:SendingOrganization>
		<back:SenderPointofContact>emailFor1234@contentCreator.com</back:SenderPointofContact>
		<back:ReceivingOrganization>Authorization Service 1234</back:ReceivingOrganization>
	</back:DeliveryData>

<!-- Information on the 2nd organisation that can receive this file -->	
	<back:DeliveryData  Id="AuthorizationService5678">
		<back:DeliveryKey>
			<ds:X509Data>
				<ds:X509Certificate>

				 </ds:X509Certificate>
			</ds:X509Data>
		</back:DeliveryKey>
		<back:Description>Information on one organization allowed to receive this key file</back:Description>
		<back:SendingOrganization>contentCreator</back:SendingOrganization>
		<back:SenderPointofContact>emailFor5678@contentCreator.com</back:SenderPointofContact>
		<back:ReceivingOrganization>Authorization Service 5678</back:ReceivingOrganization>
	</back:DeliveryData>

<!-- key (only a default key) for the 1st adaptation set -->
	<back:AdaptationSet Name="HD resoultion of Blockbuster" Id="HD">
		<back:DefaultKey Id="Default_Key_HD_encrypted">
			<back:DRMSystem SystemId="79f0049a-4098-8642-ab92-e65be0885f95">
				<back:PSSH>
0ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTROV1F4Tm1VdFpqaG1OQzB4TVdVeExUbGhZMk10TldNeUAMD0=
				</back:PSSH>
				<back:MPD>
UEVOdmJuUmxiblJRY205MFpXTjBhVzl1SUhOamFHVnRaVWxrVlhKcFBTSjFjbTQ2ZFhWcFpEcGhaR0kwTVdNeU5DMHlaR0ptTFRSaA0KCQkJCQkJCQkJTm1RdE9UVTRZaTAwTkRVM1l6QmtNamRpT1RVaVBqeFFVazArUEZCU1RWTnBaMjVoYkdsNllYUnBiMjQrWlhsa2FtSXlOVEJhVnpVdw0KCQkJCQkJCQkJVTFkUmJrOXBZekZPUkUwelQwTmpjMG95ZEd4bFZXeHJTbnB2Yms0eVdUUU5DazVYVVhoT2JWVjBXbXBvYlU1RE1IaE5WMVY0VEZScw0KCQkJCQkJCQkJYUZreVRYUk9WMDE1VG1wQ2FFNHlXWGxhUkZsNlNqTXdQVHd2VUZKTlUybG5ibUZzYVhwaGRHbHZiajQ4TDFCU1RUNDhMME52Ym5SbA0KCQkJCQkJCQkJYm5SUWNtOTBaV04wYVc5dVBnPT0=
				</back:MPD>
			</back:DRMSystem>

			<back:DRMSystem SystemId="adb41c24-2dbf-4a6d-958b-4457c0d27b95">
				<back:PSSH>
eydjb250ZW50SWQnOic1NDM3OCcsJ2tleUlkJzonN2Y4NWQxNmUtZjhmNC0xMWUxLTlhY2MtNWMyNjBhN2YyZDYzJ30=
				</back:PSSH>
				<back:MPD>
PENvbnRlbnRQcm90ZWN0aW9uIHNjaGVtZUlkVXJpPSJ1cm46dXVpZDphZGI0MWMyNC0yZGJmLTRhNmQtOTU4Yi00NDU3YzBkMjdiOTUiPjxQUk0+PFBSTVNpZ25hbGl6YXRpb24+ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTQNCk5XUXhObVV0WmpobU5DMHhNV1V4TFRsaFkyTXROV015TmpCaE4yWXlaRFl6SjMwPTwvUFJNU2lnbmFsaXphdGlvbj48L1BSTT48L0NvbnRlbnRQcm90ZWN0aW9uPg==
				</back:MPD>
			</back:DRMSystem>

			<back:Key Id="HD_encrypted_1" Algorithm="CENC">
				<pskc:Data>
					 <pskc:Secret>
						<pskc:EncryptedValue>
							 <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa_1_5"/>
							<xenc:CipherData>
							 	<xenc:CipherValue>
hJ+fvpoMPMO9BYpK2rdyQYGIxiATYHTHC7e/sPLKYo5/r1v+4xTYG3gJolCWuVMydJ7Ta0GaiBPHcWa8ctCVYmHKfSz5fdeV5nqbZApe6dofTqhRwZK6Yx4ufevi91cjN2vBpSxYafvN3c3+xIgk0EnTV4iVPRCR0rBwyfFrPc4=
								 </xenc:CipherValue>
							</xenc:CipherData>
						</pskc:EncryptedValue>
					</pskc:Secret>
					<pskc:Counter>
						<pskc:PlainValue>0</pskc:PlainValue>
					</pskc:Counter>
				</pskc:Data>
				<pskc:Extensions>
					<back:DeliveryKeyReference>AuthorizationService1234</back:DeliveryKeyReference>
				</pskc:Extensions>
			</back:Key>

			<back:Key Id="HD_encrypted_2" Algorithm="CENC">
				<pskc:Data>
					 <pskc:Secret>
						<pskc:EncryptedValue>
							 <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa_1_5"/>
							<xenc:CipherData>
							 	<xenc:CipherValue>
hJ+fvpoMPMO9BYpK2rdyQYGIxiATYHTHC7e/sPLKYo5/r1v+4xTYG3gJolCWuVMydJ7Ta0GaiBPHcWa8ctCVYmHKfSz5fdeV5nqbZApe6dofTqhRwZK6Yx4ufevi91cjN2vBpSxYafvN3c3+xIgk0EnTV4iVPRCR0rBwyfFrPc4=
								 </xenc:CipherValue>
							</xenc:CipherData>
						</pskc:EncryptedValue>
					</pskc:Secret>
					<pskc:Counter>
						<pskc:PlainValue>0</pskc:PlainValue>
					</pskc:Counter>
				</pskc:Data>
				<pskc:Extensions>
					<back:DeliveryKeyReference>AuthorizationService5678</back:DeliveryKeyReference>
				</pskc:Extensions>
			</back:Key>
		</back:DefaultKey>
	</back:AdaptationSet>

<!-- key (only a default key) for the 2nd adaptation set -->
	<back:AdaptationSet Name="SD resoultion of Blockbuster" Id="SD">
		<back:DefaultKey Id="Default_Key_SD_encrypted">
			<back:DRMSystem SystemId="79f0049a-4098-8642-ab92-e65be0885f95">
				<back:PSSH>
0ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTROV1F4Tm1VdFpqaG1OQzB4TVdVeExUbGhZMk10TldNeUAMD0=
				</back:PSSH>
				<back:MPD>
PENvbnRlbnRQcm90ZWN0aW9uIHNjaGVtZUlkVXJpPSJ1cm46dXVpZDphZGI0MWMyNC0yZGJmLTRhNmQtOTU4Yi00NDU3YzBkMjdiOTUiPjxQUk0+PFBSTVNpZ25hbGl6YXRpb24+ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTQNCk5XUXhObVV0WmpobU5DMHhNV1V4TFRsaFkyTXROV015TmpCaE4yWXlaRFl6SjMwPTwvUFJNU2lnbmFsaXphdGlvbj48L1BSTT48L0NvbnRlbnRQcm90ZWN0aW9uPg==
				</back:MPD>
			</back:DRMSystem>

			<back:DRMSystem SystemId="adb41c24-2dbf-4a6d-958b-4457c0d27b95">
				<back:PSSH>
eydjb250ZW50SWQnOic1NDM3OCcsJ2tleUlkJzonN2Y4NWQxNmUtZjhmNC0xMWUxLTlhY2MtNWMyNjBhN2YyZDYzJ30=
				</back:PSSH>
				<back:MPD>
PENvbnRlbnRQcm90ZWN0aW9uIHNjaGVtZUlkVXJpPSJ1cm46dXVpZDphZGI0MWMyNC0yZGJmLTRhNmQtOTU4Yi00NDU3YzBkMjdiOTUiPjxQUk0+PFBSTVNpZ25hbGl6YXRpb24+ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTQNCk5XUXhObVV0WmpobU5DMHhNV1V4TFRsaFkyTXROV015TmpCaE4yWXlaRFl6SjMwPTwvUFJNU2lnbmFsaXphdGlvbj48L1BSTT48L0NvbnRlbnRQcm90ZWN0aW9uPg==
				</back:MPD>
			</back:DRMSystem>

			<back:Key Id="SD_encrypted_1" Algorithm="CENC">
				<pskc:Data>
					 <pskc:Secret>
						<pskc:EncryptedValue>
							 <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa_1_5"/>
							<xenc:CipherData>
							 	<xenc:CipherValue>
hJ+fvpoMPMO9BYpK2rdyQYGIxiATYHTHC7e/sPLKYo5/r1v+4xTYG3gJolCWuVMydJ7Ta0GaiBPHcWa8ctCVYmHKfSz5fdeV5nqbZApe6dofTqhRwZK6Yx4ufevi91cjN2vBpSxYafvN3c3+xIgk0EnTV4iVPRCR0rBwyfFrPc4=
								 </xenc:CipherValue>
							</xenc:CipherData>
						</pskc:EncryptedValue>
					</pskc:Secret>
					<pskc:Counter>
						<pskc:PlainValue>0</pskc:PlainValue>
					</pskc:Counter>
				</pskc:Data>
				<pskc:Extensions>
					<back:DeliveryKeyReference>AuthorizationService1234</back:DeliveryKeyReference>
				</pskc:Extensions>
			</back:Key>

			<back:Key Id="SD_encrypted_2" Algorithm="CENC">
				<pskc:Data>
					 <pskc:Secret>
						<pskc:EncryptedValue>
							 <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa_1_5"/>
							<xenc:CipherData>
							 	<xenc:CipherValue>
hJ+fvpoMPMO9BYpK2rdyQYGIxiATYHTHC7e/sPLKYo5/r1v+4xTYG3gJolCWuVMydJ7Ta0GaiBPHcWa8ctCVYmHKfSz5fdeV5nqbZApe6dofTqhRwZK6Yx4ufevi91cjN2vBpSxYafvN3c3+xIgk0EnTV4iVPRCR0rBwyfFrPc4=
								 </xenc:CipherValue>
							</xenc:CipherData>
						</pskc:EncryptedValue>
					</pskc:Secret>
					<pskc:Counter>
						<pskc:PlainValue>0</pskc:PlainValue>
					</pskc:Counter>
				</pskc:Data>
				<pskc:Extensions>
					<back:DeliveryKeyReference>AuthorizationService5678</back:DeliveryKeyReference>
				</pskc:Extensions>
			</back:Key>	
		</back:DefaultKey>
	</back:AdaptationSet>
</back:Presentation>

[bookmark: _Toc268613763]Clear Keys
This example shows a XML key file where keys are not encrypted. It can be read by any entity and therefore does not contain DeliveryData elements.
It contains two Adaptation Sets, each with only Default Key. The Default Key is available as plain data for each Adaptation Set.
In term of DRMs, there are two different DRMs that can be used for accessing the Adaptations Sets. There are therefore two DRMSystem elements per Adaptation Set.

<?xml version="1.0" encoding="UTF-8"?>
<back:Presentation xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:back="urn:dashif:params:xml:ns:keyprov:back" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:pskc="urn:ietf:params:xml:ns:keyprov:pskc" xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" xsi:schemaLocation="urn:dashif:params:xml:ns:keyprov:back dashDRMInformation.xsd" Id="presentation1234" Name="Blockbuster is back">

<!-- key (only a default key) for the 1st adaptation set -->
	<back:AdaptationSet Name="HD resoultion of Blockbuster" Id="HD">
		<back:DefaultKey Id="Default_Key_HD_clear">
			<back:DRMSystem SystemId="79f0049a-4098-8642-ab92-e65be0885f95">
				<back:PSSH>
0ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTROV1F4Tm1VdFpqaG1OQzB4TVdVeExUbGhZMk10TldNeUAMD0=
				</back:PSSH>
				<back:MPD>
UEVOdmJuUmxiblJRY205MFpXTjBhVzl1SUhOamFHVnRaVWxrVlhKcFBTSjFjbTQ2ZFhWcFpEcGhaR0kwTVdNeU5DMHlaR0ptTFRSaA0KCQkJCQkJCQkJTm1RdE9UVTRZaTAwTkRVM1l6QmtNamRpT1RVaVBqeFFVazArUEZCU1RWTnBaMjVoYkdsNllYUnBiMjQrWlhsa2FtSXlOVEJhVnpVdw0KCQkJCQkJCQkJVTFkUmJrOXBZekZPUkUwelQwTmpjMG95ZEd4bFZXeHJTbnB2Yms0eVdUUU5DazVYVVhoT2JWVjBXbXBvYlU1RE1IaE5WMVY0VEZScw0KCQkJCQkJCQkJYUZreVRYUk9WMDE1VG1wQ2FFNHlXWGxhUkZsNlNqTXdQVHd2VUZKTlUybG5ibUZzYVhwaGRHbHZiajQ4TDFCU1RUNDhMME52Ym5SbA0KCQkJCQkJCQkJYm5SUWNtOTBaV04wYVc5dVBnPT0=
				</back:MPD>
			</back:DRMSystem>

			<back:DRMSystem SystemId="adb41c24-2dbf-4a6d-958b-4457c0d27b95">
				<back:PSSH>
eydjb250ZW50SWQnOic1NDM3OCcsJ2tleUlkJzonN2Y4NWQxNmUtZjhmNC0xMWUxLTlhY2MtNWMyNjBhN2YyZDYzJ30=
				</back:PSSH>
				<back:MPD>
PENvbnRlbnRQcm90ZWN0aW9uIHNjaGVtZUlkVXJpPSJ1cm46dXVpZDphZGI0MWMyNC0yZGJmLTRhNmQtOTU4Yi00NDU3YzBkMjdiOTUiPjxQUk0+PFBSTVNpZ25hbGl6YXRpb24+ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTQNCk5XUXhObVV0WmpobU5DMHhNV1V4TFRsaFkyTXROV015TmpCaE4yWXlaRFl6SjMwPTwvUFJNU2lnbmFsaXphdGlvbj48L1BSTT48L0NvbnRl	bnRQcm90ZWN0aW9uPg==
				</back:MPD>
			</back:DRMSystem>

			<back:Key Id="HD_clear">
				<pskc:Data>
					<pskc:Secret>
						<pskc:PlainValue>MTIzNA==</pskc:PlainValue>
					</pskc:Secret>
					<pskc:Counter>
						<pskc:PlainValue>0</pskc:PlainValue>
					</pskc:Counter>
				</pskc:Data>
			</back:Key>
		</back:DefaultKey>
	</back:AdaptationSet>

<!-- key (only a default key) for the 2nd adaptation set -->
	<back:AdaptationSet Name="SD resoultion of Blockbuster" Id="SD">
		<back:DefaultKey Id="Default_Key_SD_clear">
			<back:DRMSystem SystemId="79f0049a-4098-8642-ab92-e65be0885f95">
				<back:PSSH>
0ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTROV1F4Tm1VdFpqaG1OQzB4TVdVeExUbGhZMk10TldNeUAMD0=
				</back:PSSH>
				<back:MPD>
UEVOdmJuUmxiblJRY205MFpXTjBhVzl1SUhOamFHVnRaVWxrVlhKcFBTSjFjbTQ2ZFhWcFpEcGhaR0kwTVdNeU5DMHlaR0ptTFRSaA0KCQkJCQkJCQkJTm1RdE9UVTRZaTAwTkRVM1l6QmtNamRpT1RVaVBqeFFVazArUEZCU1RWTnBaMjVoYkdsNllYUnBiMjQrWlhsa2FtSXlOVEJhVnpVdw0KCQkJCQkJCQkJVTFkUmJrOXBZekZPUkUwelQwTmpjMG95ZEd4bFZXeHJTbnB2Yms0eVdUUU5DazVYVVhoT2JWVjBXbXBvYlU1RE1IaE5WMVY0VEZScw0KCQkJCQkJCQkJYUZreVRYUk9WMDE1VG1wQ2FFNHlXWGxhUkZsNlNqTXdQVHd2VUZKTlUybG5ibUZzYVhwaGRHbHZiajQ4TDFCU1RUNDhMME52Ym5SbA0KCQkJCQkJCQkJYm5SUWNtOTBaV04wYVc5dVBnPT0=
				</back:MPD>
			</back:DRMSystem>

			<back:DRMSystem SystemId="adb41c24-2dbf-4a6d-958b-4457c0d27b95">
				<back:PSSH>
eydjb250ZW50SWQnOic1NDM3OCcsJ2tleUlkJzonN2Y4NWQxNmUtZjhmNC0xMWUxLTlhY2MtNWMyNjBhN2YyZDYzJ30=
				</back:PSSH>
				<back:MPD>
PENvbnRlbnRQcm90ZWN0aW9uIHNjaGVtZUlkVXJpPSJ1cm46dXVpZDphZGI0MWMyNC0yZGJmLTRhNmQtOTU4Yi00NDU3YzBkMjdiOTUiPjxQUk0+PFBSTVNpZ25hbGl6YXRpb24+ZXlkamIyNTBaVzUwU1dRbk9pYzFORE0zT0Njc0oydGxlVWxrSnpvbk4yWTQNCk5XUXhObVV0WmpobU5DMHhNV1V4TFRsaFkyTXROV015TmpCaE4yWXlaRFl6SjMwPTwvUFJNU2lnbmFsaXphdGlvbj48L1BSTT48L0NvbnRl	bnRQcm90ZWN0aW9uPg==
				</back:MPD>
			</back:DRMSystem>

			<back:Key Id="SD_clear">
				<pskc:Data>
					<pskc:Secret>
						<pskc:PlainValue>MTIzNA==</pskc:PlainValue>
					</pskc:Secret>
					<pskc:Counter>
						<pskc:PlainValue>0</pskc:PlainValue>
					</pskc:Counter>
				</pskc:Data>
			</back:Key>
		</back:DefaultKey>
	</back:AdaptationSet>
</back:Presentation>
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