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FIRST CHANGE: Correction to USD data model shown in Fig.5, and related terminology in Sec. 5.2.2.1
5.2.2.1
Introduction

MBMS User Service Discovery/ Announcement is needed in order to advertise MBMS Streaming and MBMS Download User Services and User Service Bundles in advance of, and potentially during, the User Service sessions described. The User Services are described by metadata (objects/files) delivered using the download delivery method as defined in clause 7 or using interactive announcement functions.

MBMS User Service Discovery/Announcement involves the delivery of fragments of metadata to many receivers in a suitable manner. The metadata itself describes details of services. A metadata fragment is a single uniquely identifiable block of metadata. An obvious example of a metadata fragment would be a single SDP file ([14]).

The metadata consists of:

· a metadata fragment object describing details of a single or a bundle of MBMS user services (defined in sub-clause 11.2);
· a metadata fragment object(s) describing details of MBMS user service sessions (defined in sub-clause 7.3 and 8.3);
· a metadata fragment object(s) describing details of Associated delivery methods (defined in sub-clause 9.5);
· a metadata fragment object(s) describing details of service protection (defined in sub-clause 11.3);

· a metadata fragment object describing details of the FEC repair data stream;

· a metadata fragment object providing a Media Presentation Description (defined in sub-clause 11.2.1.2);

· a metadata fragment object(s) providing Initialization Segments (defined in sub-clause 11.2.1.2);

· a metadata fragment object(s) providing a Schedule information description (defined in sub-clause 11.2A);

· a metadata fragment objects(s) providing filtering data for an MBMS User Service within a service bundle at the level of individual sessions of a given user service, or individual file contents within a user service (defined in sub-clause 11.2B).  Only location filter data is defined in this release of the specification.
Metadata management information consists of:

· a metadata envelope object(s) allowing the identification, versioning, update and temporal validity of metadata fragment objects (defined in sub-clause 11.1).
A metadata envelope may have multiple metadata envelope instances. The metadata envelope and metadata fragment objects are transported as file objects in the same download session either as separate referencing files or as a single embedding file - see sub-clause 5.2.3.3. A single metadata envelope instance shall describe a single metadata fragment, and thus instances of the two are paired. A service announcement sender shall make a metadata envelope instance available for each metadata fragment instance.  The creation and use of both an embedded envelope instance and a referenced envelope instance for a particular fragment instance is not recommended.
The metadata envelope and metadata fragment objects may be compressed using the generic GZip algorithm specified in RFC 1952 [42] as content/transport encoding for transmission. Where used over an MBMS bearer, this shall be according to Download delivery content encoding using FLUTE - see sub-clause 7.2.5.
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Figure 5: Simple Description Data Model
Figure 5 illustrates the simple data model relation between these description instances using UML [21] for a single User Service Bundle Description.

NOTE:
"N" means any number in each instance.
One MBMS User Service Bundle Description shall contain one or more instances of the userServiceDescription element, each of which in turn represents a single MBMS User Service within the service bundle. The userServiceDescription element may refer to a single instance of the FEC Repair Stream Description metadata fragment.

In the event a MBMS User Service carries DASH-formatted contents, the userServiceDescription element, representative of the User Service, shall contain a mediaPresentationDescription element.  The mediaPresentationDescription element shall in turn contain a reference to the Media Presentation Description metadata fragment whose data structure is identical to the MPD (Media Presentation Description) as defined in [98].  Furthermore, the  Media Presentation Description fragment may refer to one or more Initialization Segment metadata fragments whose data structure is identical to the Initialization Segment as defined in [98].  Also, when DASH-formatted contents are delivered by MBMS, at least one of the delivery methods shall be the download delivery method. 

Each instance of the userServiceDescription element representing an MBMS User Service instance shall include at least one deliveryMethod element. The deliveryMethod element shall refer to one Session Description fragment.
Each deliveryMethod instance may contain a reference to a Security Description fragment and an Associated Delivery Procedure fragment. Several delivery methods may reference the same Security Description fragment.

A given Associated Delivery Procedure fragment referenced by an instance of deliveryMethod element under the userServiceDescription element may be referenced by other delivery methods of that service.
An instance of the userServiceDescription element allows the association of delivery methods to one or more access systems. The association is used to describe the use of separate access systems for the same MBMS User Service. One delivery method may be offered throughout one or more radio access systems. The use of separate MBMS bearer services for the same MBMS User Service is described in sub-clause 5.1.5.2 of [4].

One instance of the userServiceDescription element may include at most one schedule element instance. If included, the schedule instance shall refer to one Schedule Description fragment, and the UE can expect to receive MBMS User Service data during the time periods described in the Schedule Description fragment.  In the case of a file download service, the Schedue Description fragment may include a file transmission schedule for file objects associated with the User Service. The UE may select which files to receive based on the file transmission schedule information in the Schedule Description fragment.

It is also possible for multiple userServiceDescription instances to reference the same Schedule Description fragment.  In this case, the associated delivery schedule information shall include the file transmission schedule for files belonging to each of these User Services.

The Schedule Description may contain a reference to one Filter Description fragment, in which case the MBMS User Service is associated with filtering data which enables the UE to perform selective or targeted reception at either the session or the content file level of the User Service.

Multipart MIME [37] may be used to concatenate the descriptions into one document for transport.

END OF FIRST CHANGE
SECOND CHANGE: Correction of terminology for ‘Security Description’ in clause 5.2.2.4
5.2.2.4
Security Description

The Security Description fragment contains the key identifiers and procedure descriptions for one delivery method. Multiple delivery methods, each via an instance of the deliveryMethod element, may reference the same Security Description fragment.
The Security Description fragment contains key identifiers and the server address to request the actual key material. To avoid overload situations, the same load balancing principles as in the associated delivery procedures are used. The key management server shall be selected as defined in sub-clause 9.3.5. The back-off time shall be determined as defined in sub-clause 9.3.4.

The XML schema for the Security Description fragment is defined in sub-clause 11.3.
END OF SECOND CHANGE
THIRD CHANGE: Correct terminology regarding Security Description in clause 5.3.5.2
5.3.5.2
Randomization of Service Initiation over Time

The MBMS User Service description may contain parameters to uniformly randomize the User Service Initiation procedures of the MBMS UEs. Security functions may be part of the User Service Initiation procedure as defined in clause 5.3.1. If a user service initiation randomization is defined for a user service, then the overload prevention definition in the Security Description shall be ignored for the service initiation. For randomizing the time of the initiation procedure, the MBMS UE shall understand the following parameters, which may be signalled by the BM-SC in the MBMS user service description as described in section 11.2.1: 

1. initiationStartTime parameter is used by the BM-SC to signal to the MBMS UE the start time for the User Service Initiation procedure randomization period. If the initiationStartTime parameter is not present, the MBMS UE uses the time of the Service Annoucement reception as the start time.
2. protectionPeriod parameter is used by the BM-SC to signal to the MBMS UE the duration of the critical time periods, during which congestion shall be avoided. The MBMS UEs shall randomly spread the initiation procedure using the randomTimePeriod during this protection period. 

3. randomTimePeriod parameter is used by the BM-SC to signal to the MBMS UE the duration of an interval over which initiation procedures shall be randomly deferred.  The MBMS UE calculates a random time out of the randomTimePeriod interval to defer the execution of the initiation procedure.

The MBMS UE shall start its initiation procedure immediately if the procedure is triggered outside of protection periods.
END OF THIRD CHANGE
FOURTH CHANGE:  Correction of terminology regarding Security Description in clause 8.2.2.13a
8.2.2.13a
SDP for FEC source packet streams

To indicate the presence of the FEC layer between IP/UDP and, RTP or SRTP a SDP protocol identifier is used. Instead of the normal RTP/AVP and RTP/SAVP protocol identifiers, ‘UDP/MBMS-FEC/RTP/AVP’ and ‘UDP/MBMS-FEC/RTP/SAVP’ are defined respectively. Both these protocol identifiers shall use the FMT space rules that are used for RTP/AVP and RTP/SAVP respectively, i.e. payload types used in the RTP session is listed. The protocol identifiers are defined in Appendix C1.

The FEC parameters, FEC encoding ID, FEC instance ID and FEC-OTI-Extension information are signalled using the mechanism defined in sub-clause 8.3.1.8. The “a=FEC” SDP attribute shall be used to indicate the single definition that is used for each media component.

For MIKEY messages the Security Description is used to indicate when FEC source packet shall be used, see sub-clause 11.3. The FEC parameter used is also defined in the Security Description. As all MIKEY packets from all user services arrive on the same port, the receiver must use the destination address to separate FEC protected packets from not FEC protected packets. This requires that all MIKEY packets sent to a specific destination address are either FEC protected or not. Note that it is not possible to mix protected and non-protected packets within a single stream as there is no mechanism to determine whether they are protected or not. 
END OF FOURTH CHANGE
FIFTH CHANGE: Correction of terminology regarding Security Description in clause 11.2.1.1
11.2.1.1 Initial Definition
The root element of the MBMS User Service Bundle description is the bundleDescription element. The element is of the bundleDescriptionType. The bundleDescription contains one or several userServiceDescription elements and optionally a reference to the FEC repair stream description. 

Each userServiceDescription element shall have a unique identifier. The unique identifier shall be offered as serviceId attribute within the userServiceDescription element and shall be of URN format. 

The userServiceDescription element may contain one or more name elements. The intention of a name element is to offer a title of the user service. For each name elements, the language shall be specified according to XML datatypes (XML Schema Part 2 [22]).

The userServiceDescription element may contain one or more serviceLanguage elements. Each serviceLanguage element represents the available languages of the user services. The language shall be specified according to XML datatypes (XML Schema Part 2 [22]).

The userServiceDescription element may contain an accessPointName attribute. The accessPointName attribute is optional and gives an Access Point Name (APN) as defined in [77]. When this attribute is present, the MBMS UE shall use the given APN for MBMS UE to network interactions like File Repair and/or security registration. If this attribute is not present, the MBMS UE shall use a default PDP context/default EPS bearer for network interactions.
Each userServiceDescription element shall contain at least one deliveryMethod element. The deliveryMethod element contains the description of one delivery method. The element shall contain one reference to a Session Description and may contain references to one Associated Delivery Procedure Description and/or one Security Description. The Session Description is further specified in sub-clause 5.2.2.2.

A requiredCapabilities element gives a list of features, which are required for the consumption of the related MBMS user service. The list of features that are currently defined is included in section 11.9. The value of the feature element indicates the required feature. Note that the BM-SC can also determine the terminal capabilities from the terminal identification during the security registration. If the registering terminal does not have the required capabilities, the BM-SC can reject the security registration.

The deliveryMethod element may contain a reference to an Associated Delivery Procedure Description via the attribute associatedProcedureDescriptionURI. The description and configuration of associated delivery procedures is specified in sub-clause 5.2.2.3.

The deliveryMethod element may contain a reference to a Security Description via the attribute protectionDescriptionURI. The Security Description is specified in sub-clause 5.2.2.4.

…

Remaining  text in clause 11.2.1.1is unaffected and  omitted for brevity.
END OF FIFTH CHANGE
SIXTH CHANGE: Correction of terminology regarding Security Description in clauses 11.3 and 11.3.1
11.3
Security Description Metadata Fragment
11.3.1
Definition of the Security Description
The Security Description fragment is referenced by the protectionDescriptionURI of a deliveryMethod element. The Security Description fragment shall be identified by the MIME type "application/mbms protection-description+xml" as defined in Annex C.6.

The root element of Security Description is the securityDescription element. It contains three different elements, the keyId element identities the key(s) for each media flow, the keyManagement element the keymanagement servers that the load is distributed over and the parameters in use, and the fecProtection element that configures the FEC protection of the point to multi-point distributed key flows.

The keyManagement element defines the list of key management servers (i.e. BM-SC). The MBMS UE must register with a key management server to receive key material. A receiver shall select a key managment server following the same procedure defined for selecting a file repair server defined in sub-clause 9.3.5.

The attribute uiccKeyManagement defines whether UICC based key management is required for the present MBMS User Service.

The offsetTime and randomTimePeriod attributes define the back off behavior of the UE when requesting MSKs. This uses the procedure defined in sub-clause 9.3.4 where offsetTime specifies the offset time defined in sub-clause 9.3.4.1 and randomTimePeriod the length of the random window in accordance with sub-clause 9.3.4.2. The units for both attributes are in seconds.

The element keyId contains a list of media flows for which keys are required. For each media flow a key identifier is provided in addition to that media flows additional security parameters. The media flow is identified by a destination tuple providing an address followed by a port number separated by a "/", i.e. <IP-destination-address>/<destination-port>. The port number is for RTP session the RTP port number, and not RTCP's. The MSK element identifies the key uniquely by specifying both the keyDomainID and the MSKID as defined in sub-clause 6.3.2.1 of 3GPP TS 33.246 [20]. The MSKID is 4 bytes long binary with byte 3 and 4 equal to 0x00, i.e. the current key that are base64 [82] when written into the element. The keyDomainID is a 3 byte long binary value as specified in sub-clause 6.3.2.1 of [20] and shall also be base64 encoded when written in the XML document.

The presence of the fecProtection element indicates that any MIKEY packet with an multicast destination IP address equal to any of the used destination address in the userServiceDescription instance’s delivery methods, are FEC protected and encapsulated in FEC source packets, see sub-clause 8.2.2.4. The attributes fecEncodingId, fecInstanceID, and fecOtiExtension specify the FEC payload ID used in the source packet. All Security Description instances referenced by a User Service Bundle Description instance shall use the same FEC parameters.
NOTE:
The term 'service protection description' as used in TS 33.246 [20] is identical to the 'Security Description' in this specification with regards to the associated USD metadata fragment.
END OF SIXTH CHANGE
SEVENTH CHANGE: Correction of terminology regarding Security Description in Annex C.6
C.6
Registration of MIME type "application/mbms‑protection-description+xml "

The MIME-Type "application/mbms-protection-description+xml" denotes that the message body is an MBMS Security Description XML document according to the scheme identified as "urn:3GPP:metadata:2005:MBMS:securityDescription" (see sub-clause 11.3.1).
Type name: application

Subtype name: mbms‑protection-description+xml

Required parameters:

None

Optional parameters:

charset: As specified in RFC 3023 [83] for media type application/xml.

Encoding considerations:

This is an XML document and the encoding considerations are the same as for media type "application/xml" defined in RFC 3023 [83].

Security considerations:

The media format is used to configure the security functions of the MBMS delivery. Thus a target for any attacker that would like modify a receivers understanding of the security functions, either for a denial of service attack or a session replacement attack. However the format contains no seceret information that may not be shared openly. All security keys are handled using other mechanisms. Source authentication and integrity protection is recommended. 

Interoperability considerations:

None

Published specification:

3GPP TS 26.346

Applications which use this media type:

3GPP MBMS based applications

Additional information:

Magic number(s): None

File extension(s):

Macintosh file type code(s):

Person & email address to contact for further information:

Magnus Westerlund (magnus.westerlund@ericsson.com)
3GPP TSG SA WG4

Intended usage: COMMON

Restrictions on usage:

Author:

3GPP TSG SA WG4

Change controller:

3GPP TSG SA WG4

END OF SEVENTH CHANGE
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