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FIRST CHANGE: adding STKM track to convey traffic key information (MTK messages) when MBMS key management is used.
5.4.9
Adaptive-Streaming profile

The 3GP Adaptive-Streaming profile is branded ‘3gh9’. It is used to label 3GP files that are primarily suitable for adaptive file-based streaming.

The following constraints shall apply to 3GP files conforming to Adaptive-Streaming profile:

· the ‘moov’ box shall be placed in the beginning of the file right after the ‘ftyp’ box and a possibly present ‘pdin’ box; 

· all movie data shall be contained in Movie Fragments, i.e. the tracks in the ‘moov’ box shall not contain any samples (i.e. the entry_count in the “stts”, “stsc”, and “stco” boxes shall be set to 0).

· the ‘moov’ box shall contain an ‘mvex’ box to indicate the presence of movie fragments.

· the ‘moov’ box shall be followed by one or more ‘moof’ and optionally ‘mdat’ box pairs.

· each ‘moof’ box shall contain at least one track fragment.

· The ‘moof’ boxes shall use movie-fragment relative addressing for media data that does not use external data references and the flag ‘default-base-is-moof’ shall also be set; absolute byte-offsets shall not be used for this media data. In a movie fragment, the durations by which each track extends should be as close to equal as practical. In particular, as movie fragments are accumulated, the track durations should remain close to each other and there should be no 'drift'.
· For any track, any 'tfad' or any 'tfdt' box, if present, shall duplicate the operations of a possibly present 'elst' box; when any 'tfad' or any 'tfdt' is used, the 'elst' box, if present, shall be ignored.
3GP files conforming to this profile may contain:

· segment (‘styp’) type boxes as specified in clause 13.2, 
· track fragment adjustment (‘tfad’) boxes as specified in clause 13.3, and 
· segment index (‘sidx’) boxes as specified in clause 13.4,

· track fragment decode time (‘tfdt’) as specified in clause 13.5.
· Key message track as specified in clause 13.6 if Adapted PDCF file is used or as specified in clause 13.7 if Common ENCryption is used.
If the ‘meta’ box is present and contains the Media Presentation Description (MPD as defined in TS 26.234 [3]) then the ‘meta’ box shall be contained within the ‘moov’ box. In this case the ‘meta’ box shall contain a 'hdlr' box with handler_type 'mpd ' followed by an 'xml ' box containing the MPD.

If the 'meta' box is present and contains a link to the MPD, then the 'meta' box shall be contained within the 'moov' box. In this case the 'meta' box shall contain a 'hdlr' box with handler_type 'mpdl' followed by a 'dinf' box. The 'dinf' box shall contain a 'dref' box with exactly one entry, which is a 'url ' box containing the URL of the MPD.

SECOND CHANGE: STKM track definition     

13.6
MBMS key management specific extension using Adapted PDCF 
In case the representation is encrypted and the MBMS key management system is used (when MBMS download delivery method is used for example to deliver Live representation), and if each segment of a representation is encrypted with its own key (traffic key regularly changed for live delivery), adapted PDCF file as defined in [37] may be used. Adapted PDCF file allows the inclusion of key message track in the ISOBMFF file. In this case the following applies:

· in the ISO SchemeTypeBox ('schm') the SchemeType MUST be the 4CC ‘odkm’, and SchemeVersion MUST be 0xXXXXXXXX (0x00000300 is defined by OMNA for OMA BCAST a new value should be defined by OMNA for MBMS).
· The Media Segment shall include the brand “opx2”.
· The URL of the Key issuer (URL of the BM-SC) is included in the Key Info Box (‘obki’) as defined in [37]. In this box, the STKMPresent flag, TBKPresent flag and TBKIssuerURLPresent flag shall be set to false. The KeyIssuerPresent flag shall be set to true and the KeyIssuerURL shall indicates the BM-SC URL. The KeyIDType shall be set to “0x02” indicating a 3GPP MBMS KeyID type as defined in [39]. This KeyID is the concatenation of Key Domain ID (3 bytes) || MSK ID (4 bytes) || MTK ID (2 bytes)
· The Media Segment shall include the MIKEY MBMS Traffic Key messages (as defined in [39]) in  OMA BCAST STKM track ‘oksd’ as defined in [37],
· The STKM track shall be included in the movie fragment box and the associated STKM track data in the media data box.
· The STKM track is a timed metadata track, the sample_version shall be set to ‘0x00’, the sample_type SHALL be set to ‘0xf7’ indicating MIKEY MBMS traffic key message as defined by OMNA.
· The sample entry of the STKM track shall contain in the STKM field exactly one MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the representation Segment. That is, the STKM field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field.
· In the segment, the STKM media data shall be provided before the media data protected by the traffic key this STKM media data conveys, allowing the computing of traffic key before its need for the decryption of the media segment.
if all segments of a representation are encrypted with only one key, the STKM track is included in the initialization segment and the following applies:

· The Initialization Segment includes the brand “opx2”.
· The Initialization Segment includes the MIKEY MBMS Traffic Key messages (as defined in [39] in  OMA BCAST STKM track ‘oksd’ as defined in [37],
· The STKM track is included in the movie box and the associated STKM track data in the media data box.
· The STKM track is a timed metadata track, the sample_version shall be set to ‘0x00’, the sample_type SHALL be set to ‘0xf7’ indicating MIKEY MBMS traffic key message as defined by OMNA.
· The sample entry of the STKM track shall contain in the STKM field exactly one MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the representation Segments. That is, the STKM field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field.
THIRD CHANGE: MBMS extension for Common encryption   
13.7
MBMS key management specific extension using Common ENCryption 

The Common ENCryption (CENC) protection scheme has been defined by MPEG to enable decryption of the same file using different DRM systems.This section defines MBMS key management specific extensions that are required to use the Common ENCryption scheme defined in [50].
The metadata defined by Common ENCryption Scheme are the following:

· Protection System Specific Data contained in the Protection System Specific Header Box (‘pssh’) where data of the specific key management systems may be stored. For MBMS key management system this box is defined in clause 13.7.1
· Common ENCryption information for a media track, including default values for the key identifier (KID), initialization vector size, and encryption flag  are contained in the Track Encryption Box (‘tenc’). For MBMS key management system this box is defined in clause 13.7.2 
· Common ENCryption information for groups of media samples overidding the default  values for the key identifier (KID), initialization vector size, and encryption flag  defined in ‘tenc’ box are contained in a Sample Group Description Box (‘sgpd’) included in a Sample To Group Box (‘sbgp’). For MBMS key management system this box is defined in clause 13.7.3
· Encryption information for individual media samples contained in Sample Auxiliary Information Sizes Box (‘saiz’) and Sample Auxiliary Information Offsets Box (‘saio’). For MBMS key management system these boxes are defined in clause 13.7.4
13.7.1
MBMS Specific Protection System Specific Header 
The Protection System Specific Header box MAY be included in the Movie (‗moov‘) and/or Movie Fragment (‗moof‘) as shown in the figure below:
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For MBMS key management system, the SystemID UUID for the Protection System Specific Header box is xxxxx (to be defined)  proposal is to use “urn:dvb:casystemid:xxxx”, xxxx value to be reserved in DVB among the standardized systems values.
The Protection System Specific Header box contains a MBMS System Specific Metadata box (‘mssm’) containing the key acquisition information and Key Issuer URL. 

The MBMS System Specific Metadata box is defined as followed:

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	'mssm’


Container: The data field of the Protection System Specific Header (‘pssh’) box

Mandatory: yes

Quantity: one

Aligned (8) class MBMSSystemSpecificHeaderBox extends Box (‘mssm’)

{

}

The MBMS protection system specific metadata contains the OMABCASTkeyInfoBox (‘obki’) of adapted PDCF as defined in [37] with the following constraints:
· TBKPresent flag and TBKIssuerURLPresent flag shall be set to false. 

· The KeyIssuerPresent flag shall be set to true and the KeyIssuerURL shall indicates the BM-SC URL.
·  The KeyIDType shall be set to “0x02” indicating a 3GPP MBMS KeyID type as defined in [39]. This KeyID is the concatenation of Key Domain ID (3 bytes) || MSK ID (4 bytes) || MTK ID (2 bytes)
· The STKMpresent flag shall be set to true and the MIKEY MTK message included in the ‘obki’ box in the STKM field , when the ‘pssh’ box contains the MIKEY MTK message.In case all the segments of the representation are encrypted with one key, this ‘pssh’ box containing the ‘obki’ box with the MIKEY MTK message is included in the initialization segment in the ‘moov’ box. In case each media segment of the representation is encrypted with its own key, the ‘pssh’ box containing the ‘obki’ box with the MIKEY MTK message is included in the ‘moof’ box of the media segment. In this latter case, the initialization segment contains a ‘pssh’ box with the STKMpresent flag set to false indicating that the initialization segment doesn’t contain the MIKEY MTK message.
13.7.2
MBMS Specific Common ENCryption information for a media track  
For each protected track, the Content protection scheme is signaled in the associated Sample description box (‘stsd’) in the Protection Scheme Information box (‘sinf’).

The CENC scheme is signaled in the Protection Scheme Information Box (‘sinf’) which contains a Scheme Type Box (‘schm’). The sample description box for CENC is shown in the figure below:
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For CENC the Scheme type Box is defined by the following parameters:

Scheme_type = ‘cenc’

Scheme_version is set to 0x00010000 (version 1.0)
The Protection Scheme Information Box (‘sinf’) contains also a Scheme Information Box (‘schi’) which contains a Track Encryption Box (‘tenc’) describing the default encryption parameters for the track: that is to say:

Default_IsEncrypted

Default_IV_size

Default_KID

The default values for the encryption parameters are used when the entire track is encrypted using a single key identified by the default_KID. 
For MBMS Key management system, Default_KID is defined as the base64 encoded concatenation of 

Key Domain ID (3bytes) || MSK ID (4bytes) || MTK ID (2bytes)

13.7.3
MBMS Specific Common ENCryption information for a group of samples  
CENC allows also groups of samples of a track to be encrypted with different keys, or a mix of clear and encrypted contents. In this case the encryption parameters are included in a CencSampleEncryptionInformationVideoGroupEntry (‘seig’) or CencSampleEncryptionInformationAudioGroupEntry (‘seig’) depending on the type of the track (Video or Audio). The ‘seig’ box is included in the SampleGroupDescriptionBox (‘sgpd’)

13.7.4
MBMS Specific Common ENCryption information for individual media sample  
Initialization vector associated to an encrypted sample in a protected track is included in the sample auxiliary information (CencSampleAuxiliaryDataFormat) referenced by ‘saiz’ and ‘saio’ boxes. 

For MBMS Key management system, KID is defined as the base64 encoded concatenation of 

Key Domain ID (3bytes) || MSK ID (4bytes) || MTK ID (2bytes)

13.7.5
MBMS Specific Common ENCryption information for live content 
For live content the Common ENCryption [51] may be used. In this case the protection scheme type is ‘cbc1’ instead of ‘cenc’.
In this case the CencSampleEncryptionInformationVideoGroupEntry is replaced by the CencKeyRotSampleEncryptionInformationVideoGroupEntry and the CencSampleEncryptionInformationAudioGroupEntry is replaced by the CencKeyRotSampleEncryptionInformationAudioGroupEntry
the CencKeyRotSampleEncryptionInformationVideoGroupEntry has the following syntax:
aligned(8) class CencKeyRotSampleEncryptionInformationVideoGroupEntry

extends VisualSampleGroupDescriptionEntry( ‘serg’ )
{

unsigned int(24)

IsEncrypted;

unsigned int(8)

IV_size;

unsigned int(8)[16]
KID;
//Identifies the Long-term or Master key










//delivered using protection system specific









//key management protocol.


unsigned int(32) KeySize;

unsigned int(8)[KeySize] encryptedKey;



//short-term key encrypted using Long-term or Master Key.
}
In this case the KID identifies the Long term key (Key Domain ID || MSK ID (7 bytes) of the MBMS Key Management system) and the short-term key encrypted using the Long Term key is included in the CencKeyRotSampleEncryptionInformationVideoGroupEntry (‘serg’) in the encryptedKey field.
For the MBMS key management system 
· the KID is the concatenation of Key Domain ID and MSK ID of the MBMS Key Management system:  Key Domain ID || MSK ID (7 bytes)  
· the encryptedKey field is the MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the media data. That is, the encryptedKey field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field. 

FOURTH CHANGE: adding references   
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FIFTH CHANGE: adding Abbreviations   

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [6] and the following apply.

3GP
3GPP file format

AAC
Advanced Audio Coding

AMR-WB+
Extended Adaptive Multi-Rate Wideband Codec

AVC
Advanced Video Coding

ADU
Application Data Unit
BIFS
Binary Format for Scenes
BM-SC
Broadcast-Multicast - Service Centre

CENC
Common ENCryption
DIMS
Dynamic and Interactive Multimedia Scenes

Enhanced aacPlus
MPEG-4 High Efficiency AAC plus MPEG-4 Parametric StereoFLUTE
File Delivery over Unidirectional Transport
HTTP
HyperText Transport Protocol
ISOBMFF
ISO Base Media File Format
ITU-T
International Telecommunications Union – Telecommunications
IV
Initialization Vector

KID
Key IDentifier

MAC
Message Authentication Code 

MBMS
Multimedia Broadcast/Multicast Service
MIKEY
Multimedia Internet KEYing
MIME
Multipurpose Internet Mail Extensions

MMS
Multimedia Messaging Service

MP4
MPEG-4 file format

MPD
Media Presentation Description
MTK
MBMS Traffic Key

MTK ID
MTK IDentifier

MSK
MBMS Service Key

MSK ID
MSK IDentifier
OMNA
Open Mobile Naming Authority
PDCF
Packetized DRM Content Format
PSS
Packet-switched Streaming Service

RAP
Random Access Point

RTP
Real-time Transport Protocol

RTSP
Real-Time Streaming Protocol

SDP
Session Description Protocol

SRTP
Secure Real-time Transport Protocol
STKM
Short Term Key Message
URL
Uniform Resource Locator
UUID
Universally Unique IDentifier
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