Page 1



3GPP TSG-SA4 Meeting #70 
(
S4-120923
Chicago, USA, 13th – 17th  August, 2012
	CR-Form-v10

	CHANGE REQUEST

	

	(

	26.247
	CR
	0013
	(

rev
	-
	(

Current version:
	10.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/Change-Requests.

	


	Proposed change affects: (

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Encrypted DASH contents delivered over MBMS

	
	

	Source to WG:
(

	Gemalto

	Source to TSG:
(

	S4

	
	

	Work item code:
(

	DDE
	
	Date: (

	2012-08-08

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	The delivery of 3GP-DASH formatted contents over MBMS bearers has been defined in the 3GPP TS 26.346 specification (section 5.6), including the real-time streaming services.

MBMS is designed to serve large receive groups with the same content. The download Delivery Method is used in the case of delivery of files via MBMS to a large receiver population.
3GPP has defined a key management system for MBMS that uses a 4-layers key architecture that is adapted for such delivery. We propose then to use this MBMS key management system, which support is mandatory on MBMS client, and define the appropriate signalling and encryption for its use for DASH-formatted files.

Adapted PDCF file defined by OMA and already used for 3GPP recording files may be used.

We propose to use also optionally this MBMS Key management system in combination with the Common Encryption, to possibly share the encrypted files with other devices using other DRM systems.



	
	

	Summary of change:
(

	Describe the signaling of encrypted 3GP-DASH file when MBMS key management is used. 

	
	

	Consequences if 
(

not approved:
	The support of encrypted files is not defined for live delivery of 3GP-DASH media content over MBMS. .

	
	

	Clauses affected:
(

	7.3.3.3; 9.2.2; 9.2.3.4

	
	

	
	Y
	N
	
	

	Other specs
(

	X
	
	 Other core specifications
(

	TS/TR 26.346 CR0263; 26.244 CR0044 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


FIRST CHANGE: Content protection element in case of encrypted 3GP-DASH delivered over MBMS Domwnload Delivery procedure
7.3.3.3
Content Protection

For the 3GP-DASH Release-10 profile clients content protection may support OMA DRM 2.0 [15] or OMA DRM 2.1 [16]. Other content protection schemes may be supported. The ContentProtection element in the MPD should be used to convey content protection information.

When using OMA DRM V2.0 or OMA DRM V2.1 scheme for content protection, the non-streamable Packetized DRM Content Format (PDCF) shall be used. An OMA-DRM encrypted Representation shall include the brand “opf2”. OMA-DRM [15] [16] defines the procedures for acquiring the Rights Object from the Rights Issuer to decrypt PDCF protected content. The scheme is identified by a ContentProtection@schemeIdUri set to "urn:mpeg:dash:mp4protection" and the  ContentProtection@value shall include the version number; it starts with "odkm", which is the scheme_type contained in the Scheme Type Box of the PDCF file, followed by a ":" and the scheme_version from the Scheme Type Box of the PDCF file, encoded as up to 8 hexadecimal digits, where the leading ‘0’s may be omitted. For example, for OMA DRM2.0 the value could be "odkm:200".
When the 3GP-DASH content is delivered using the Download Delivery Procedure of MBMS, the key management system of MBMS SHALL be used for the protection of the content. In this broadcast context, the MBMS Service Key (MSK) is used to encrypt the Traffic Encryption Key in the MBMS Traffic Key (MTK) messages. 
Encryption shall be performed at content level using either adapted PDCF file format as defined in [35] or using Common Encryption as defined in [36]. The UE SHALL support the adapted PDCF file format and Common encryption for ISOBMFF.
1. When adapted PDCF file format is used, as defined in [35], the relevant TEK stream information is carried along with the content in the ISO file.  In this case, the encrypted representation shall include the brand “opx2”. 
The scheme is identified in the content protection element of the MPD by a ContentProtection@schemeIdUri set to "urn:mpeg:dash:mp4protection" and the  ContentProtection@value shall include the version number; it starts with "odkm", which is the scheme_type contained in the Scheme Type Box of the adapted PDCF file, followed by a ":" and the scheme_version from the Scheme Type Box of the adapted PDCF file, encoded as up to 8 hexadecimal digits, where the leading ‘0’s may be omitted. For adapted PDCF file using 3GPP MBMS Key management system the value is "odkm:XXX".( to be defined by OMNA)
2. When Common encryption is used, the ISO file used is as defined in [36], and in clause 13.6 of [4]. In this case the encrypted representation shall include the brand “cenc” (to be defined).
The scheme is identified in the content protection element of the MPD by a ContentProtection@schemeIdUri set to UUID URN as defined in RFC 4122 indicating the UUID specified in the SystemId field of the Protection System Specific Header Box, The UUID URN is “urn:uuid:xxxxx” to be defined for MBMS key management using cenc
When each segment of a representation is encrypted with its own traffic key, and this traffic key is updated regularly, the representation segments include the MTK messages as defined in clause 9.2.3.4..

When all segments of a representation are encrypted with only one key the MTK message is included in the Initialisation segment of the representation as defined in clause 9.2.2. 

SECOND CHANGE: initialization segment including the MTK message in case of one MBMS key encrypting all  represenation segments    

9.2.2
Initialization Segment

The Initialization Segment is conformant with the 3GPP file format, adaptive streaming profile and shall carry “3gh9” as compatibility brand. 

The Initialization Segment consists of the “ftyp” box, the “moov” box, and optionally the “pdin” box. The “moov” box shall not contain any samples (i.e. the entry_count in the “stts”, “stsc”, and “stco” boxes shall be set to 0) and is then very small in size. This reduces the start-up time significantly as the Initialization Segment needs to be downloaded before any Media Segment can be processed. 

The “mvex” box shall be contained in the “moov” box to indicate that the client has to expect movie fragments. The “mvex” box also sets default values for the tracks and samples of the following movie fragments. 

The Initialization Segment provides the client with the metadata that describes the media content. The client uses the information in the “moov” box to identify the available media components and their characteristics. 

The Initialization Segment shall not contain any “moof” or “mdat” boxes except if all segments of the representation is encrypted with one key and using the MBMS key management system as described here after..

In case the representation is encrypted and the MBMS key management system is used (when MBMS download delivery method is used for example to deliver Live representation), and if all segments of a representation are encrypted with only one key, the initialization segment contains the MTK message corresponding to this key.
If Adapted PDCF format is used, the inclusion of MTK message is done as described here after:
· The Initialization Segment includes the brand “opx2”.
· The Initialization Segment includes the MIKEY MBMS Traffic Key messages as defined in [34] in  OMA BCAST STKM track ‘oksd’ as defined in [35],
· The STKM track is included in the movie box and the associated STKM track data in the media data box.
· The STKM track is a timed metadata track, the sample_version shall be set to ‘0x00’, the sample_type SHALL be set to ‘0xf7’ indicating MIKEY MBMS traffic key message as defined by OMNA.
· The sample entry of the STKM track shall contain in the STKM field exactly one MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the representation Segments. That is, the STKM field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field.
If Common encryption format is used, the inclusion of MTK message is done as described here after:
· The initialization segment includes a “moof” box containing a “pssh” as described in section 13.7.1 of [4]. This “pssh” box includes the MTK MIKEY message in the “obki” box.
THIRD CHANGE: Media Segment including the MTK message in case of  each segment encrypted with its own MBMS key    

9.2.3.4
3GP-DASH Media Segment Format

A Media Segment conforming to the Media Segment Format for 3GP DASH shall carry ‘3gmA’ as a compatible brand and is defined as follows:

- 
Each Media Segment may contain an ‘styp’ box.

-
 If the Media Segment is the last media Segment in the Representation, the 'styp' box may carry ‘lmsg’ as a compatible brand.

- 
Each Media Segment shall contain one or more whole self-contained movie fragments. A whole, self-contained movie fragment is a movie fragment (‘moof’) box and a media data (‘mdat’) box that contains all the media samples that do not use external data references referenced by the track runs in the movie fragment box.

-
 Each ‘moof’ box shall contain at least one track fragment.

- 
The ‘moof’ boxes shall use movie-fragment relative addressing and the flag ‘default-base-is-moof’ shall also be set. Absolute byte-offsets shall not be used. In a movie fragment, the durations by which each track extends should be as close to equal as practical. In particular, as movie fragments are accumulated, the track durations should remain close to each other and there should be no 'drift'. 

- 
Each ‘traf’ box shall contain a ‘tfdt’ box.

- 
The track fragment adjustment box ‘tfad’ as defined in 3GPP TS26.244 [4] may also be present to maintain compatibility with earlier releases of this specification; care should be taken that the alignment established by the ‘tfdt’ and the time-shifting implied by the ‘tfad’ not be both applied, which would result in a double correction.

- 
Each Media Segment may contain one or more ‘sidx’ boxes. If present, the first ‘sidx’ box shall be placed before any ‘moof’ box and the subsegment documented by the first Segment Index (‘sidx’) box shall be the entire Segment, i.e. the entire Segment shall be document by the first Segment Index (‘sidx’) box.

-
 A media Segment may contain a Subsegment Index box (‘ssix’). If present it shall follow immediately after the ‘sidx’ box that documents the same subsegment. This immediately preceding ‘sidx’ shall only index subsegments.
- 
Further rules on media Segments in combination with certain MPD attributes are provided in clause 9.4.
In case the representation is encrypted and the MBMS key management system is used (when MBMS download delivery method is used for example to deliver Live representation), and if each segment of the representation is encrypted with its own key, the following applies:
If Adapted PDCF format is used
· The Media Segment shall include the brand “opx2”.
· The Media Segment shall include the MIKEY MBMS Traffic Key messages (as defined in [34]) in  OMA BCAST STKM track ‘oksd’ as defined in [35],
· The STKM track shall be included in the movie fragment box and the associated STKM track data in the media data box.
· The STKM track is a timed metadata track, the sample_version shall be set to ‘0x00’, the sample_type SHALL be set to ‘0xf7’ indicating MIKEY MBMS traffic key message as defined by OMNA.
· The sample entry of the STKM track shall contain in the STKM field exactly one MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the representation Segment. That is, the STKM field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field.
· In the segment, the STKM media data shall be provided before the media data protected by the traffic key this STKM media data conveys, allowing the computing of traffic key before its need for the decryption of the media segment.
If Common encryption is used the MTK MIKEY message is carried in the media segment as defined in clause 13.7.5 of [4]
FOURTH CHANGE: adding references   
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