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1 Introduction

The use case for performing MBMS File Repair using conventional HTTP web-servers has been agreed as Use Case #5 in clause 2.5 of [1].  This contribution investigates additional aspects and concerns raised when using HTTP web-servers for file repair and proposes solutions.
2 Discussion

2.1 Message Digest 5 (MD5)
The current procedures in [2] allow the server/network to change the version of a file without changing its URI.  The procedures use a MD5 digest of the file to determine which version of a file is being requested by the UE.  The MD5 is sent in the FDT of the file and the UE includes this MD5 when requesting repair-symbols from the repair server.

This use of the MD5 is not the conventional use as specified in RFC 2616, where MD5 is the digest of the HTTP entity body for the purpose of a message integrity check.  When sending an HTTP GET, there is no standard mechanism for the UE to include an MD5 digest of the requested file or byte range.  The “Content-MD5” field contains the MD5 digest of the body of the HTTP GET message.  
Some solutions that have been considered for providing this same functionality of using the MD5 to request a particular the version of a file are:

1. An HTTP extension could be added in the HTTP GET to carry this MD5 value. However this extension would not be recognized by a conventional HTTP server.  Furthermore, a standard HTTP server would typically not use the MD5 value to check which particular version of a file to deliver to the client. 

2. A standard HTTP server could calculate the MD5 for the response body (file or partial content) it is sending to the UE.  The UE could then check this MD5 against the value it received in the FDT.  However, this would not work for partial content responses as the MD5 should be calculated over the actual message body, and not the original file as the MD5 is meant to provide a message integrity check.  Therefore the MD5 value of the server response for partial content would not match the MD5 value in the FDT.  Furthermore, even if the MD5 were calculated on the entire file (which is a non-standard procedure), this only indicates to the UE that the file version has changed. It would not allow the UE to request a particular version from the server.

3. A standard HTTP-compatible solution would be to insert the MD5 digest as a subdirectory in the path for the URI of the file for which the UE is making a repair request. The content owner storing the file on the HTTP server would calculate the MD5 digest for the version of the file and store the file under the appropriate subdirectory.  The following example demonstrates how this would be performed.

Example of using the MD5 as the subdirectory to differentiate versions of a file:

· The ‘Alternate-Content-Location1’ element in the FDT of the file [3] indicates that byte range repair requests are supported by the HTTP server URI: www.example.com/service1/news_service/latest_news.mp4
· The MD5 provided in the FDT of the file is srNZWR6WHGsPRo/lNrzXIA==, which is Base64 encoded.
· The terminal converts the MD5 from Base64 encoding to hexadecimal as: B2B359591E961C6B0F468FE536BCD920
· Then the request for byte range data by the UE is directed to the URI: www.example.com/service1/news_service/B2B359591E961C6B0F468FE536BCD920 /latest_news.mp4

The format of the MD5 in the FDT is Base64 encoded and can include characters such as the ‘/’, ‘+’, and ‘=’.  While RFC 2396 states that these are reserved characters that should be be escaped before including them in the subdirectory path of a URI, the interpretation of the ‘/’ character in the MD5 can still cause ambiguity or cause the creation of multiple subdirectory levels.  To avoid this problem it is proposed that the MD5 value is converted from Base64 encoding to hexadecimal encoding before including it as a subdirectory in the path of the URI.
Proposed changes to the specification TS 26.346: move the existing MD5 procedures in [2] to only apply to symbol-based repair requests.  Then introduce the new procedure of inserting the hexadecimal encoded MD5 into the subdirectory path of the URI for the HTTP-byte range based file repair procedures. 
2.2 Repair Statistics when Performing File Repair via Conventional HTTP Servers
The existing UE Reception Reporting procedures can still be used when utilizing HTTP servers as File Repair servers.  The type of repair server does not impact these reporting procedures.
However, when an operator does not want to rely on UE Reception Reports, there is a need for the HTTP server to know which service and session the HTTP requests are associated with.

One approach is to use HTTP GET extensions to indicate that the requests are for a particular MBMS session.  However this approach is not compatible with standard HTTP servers.

A standard HTTP-compatible solution is to have the server use a session-specific URI for a file that is sent in the FDT for a particular session.  Eventhough the same file may be used in multiple sessions, its URI in the FDT for each session can be set differently so that the HTTP server can correlate the HTTP GET requests with a particular session.  This would allow the HTTP server (including any cache servers) to use standard analytics procedures where it correlates requests with a particular URI.
The working assumptions for Use Case #5 in clause 2.5 of [1] provide a structure for introducing ‘Alternate-Content-Location’ elements into the File Element of the FDT along with a ‘BaseURI’ element in the FDT that can be used to achieve this.  For example, the relative URI for the file in the ‘Alternate-Content-Location’ element could be the same (‘game_highlights.mp4’) while the ‘BaseURI’ could indicate which session is delivering the file (www.example.com/service1/news_service vs. www.example.com/service1/sports_service). The UE then makes the file repair request to the URI corresponding to the session which delivered the file.

Using the new FDT elements introduced for server selection in this way would not require any additional procedures in the specification as an operator would already have the flexibility to do this.

Proposed changes to the specification TS 26.346: Use the same FDT elements/attributes that were agreed to be introduced for server selection as described in the working assumptions for Use Case #5 in clause 2.5 of [1].
Proposed changes to the EMM-DDE Permanent Document [1]:
Add a new section 2.5.3 to for Use Case #5 as follows

2.5.3 Gap Analysis

• The introduction of the new server URI elements in the File element of the FDT and a BaseURI element into the FDT enable the operator to collect File Repair Statistics from a standard HTTP server without using UE Reception Reports.  The operator can use these new elements to provide session-specific URIs which the UE uses to make file repair requests.  Using standard analytics, the HTTP server can correlate the URI in these requests with the session over which the file was delivered.
3 Proposal
1. Agree on the CR in [4] that removes the non-standard MD5 procedures from HTTP byte range requests procedures in [2] and adds the procedures for using the MD5 digest as the path subdirectory for the request URI.
2. Agree on the proposed text for section 2.5.3 of [1] describing how to use a structuring of the “Alternate-Content-Location” and “BaseURI” elements to allow HTTP servers to collect File Repair Statistics for MBMS sessions.  The changes to the specification will already be addressed in the CR [3] for server selection.
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