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1. Overall Description:
SA4 would like to raise the issue of protection of the associated delivery procedures in MBMS.
During the most recent SA4 meeting, SA4 discussed the need for end-to-end encryption of reception reports and file repair requests sent from the UE to an associated delivery procedure server either located at the BM-SC or at another server. Currently, SA4 understands that HTTP digest, in accordance to TS 33.246, is specified for mutual authentication between the UE and server, and integrity protection of these messages, but that there is no specific mechanism to prevent eavesdropping. SA4 noted that lack of end-to-end encryption for reception report may cause the following problems:

· User Privacy: Reception reporting can include personally sensitive information that the user does not wish to be exposed to third parties.  For example, reception report could include which contents that user is listening to and at what location.

· Network Privacy: Reception reporting can include operator-sensitive information that the operator does not wish to be exposed to third parties.  For example, a reception report could include network topology information (e.g. Cell Global Identity).

Further to this discussion, SA4 would like to request that SA3 considers adding an end-to-end encryption mechanism to TS 33.246 to further protect reception reporting and file repair requests. The security mechanism should be mandatory for Rel-9 and onward UEs to support, while optional for Rel-9 and onwards network to use. Furthermore, SA4 has identified HTTPS with preconfigured certificate authority list in the UE as a potential solution, and seeks further guidance from SA3 regarding potential use of this mechanism. 
2. Actions:

To SA WG3:
ACTION: 
SA4 asks SA3 to consider specifying a security solution for associated delivery procedure to support mutual authentication, message confidentiality and integrity protection, starting with Rel-9 MBMS.  SA4 also asks SA3 to comment on the use of HTTPS with preconfigured certificate authority list in the UE as a possible solution.
3. Date of Next TSG-SA WG4 Meetings:
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