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1 Introduction

During SA4#61 3GPP updated its baseline specification in Release-9 TS26.234 to provide further clarification on the use of the Content Protection element. In addition, a set of use cases was defined in the area of Content Protection for the Release-10 work. The use cases are included in document S4-100965, section 7. The intention of the collection of these use cases is not primarily for the purpose to start specification work on Content Protection in DASH, but to provide a clear understanding on what use cases are brought forward and considered in different systems that may combine Content Protection and DASH. It is hoped that the listing of the use cases results in a detailed study on existing solutions as well as to a gap analysis. Appropriate actions may be taken to for example communicate with organizations dealing with Content Protection such as OMA, Marlin, DVB or the Open IPTV Forum.

We believe that the 3GP DASH as well as MPEG DASH CD are quite mature and flexible for use with various Content Protection schemes, and only minor clarifications and extensions may be necessary. 
This document provides some general statements as well as a concrete proposal for one identified issue. The proposals are summarized in section 4.
2 General
In the discussions in 3GPP that lead to the minor update of Release-9 specification, the following as principles were considered.
· DASH should not be narrowly identified, or limited for operation with, specific content protection schemes. The only necessity is to identify if a Representation can be accessed. The MPD should provide sufficient information to make this decision and then permit the client to bootstrap for access to the relevant information once decision is taken to access the Representation.
· The semantics to identify the necessary combination of tools to access the Representation is defined outside 3GPP DASH and may combine different necessary technologies for accessing the Representation such as DRM system, encryption method, etc.

Based on this discussion, the following conclusions may be drawn:
1. The ContentProtection Element as defined in S4-100946 is sufficient.
2. A namespace and registration method for identification of different Content Protection schemes using the schemeIdUri (to enable client recognition of whether it can access this Representation) may be needed.
3. If additional information is essential regarding a certain Content Protection scheme, the SchemeInformation element can be extended under a different namespace to add information into the Content Protection element. This enables DASH to be independent of the DRM system.
Beyond this, the Content Protection use cases should first be solved in the context of the ISO base media file format and then brought to the attention of 3GPP and MPEG DASH using technologies as defined by OMA or DECE. Generally, we believe that these use cases are outside the scope of DASH. 

The only remaining discussion is the fast access to the information in segments such that initial delays are avoided. For this, access to the Initialization segment should be possible independent to the access to Media Segments. A proposal is provided in section 3.
3 Accessing Initialisation Segments
3.1 Motivation

In a Media Presentation, the Initialisation Segment conveys to the DASH Client metadata, which describes the media content carried in Media Segments.  It is basically a ‘moov‘ box for which the tracks contain no samples, but it may also carry bootstrapping information, in particular relating to content protection.  The latter might include access information to a DRM Rights Issuer or License Server for acquiring rights/license(s) and associated key(s) corresponding to a protected content item.  In the current TS26.247, for Live services the start time of any given Period of a Media Presentation (MP) corresponds to the availability time of the Initialisation Segment and the first Media Segment in each of the Representations comprising that Period. 
The IS may be concatenated with a single Media Segment (MS) to form a self-initialising MS.  For the purposes of this contribution, self-initialising MS are not considered. Similarly, for On-Demand service, the availability time if any Segment, regardless of being Initialisation Segment or Media Segment, is given by the MPD attribute <availabilityStartTime>. This also disallows the ability to make Initialisation Segments available before Media Segments. We focus on Live services in the following and unless mentioned otherwise, the discussion is relevant for Live services.
The DASH Client should have the flexibility to download the IS prior to the first MS, to perform any necessary bootstrapping procedures a priori the MS processing.  However, in the current MPD, the semantics of the Period start time restricts the earliest time for client access of the initial IS to occur when the corresponding MS(s) of the Representation are available for download.  Such tight temporal linkage between the IS and the following MS is generally unnecessary, and could pose playout delay problems for Live services: Access to the media content is only possible upon an explicit and well-defined event time, which may occur well after the availability of the MPD.  In a Period, since the defined time availability of the first IS is concurrent with that of the first MS, the IS can only be acquired at the event time, instead of earlier on, such as immediately or soon after MPD acquisition.  Therefore, for Live services, fast access to the media in the first MS of the Period, desired for low start-up delay in content rendering, will always be limited by the delay incurred to download and process the preceding IS.  In the case of protected content whereby the total acqusition time of DRM rights/license may take on the order of a few seconds, the corresponding start-up delay may result in unsatisfactory user experience.  Furthermore, for Live content, a new IS is declared at each Period boundary, but that IS is only available at the start time of the Period.  In case the processing of a subsequent IS may require significant time, a service interruption will result.  Even if the IS-processing related latency by itself is not excessive, it must be considered in the overall end-to-end delay budget of the service.
In many cases, obtaining the IS significantly earlier than the media contents should be possible even in Live services, whereby certain default metadata to be conveyed in the IS such as intended DRM scheme (applicable only to protected content), media encoding algorithm, display size and composition, are often known or pre-determined by the service or content provider before actually producing the media content for streaming delivery.  In such a scenario, the metadata carried in the IS can be considered time-invariant with respect to the time-based contents (metadata and media samples) of the ensuing MS, and therefore logical to be temporally decoupled from the latter in availability time.  The following diagram, representing an example MPD instance which announces a live sporting event (football game) and availability time of the first Period of the associated Media Presentation, illustrates the temporal relatonships and issues as discussed above:
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3.2 Proposals and Requested Action

3.2.1 General

The overall proposed solution framework calls for removing the unnecessarily tight binding between the availability time of the IS and that of the MS's in the MP, as currently defined in the DASH spec.  Four different methods for doing so are discussed below to identify simple means to support this decoupling, preferable in a 3GPP AHS backward-compatible manner.
3.2.2 Method 1: IS availability coincident with time of MPD availability

In this method, the available time of the IS is assumed to coincide with the availability of the MPD, instead of being defined by the availability time of Media Segments governed by the <availabilityStartTime> attribute of the MPD root element, possibly in conjunction with the <start> attribute of the Period element.  Simple changes are required to the MPD.  
1. Change the description of <availabilityStartTime> (which defines the start of the first Period of the MP) to indicate that this attribute is associated with the first MS, as opposed to the IS, in the initial Period of the MP.  
2. A related change is to change the description of the <start> attribute of the Period element such that the <availabilityStartTime> references the first MS of the MP, rather than the overall MP.  The corresponding changes to MPD semantics are shown below by change-marked text relative to the existing spec text.

3.2.3 Method 2: Signaling of IS availability independent of MS availability

Similar to method 1, in method 2, a new boolean attribute <ISAvail> is added globally to the MPD that indicates, if set to ‘true’, that the IS availability time is independent of the availability time of the subsequent MS. Specifically, when <ISAvail> = ‘true’, the IS availability time is indicated by the <availabilityStartTime> attribute of the Period element, whereas the availability time of the MS is unknown. The availability time of that MS will be declared in an updated MPD by the <availabilityStartTime> with the flag set to ‘false’. The overall client processing rule regarding the appropriate IS to use, between an IS announced as available in advance and acquired outside the DASH Segments and one that is acquired within the Segments, is therefore the following: “the IS availability time is independent of the MS availability time, and is identical to the availability time declared in the most up-to-date MPD”.  

3.2.4 Method 3: Explicit declaration of availability of IS, separate from that of MS

In this method, the availability time for the IS is explicitly declared to allow independent access, while the streaming delivery format of Segments remains unchanged (i.e., the IS is the first Segment of any Representation in a Period).  In terms of MPD syntax/semantics, this involves adding an optional attribute to the IS to indicate the time of its availability for access.  This method requires that within each Period there exists a Representation for each of the specified IS’s.  This implies that as long as the DASH Client can render the Representation using the information in at least one of the IS’s, it should be capable of rendering the media in each Period.  Implementation of this solution, which modifies the InitialisationSegmentURL element of the MPD, is shown below:

<MPD  availabilityStartTime="2010-12-24T12:00:00+01:00"…>

…

<Period  start=”PTO6H” id=”10”  segmentAlignmentFlag=”true”…>


…


<Representation  id=”QVGA-LQ”  mimeType=”video/3gpp; codecs=’avc1.42E00C, mp4a.40.2’”


bandwidth=”192000”  width=”320”  height=”240”…>


…

<SegmentInfo…>

<InitialisationSegmentURL sourceURL=”http://www.example.com/rep-QVGA-LQ/seg-init.3gp”

availabilityTime=”PT00H”…>

… 

</SegmentInfo>

</Representation>

</Period>

</MPD>     
In the above example, the new attribute <availabilityTime> of InitialisationSegmentURL indicates that the IS is available at the time indicated by the <availabilityStartTime> in the MPD, whereas the MS’s are only available 6 hours later.

This method may not adequately address certain instances of dynamic updating of Periods in Live services, in particular when certain Period start times are unknown in advance.  For example, for certain live sports events, intermediate Period start times will be unknown before the event time.  This is due to the possible (and expected) occurrences of program interruptions such as time-outs, player injuries, game extension into overtime, etc.  During such interruptions, the service provider is likely to insert advertisements or commercials, with their own associated Periods and Segments.  The MPD will need to be dynamically updated to announce these dynamic Period updates.  This means it is not possible to provide all the IS’s for such Live MP in advance.  During the dynamic Period updates, the client is only able to process the IS, and perform any required bootstrapping procedures, on-the-fly.  Potential playout delays due to lengthy bootstrapping will be unavoidable.  This phenomenon is due to the semantic inheritance of the SegmentInfo element, to which <availabilityTime> of the IS is added, from that of the Period element.
3.2.5 Method 3: Define IS availability outside the Period and Representation structure 

In this method, the availability time for the IS is explicitly declared to allow independent access, while the streaming delivery format of Segments remains unchanged (i.e., the IS is the first Segment of any Representation in a Period). 
A list of IS’s (by their URLs) with associated declaration of their time availability for retrieval, is separately provided outside the Period definition.  The existing definition of the Period stays unchanged.  For any IS retrieved using this new means, whenever its URL matches that of an IS declared inside the Period element (and assuming the HTTP response which carried the former IS has not expired), its contents can be reused by the client in place of the IS declared inside the Period.  Only the (advanced) client would recognize that it has resolved the URL previously and can use the initialization parameters.  This solution resolves the potential issues of the previous solution.

For this method, an example of the associated change to a portion of MPD’s data structure is shown below (changes are shown in bold font): 

<AvailableResources  availabilityTime="PT00H">
 
<InitialisationSegmentURL sourceURL="http://www.example.com/rep-QVGA-LQ/seg-init.3gp"/>
 
<InitialisationSegmentURL sourceURL="http://www.example.com/rep-QVGA-HQ/seg-init.3gp"/>
    
<InitialisationSegmentURL sourceURL="http://www.example.com/rep-VGA-LQ/seg-init.3gp"/>
     
<InitialisationSegmentURL sourceURL="http://www.example.com/rep-VGA-HQ/seg-init.3gp"/>
</AvailableResources>

<Period  start=”PT00H”  id=”1”  segmentAlignmentFlag=”true”>

…..

</Period>

….

<Period  start=”PT06H”  id=”10”  segmentAlignmentFlag=”true”


<Representation  id=”QVGA-LQ”  mimeType=”video/3gp; codecs=’avc1.42E00C, mp4a.40.2’”


bandwidth=”192000”  width=”320”  height=”240”…>


…

<SegmentInfo…>

<InitialisationSegmentURL sourceURL=”http://www.example.com/rep-QVGA-LQ/seg-init.3gp”/>

… 

</SegmentInfo>


</Representation>

</Period>

In the above, the Initialisation Segments are available at the start of the Media Presentation (Period id = “1”), whereas a latter Period with id=”10” might only be added to an update of the MPD at a later stage, very close to the time when the first Media Segment in that Period becomes available. It might be possible to consider a variation of the above solution whereby additional information on the context of the available IS is provided such that a client may be able to better decide whether if should even process and download the IS.

3.2.6 Comparison of the alternative methods

It can be seen that the degree of complexity, as well as functionality and flexibility, increases in the order of the alternative methods described – ranging from semantic changes only for the current MPD in Method 1, to defining additional resources outside the current Period definition to signal the availability of the IS in Method 4.  
· Method 1, although simple, also forces the availability of the IS to be coincident with MPD availability – which may be considered stringent. Furthermore, the method is not backward-compatible to 3GPP AHS. 

· Backward-compatibility is solved in Method 2. Whenever a unique availability time of the IS relative to the MS is signaled, an MPD update to indicate the available time of the MS will be required.  
· Method 3 more significantly modifies the current MPD data structure by adding information on resource availability (i.e. the IS) outside the Period element.  It allows advanced DASH Clients to recognize and make use of these new parameters to execute required bootstrapping procedures in advance.  

4 Proposal
In summary, we propose the following:

· Expect the resolution of Content Protection in MPEG, especially in the context of ISO base media file format. 
· In collaboration with MPEG, potentially consider a way to signal existing content protection schemes in the schemeIdUri by creating a URI.
· Agree on the necessity to separate availability of IS from media segment. Our preferred solution is Method 3 as discussed in section 3.
· Inform MPEG on any decisions on this matter.
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