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1 Introduction
Content protection in Adaptive HTTP Streaming involves some new requirements and challenges, especially if multiple content protection systems are to be used within a single media presentation. 
We provide three different use cases along with requirements

· Use Case #1 – Common Encryption of DASH Representation independent of Content Protection Scheme

· Use Case #2 – Signaling of Rights/License Acquisition Information in MPD

· Use Cases #3 – Time-Varying Decryption Keys

We propose to add the use cases along with the Requirements and Release-9 analysis to the permanent document on DASH. We also propose to provide the agreed information as input to the collocated adhoc meeting between MPEG DASH and 3GPP DASH.
2 Use Cases
2.1 Use Case #1 – Common Encryption of DASH Representation Independent of Content Protection Scheme

2.1.1 Use Case description

Service provider ‘WebMedia’ acquires various video contents from movie studios and TV broadcasters for delivery over HTTP streaming to its registered subscribers.  Some of these programs, such as newly-released movies and hit-series TV episodes, are premium content for which the content providers assign usage rights or licenses through WebMedia for access by its subscribers.  WebMedia employs three popular DRM systems, Playball, Fairgame and Grapewine to provide the requisite content protection.  Furthermore, a common encryption mechanism ”FooCrypt”, featuring the use of a single encryption algorithm (but changeable across programs) and common encryption parameter values for any given content item, is implemented by all three of these DRM systems.  WebMedia specifies the use of FooCrypt for content encryption, and ensures that all WebMedia-capable end user devices support FooCrypt in conjunction with one of Playball, Fairgame or Grapewine DRM Agents.  Upon DASH-based consumption of such encrypted content, the DRM Agent grants the security key for content decryption and rendering in accordance to the DRM rights or license associated with that content item.  WebMedia passes content usage information and any payments to its content providers as dictated by business agreements.

2.1.2 Actors’ issues

· Content Provider – Wants to ensure controlled (and possibly paid) access premium content delivered by its designated service provider, in accordance with assigned usage rights.

· Service Provider – Wants the ability to honor business contract with content provider for rights-based content access.  Desires the simplicity and cost effectiveness of providing a single encrypted version of protected content that is compatible with multiple DRM systems to be supported. 
· User device vendors – want to implement content protection which meet service provider requirements with minimum complexity.
· End user – wants seamless user experience in viewing HTTP streamed content, and be fully agnostic of any underlying DRM and decryption mechanisms.
2.1.3  Requirements

1. It should be possible to implement a common encryption mechanism that defines the encryption algorithm and initialization parameters for protecting the content that operates across multiple DRM systems.

2. It should be possible to support heterogeneous DRM systems in protecting content delivered within DASH-.

3. It should be possible for the content/service provider to encode and encrypt contents prior to determining and signaling the DRM scheme, to enable late binding of rights/licenses to the user of the protected content.
2.1.4 Analysis of Use case in Rel-9 context

The Rel-9 DASH segment formats relies on the ISO base media file format. It needs to be investigated in Rel-10 DASH if the ISO base media file format provides sufficient functionalities to support the use cases. Either guidelines or specification text may be added to TS26.247.
2.1.5 Working Assumptions

The following working assumptions apply:

· A possible specification update may provide a mechanism to enable this use case in an interoperable fashion, but this should not imply support for this use case for any compliant 3GPP-DASH client.
2.2 Use Case #2 – Signaling of Rights/License Acquisition Information in MPD

2.2.1 Use Case description

The NFA (National Foosball Association) via its designated HTTP streaming service provider, Snoozzz.com, wishes to make available live transmission of the 2011 SuperBall game to its subscribers.  The game event is targeted to Snoozzz.com enabled clients, all of which support the OpraDRM content protection standard, on devices equipped with the OpraDRM Agent.  The OpraDRM related protection information, i.e. the URL to the rights issuer operated by Snoozzz.com for acquiring the associated rights and keys, is nominally contained in the DASH initialization segment.  The service provider expects a large audience turnout for reception of the game transmission, but unfortunately, its rights issuer servers have limited TPS (Transactions Per Second) capability to handle the expected high traffic load.  Snoozzz.com is concerned of potentially inferior user experience in excessive start-up delay of playout.  Therefore, it desires an alternative means for delivering rights/licenses acquisition information, or the rights/license itself, to user devices prior to the game. This would allow for the rights/licenses and corresponding key material to be already fetched, cached and made ready for use by the device when the SuperBall game begins.

2.2.2 Actors’ issues:

· Content Provider – Wants to ensure its designated service provider can deliver protected live events with low start-up delay.

· Service Provider – Wants to minimize or better control start-up delay given limited processing capability of its servers to handle rights/licenses acquisition traffic.

· User device vendors – Want to implement content protection which meet service provider requirements with minimum complexity and high performance.

· End user – Wants seamless user experience in viewing live HTTP streamed content, and be fully agnostic of any underlying DRM and decryption mechanisms.

2.2.3  Requirements:

1. It should be possible to deliver to user devices access information for the acquisition of rights/licenses associated with protected content items, and which need to be dynamically generated if the rights/license request is authorized, prior to the DASH delivery segments.
2. It should be possible to deliver to user devices the actual rights/licenses objects associated with protected content items, prior to the DASH delivery of such content.

2.2.4 Analysis of Use case in Rel-9 context

The Initialization Segment containing the Scheme Information may be made available prior to the start of the Media Presentation. However, currently this may have some drawbacks for live as the availability of the Initialization Segment is tied to the availability to the first media segment. 
In a second deployment, as currently defined in the Rel-9 MPD, the “SchemeIInformation’ element can carry additional information about the content protection scheme, including the URI for the DRM rights issuer or license server (from which the rights/license associated with the content item can be acquired).  Therefore, it is possible for the requirements of this use case to be fulfilled by the existing Rel-9 MPD functionality. To do so would require the structure of ‘SchemeInformation’ to be further elaborated, at minimum by declaring the presence or absence of the URI for the rights issuer/license server. 
Any subjects beyond beyond the ones discussed in here should be investigated in more details in Rel-10 DASH. Either guidelines or specification text may be added to TS26.247.
2.2.5 Working Assumptions

The following working assumptions apply:

· A possible specification update may provide a mechanism to enable this use case in an interoperable fashion, but this should not imply support for this use case for any compliant 3GPP-DASH client.
2.3 Use Cases #3 – Time-Varying Decryption Keys

2.3.1 Use Case description:

A DASH service provider delivers live TV services to its users. For protected content, it needs the ability to dynamically change encryption keys, as well as introduce new keys, over the duration of a program transmission. The desired functionality goes beyond the existing capability in DASH for key changes to occur at Period boundaries. One reason is to ensure greater security for premium content delivery. The service provider also requires the ability to provide overlaid rendering onto the main program, a prerecorded program segment that is protected with a different key; it wants to be able to make such combined presentation decision just before content delivery time. It is assumed that this use case builds upon the use case #1 above. In other words, the common encryption method is nominally employed to protect a DASH Representation, using a key associated with the previously obtained rights/license. However, that key is either overridden, or complemented by, the changed or new key, respectively
2.3.2 Actors’ issues:

· Service Provider – for protected live programs, it wants

a) The capability to dynamically vary encryption keys and the associated rights/licenses for greater security;

b) Ability for “just in time” decision on combining the presentation of prerecorded content, protected by different keys, with the main program.

· User device vendors – Wants to be able to acquire any changed or new licenses/keys in a timely manner to avoid potential presentation problems.

· End user – Wants seamless user experience in viewing live HTTP streamed content, and be fully agnostic of any underlying DRM and decryption mechanisms.

2.3.3  Requirements:
1. It should be possible for the service provider to insert metadata into the DASH Segments which allow new or changed license/key acquisition when the related event happens (modified encryption, a newly-inserted protected program, etc.). Support for out-of-band signalling is for FFS
2. The required granularity of key/license change or addition should be at a sub-Representation level, e.g. segment level.

3. It should be possible for the service provider to directly embed into the DASH Segments the new or changed license/key when the related event happens (modified encryption, a newly-inserted protected program, etc.).

4. Placement of the new or changed key/license acquisition information in the DASH file format should ensure their arrival just before they are needed.

5. It should be ensured that, that mechanisms can be implemented to economically dimension rights issuer or license server processing capabilities to handle rights/license acquisition transactions during dynamic key changes.

6. Means should be devised to avoid coincidence of key/license changes with Segment switching such that a user device obtains a new Media Segment but not the associated key/license information.

2.3.4 Initial Analysis of Use case in Rel-9 context

The Rel-9 AHS Segment structure allows for a new Initialization Segment, which includes a ‘moov’ box, to be instantiated in every Representation. This permits key rotation at period boundaries. If additional aspects are required, then this subject should be investigated in more details in Rel-10 DASH. Either guidelines or specification text may be added to TS26.247.
2.3.5 Working Assumptions

The following working assumptions apply:

· A possible specification update may provide a mechanism to enable this use case in an interoperable fashion, but this should not imply support for this use case for any compliant 3GPP-DASH client.
3 Proposal
We propose to add the use cases along with the Requirements and Release-9 analysis to the permanent document on DASH. We also propose to provide the agreed information as input to the collocated adhoc meeting.
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