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1 Introduction
Content protection in Adaptive HTTP Streaming involves some new requirements and challenges, especially if multiple content protection systems are to be used within a single media presentation. One aspect is content encryption: Whereas Representations may be encrypted individually, it is of significant advantage if a common encryption is used that can be combined with different DRM schemes such as OMA, Marlin, Playready, Widevine or Flash Access. DRM specific aspects need to be considered. The current specification is too vague on this subject and therefore we propose to

· Remove the ‘SchemeInformation’ child element of ‘ContentProtection, 
· add new attributes ‘protectionInformationType’ and ‘contentProtectionType, 
· add new attribute ‘protectionInformation’ replacing the SchemeInformation element
· replaces the existing attribute <schemeIdUri> by <protectionSystemUri>.
We believe that any quick fixes to the Content Protection should be avoided and collaboration with MPEG defining clear use cases and requirements are necessary.
2 Background
Adaptive HTTP streaming (TS 26.234 section 12) allows encryption of the payload and signalling of content protection information in the MPD. Currently, the defined ContentProtection element is somewhat vague as well as under-specified regarding what we believe are the requisite functionality: 
1) Simple identification of the content protection system supported, 
2) For the content item of interest, the ability to provide either a location reference for DRM rights/license acquisition, or for embedding rights /license; 
3) Identification of the required decryption key for the associated content item, in case the device already has acquired the associated rights/license.  
It is assumed in our proposal that the overall content protection framework for 3GP-DASH involves the use of a “common encryption method” among all content protection systems – i.e. identical encryption algorithm and parameter values will be signaled in designated protection “boxes” in the Initialization Segment and the Media Segment.  Doing so eliminates the need for signaling encryption-specific metadata in the MPD.

The current vagueness and under-specification of the ‘ContentProtection’ element is expected to lead to poor performance of the clients and increased network traffic.
3 Proposed Updates
Based on the discussion in section 2, we propose to update the MPD semantics as follows:
	
	
	
	ContentProtection
	E
	0...N
	O
	This element provides information about the use of content protection for the segments of this representation.
When not present the content is not encrypted or DRM protected.

	
	
	
	
	contentProtectionType
	A
	
	M


	Identifies the set of content protection systems supported by this Representation of the 3GP-DASH specification.

Datatype is ‘unsignedByte’, with the following possible values:

0 – unspecified

1 – PlayReady

2 – OMA DRM

3 – Marlin

4 – Widevine

5 – Adobe Flash Access

6-127 – reserved for future use

128-255 – reserved for proprietary use

	
	
	
	
	protectionInformationType
	A
	
	M


	Identifies the type of information contained in the ‘ProtectionInformation’ element.

Datatype is ‘boolean’.

 Value = 0 indicates that the ‘ProtectionInformation’ element contains the Key ID associated with the decryption key for the content item of concern.

Value = 1 indicates that the ‘ProtectionInformation’ element contains an embedded DRM rights/license.

	
	
	
	
	protectionInformation
	A
	
	M


	Contains either the Key ID of the decryption key (when <protectionInformationType> = 0), or the embedded DRM rights/license (when <protectionInformationType> = 1),

	
	
	
	
	protectionSystemUri
	A
	
	O
	Provides an absolute URI to the entity from which the DRM rights/license for the associated content item can be acquired.

	


The syntax of the content protection element is proposed to be extended as shown below:
<!-- Gives information about the content protection -->

<xs:complexType name="ContentProtectionType">





<xs:attribute name=”contentProtectionType” type=”xs:unsignedByte”/>

   <xs:attribute name=”protectionInformationType” type=”xs:boolean”/>


<xs:attribute name="protectionInformation" type="xs:string"/>


<xs:attribute name="protectionSystemUri" type="xs:anyURI"/>


<xs:anyAttribute namespace="##other" processContents="lax"/>

</xs:complexType>

4 Proposal

In summary, we propose the following:

· Agree on the principles discussed in the contribution
· Identify use cases and requirements for content protection including common encryption.
· Extend the content protection element latest in Rel-10, if agreeable already in Release-9. Adequate CRs will be drafted during SA4#61 once agreed.

· Inform MPEG on decisions on this matter and further collaborate on use cases, requirements and solutions, possibly as one of the agenda items for the joint meeting in December.
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