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1 Use Case of MPD integrity
Description

A service provider offers VoD/Live TV service to its customer using Adaptive HTTP Streaming. A MPD is issued as entry point to the content provided. When the MPD is sent to the customer it is intercepted by a third party, say A. A modifies the MPD replacing a period of commercial with another one or just add some commercials and send it to the user. The user unaware of change of MPD watches the replaced advertisement instead of that from service provider. A can even send a MPD completely different from the original one and hijacks the user. In the worst case, A can use a modified MPD to launch attack on service provider’s infrastructure. Therefore there is a need to protect MPD from risk of exposure to such attack.  
Requirements
· The solution shall be compatible with Rel-9 spec
· The solution shall provide means to protect MPD from illegal modification
· The solution shall enable clients to verify if the MPD has been modified or not
· The solution shall take bandwidth efficiency into account
· Bandwidth efficiency should be taken into account
· Work load resulting from MPD protection on both server and client sides should be  minimum
· The solution shall enable a client to authenticate a MPD from a trusted authority.
Working Assumption

· Secure hash functions are used to protect MPD’s integrity
· Digital signatures are used to protect MPD’s authenticity
2 Proposal

It is proposed to add the above use cases, requirements and assumption to the Permanent Document for HTTP Streaming and Download Services.
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