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12.7
Security

12.7.1 Content Protection

The Adaptive HTTP Streaming uses OMA DRM 2.0 [75] for content protection. For this purpose, the non-streameable Packetized DRM Content Format (PDCF) shall be used. Clients that support content protection for adaptive HTTP streaming shall support the non-streameable PDCF format.

The encryption is only applied on media samples and each encrypted media sample shall be preceded by the OMADRMAUHeader. Both Selective and non-Selective encryption shall be supported. 

The “moof” box shall describe and point to the beginning of the encrypted samples, i.e. to the start of the OMADRMAUHeader.

An encrypted file suitable for adaptive HTTP streaming shall inclued “3gp9” as a major brand and “opf2” as a compatible brand.
OMA-DRM [74] defines the procedures for acquiring the Rights Object from the Rights Issuer to decrypt PDCF protected content. 
For the case of encrypted content, the MPD shall contain the following information:

· Globally unique content identifier for each protected representation.
· URL to the Rights Issuer to enable the client to retrieve the Rights Object prior to streaming the content.
12.7.2
Transport Protection
Transport encryption in adaptive HTTP streaming is achieved using the HTTP over Transport Layer Security (TLS) protocol [RFC 5246]. HTTP over TLS may be used to authenticate the server and to ensure secure transport of the content from server to client.
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