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*** Start change 1 ***
10
Security Procedures

10.1
General

Different security procedures apply for IMS, MBMS and PSS. 

IMS level authentication and access security is performed during IMS registration in accordance to [7].

PSS-Only: PSS defines an optional confidentiality protection of individual RTP payloads used in a streaming session. If PSS confidentiality protection as defined in 3GPP TS 26.234, Annex K. is used, then the terminal initiates the GAA/GBA Bootstrapping procedure TS 33.220 [26] after a successful IMS registration and Service discovery.

MBMS-only and combined PSS/MBMS service offerings: MBMS security is based on GAA/GBA [23]. The GAA/GBA Bootstrapping procedure is initiated by the UE after a successful IMS registration and Service discovery. It is necessary before any service description retrieval and session initiation.

GBA is used to generate a master key Ks from which NAF specific keys (Ks_NAF) can be derived when needed. It is also used to authenticate the user for signaling that is not performed via the IMS core network (e.g. HTTP based service description retrieval).

GBA is also used to generate and provision the Ks_NAF - which is the Long Term Key that is used in content encryption/decryption procedures – and the B-TID – which is the corresponding bootstrapping transaction identifier.


[image: image1.emf]UICC/ISIM

HTTP REQ (User ID)

BSF HSS

GUSS Req.

GUSS Resp.

HTTP 401 (RAND+ AUTN)

UE

RAND+ AUTN

RES

HTTP REQ (RES)

200 OK (B-TID)


Figure 1 GBA/GAA Bootstrapping procedure
Figure 1 illustrates the GBA/GAA bootstrapping procedure. The following steps are performed. See [7] for details:

· The UE shall send a request to the BSF with its IMPI as User ID. The UE shall discover the address of the BSF as specified in [7]. 

· The BSF then acquires the User’s GUSS (GBA User Security Settings) and one Authentication Vector from the HSS and forwards the RAND and AUTN to the UE in the HTTP 401 message.

· The UE checks AUTN to verify that the challenge is from an authorised network. 

· The UE sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.

· The BSF authenticates the UE by verifying the Digest AKA response. The BSF shall send a 200 OK message, including a B-TID, to the UE to indicate the success of the authentication.

NOTE: It is FFS whether the ISIM or the USIM should be used for bootstrapping procedure. MBMS Rel-7 currently supports USIM and not ISIM. It is SA4 assumption that an ISIM is present in IMS based PSS&MBMS client UEs. Guidance from SA3 is required.

10.2
Secure Service Description Retrieval

The Service Description retrieval procedure allows the UE to acquire the necessary information to select and initiate PSS and/or MBMS sessions using IMS procedures. See clause 7 for more details on this procedure.
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Figure 2 Service Description retrieval with authentication 

Figure 2 describes the Service Description retrieval procedure with authentication. 
The UE requesting a service description towards the SSF (acting as a NAF) shall include the B-TID corresponding to the Ks established during the bootstrapping procedure. When the SSF receives the service description request, it may trigger an authentication request towards the BSF to acquire the Ks_NAF of the user. The SSF may trigger HTTP digest authentication procedure towards the UE in accordance with 3GPP TS 33.222 [20]. The UE responds to the challenge with B-TID as User ID and the MD5 encrypted Ks_NAF as password. The SSF then checks the response to authenticate the user and send a 200 OK to indicate successful authentication and sends the service description with 200 OK.

The SSF may use the KS_NAF to encrypt the Service Description during retrieval.

10.3
PSS Authentication and Content encryption 

Editor’s note: This clause is TBD

10.4
MBMS Security procedures

The IMS based MBMS user service shall fulfil the key management procedures defined in TS 33.246[5], include MSKprocedures in clause 6.3.2 of TS 33.246[5], include MBMS user service registration procedure, deregistration procedure, MSK request procedure , and MTK procedures in clause 6.3.3 of TS 33.246[5]. The MSK procedure further includes MBMS user service registration procedure, deregistration procedure, MSK request procedure and MSK delivery procedure. 
10.4.1
IMS based MBMS user service MSK procedures
The IMS based MBMS user service registration procedure,  deregistation procedure, MSK request procedure and MSK delivery procedure are defined in clause 10.4.1 to 10.4.4 respectively. 
10.4.1.1
IMS based MBMS user service key registration procedure
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Figure 10.1 Security procedures for IMS based MSMS user service

10.4.1.1.1 Procedures at the UE

When the user indicates to view an MBMS user service, the UE shall send a SIP INVITE message to SCF via IM CN Subsystem, The SIP INVITE message shall include MBMS Service ID to indicate which service the user intends to watch, as defined in clause 8.3.3.2, and a P- Intended –Identity header with the value set to the desired user public identity.

After receiving a SIP 200 OK message, the UE shall perform MSK registration procedure as defined in clause 6.3.2.1a of TS 33.246[5]. The HTTP POST message initiated by the UE and addressed to BMSC.UPF shall conform to TS 33.246[5], and include an HTTP X-3GPP- Intended -Identity header as defined in TS 24.109 [22] with the value set to the user’s public identity.
10.4.1.1.2 Procedures at the IM CN Subsystem
The IM CN Subsystem handles the SIP dialog as defined in 3GPP TS 23.228 [6].
10.4.1.1.3 Procedures at the SCF

Upon receipt of a SIP INVITE request, the SCF shall perform service authorization procedure as defined in clause 8.3.3.4.

After successfully service authorization, the SCF shall send an Authorization Notification HTTP POST message to BMSC.UPF. The HTTP POST message shall be populated as follows:
-
the HTTP version shall be 1.1 which is specified in RFC2616[xxx];

-
the base of the Request-URI shall contain the full BM-SC key management URI (e.g. http://bmsc.home1.net:1234);

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "authorize", i.e. Request-URI takes the form of "/keymanagement?requesttype= authorize";
-
the HTTP X-3GPP-Asserted-Identity header shall be the IMPU of the user retrieved from the SIP INVITE message.
-
the HTTP header Content-Type shall be the MIME type of the payload, i.e. "application/mbms-authorize+xml". 

-
the HTTP payload shall contain request including the authorized MBMS Service ID ServiceId carried in the SIP INVITE message;
After receiving an authorization acknowledgement, the SCF shall send a SIP 200 OK message to the UE as defined in clause 8.3.3.4. 

10.4.1.1.4 Procedures at the BM-SC.UPF
Upon receiving an Authorization Notification message from SCF, the BMSC.UPF shall store the received message, and respond an Authorization Acknowledgment HTTP 200 OK message.
Upon receiving MSK registration message from a UE, the BMSC.UPF shall act as a NAF and perform GBA usage procedure with BSF to get GBA keys to derive MUK. The MUK is used for BM-SC.UPF to protect the transfer of MSK.
The BMSC.UPF shall authorize the UE according to the stored information. The BMSC.UPF shall send MSKs to the UE corresponding to the service IDs in the received message via MIKEY, as defined in clause 6.3.2.1a of TS 33.246[5].
10.4.1.2
IMS based MBMS user service key deregistration procedure

This is related with key registration procedure and is FFS.
10.4.1.3
IMS based MBMS user service MSK request procedure

The IMS based MBMS user service MSK request procedure conforms to clasue 6.3.2.2 of TS 33.246[5]. Additionaly, each HTTP POST message initiated by the UE and addressed to BMSC.UPF shall include an HTTP X-3GPP- Intended -Identity header as defined in TS 24.109 [22] with the value set to the user’s public identity.
10.4.1.4
IMS based MBMS user service MSK delivery procedure

The IMS based MBMS user service MSK delivery procedure conforms to clasue 6.3.2.3 of TS 33.246[5].
10.4.2
IMS based MBMS user service MTK procedure

The IMS based MBMS user service MTK procedure conforms to clasue 6.3.3 of TS 33.246[5].
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