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1 Introduction
Part of the work item “Extending PSS and MBMS User Services for optimized Mobile TV” (PSS_MBMS_OMTV) is a recording file format for the client for later playback. This document contains a first discussion of open issues related to storage and playback of MBMS streaming data. Here, we focus on protected streaming data. It is currently not foreseen that recording of unprotected streaming data requires special attention. For unprotected content, the receiving terminal has full access to all information in the stream at the time of recording. The file format for the recorded stream is determined by the format of the content. Furthermore, specific problems when playing back such a recorded unprotected stream are also not foreseen. 

Recording of protected streaming data is a different issue. First, the actual protected streaming data needs to be recorded in a standardized file format, which is not yet defined. Additionally, protection related data needs to be stored in order to be able to derive or acquire keys to decrypt the content at time of playback.
2 Principles
As detailed above, we focus on recording and playback of protected MBMS streaming data. Section 2.1 focuses on the actual recording process, whereas Section 2.2 discusses the playback of these recorded streams.
2.1 Recording
For protected MBMS streaming data, the actual data stream is protected by SRTP. Hence, a standardized file format for storing SRTP streams is required. MPEG4/ISO is currently in the process of standardizing extensions to the ISO base media file format. The current proposals include reception hint tracks for RTP [1] and SRTP [2]. SRTP reception hint tracks provide the means to store complete received SRTP packets, i.e., the protected payload, all SRTP header fields and protection specific fields. Thus, data stored in SRTP reception hint tracks may be decrypted and authenticated at a later point in time, provided the corresponding keys are available. 
In order to decrypt recorded SRTP packets at playback, it is expected that at least the MBMS Traffic Key (MTK) messages need to be recorded. The MTK is used to protect the actual content and, hence, required to decrypt the SRTP packets. MTKs are broadcasted together with the media data, change frequently and are encrypted with a key that is common to many users. For protected MBMS streaming, MTKs are transmitted in MIKEY messages. In [2], MIKEY timed metadata tracks are proposed to store MIKEY messages. When recording protected MBMS streaming data, these MIKEY metadata tracks shall be used to store MTK messages, i.e., the MTKs protected by the MBMS Service Keys (MSK).
MSKs are protected by user individual MBMS User Keys (MUK) which can be requested using the MSK request procedure [4]. Thus, storage of encrypted MSK messages may only be useful for some specific use-cases, i.e., if the MSK messages are processed during the validity of the respective MUK. This may be the case, e.g., for time-shift video. Whenever the MUK used to protect the MSK is not available, storage of MSK messages is not useful and the MSK needs to be requested.
Using SRTP reception hint tracks and MIKEY metadata tracks, the 3GP file format [3] can be extended to support recording of MBMS streaming data. Together with the SRTP packets and the MTK MIKEY messages, MBMS specific information on the security context needs to be saved, e.g., the security description. Thus, minor extensions to the 3GP file format are foreseen in addition to adding support for SRTP reception hint tracks and MIKEY metadata tracks.
2.2 Playback
For playback of recorded protected MBMS streaming data, the ME needs to read the recorded MTK messages from the MIKEY metadata track in order to forward them to the secure unit in the ME (MGV-S) for decryption together with additional stored information from the security description. The MGV-S may have to request the MSK from the BM_SC to decrypt the MTK message before sending the decrypted MTK back to the application in the ME. With the MTK, the ME may play the recorded SRTP stream from the SRTP reception hint tracks in the same way as a newly arriving SRTP stream. Once the MTK changes, the ME has to send the respective recorded MTK message to the MGV-S for decryption, analogously to a newly arriving MTK in the streaming case. Time stamps in SRTP reception hint tracks and MIKEY metadata tracks are to be used for temporal alignment of recorded MTK messages and SRTP packets.
3 Summary and next steps
To support storage and playback of MBMS mobile TV, adaptations to the 3GP file format are necessary. Utilizing SRTP reception hint tracks and MIKEY timed metadata tracks [2], only minor further additions are foreseen. In order to support key delivery for recording and playback, it is foreseen that liaising with other standardization groups, i.e., SA3, is necessary.
For the next SA4 meeting #51, Ericsson will propose the necessary extensions to the 3GP file format in order to support recording of protected MBMS streaming data. These extensions will be based on SRTP reception hint tracks and MIKEY timed metadata tracks as discussed in MPEG4/ISO [2]. Therefore, readers are invited and encouraged to review the corresponding MPEG4/ISO proposals. 
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