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1. Overall Description

In R3-060838 RAN3 describe a possible solution to allow MBMS to better support Mobile TV applications. RAN3 ask SA3 to comment on the security aspects of the solution.

The main issue with the solution from a security point of view is that the RNC no longer knows whether a specific UE is authorized to receive a specific MBMS radio transmission when it is counting UEs to determine whether to use a point-to-point or point-to-multipoint bearer. SA3 would like to make the following comments:

· The change in the counting procedure does not increase the risk of unauthorised users being able to access MBMS services which is the main security goal of the MBMS security architecture. 

· The change in the counting procedure does mean that malicious UEs could fool the RNC into establishing a point-to-multipoint bearer when a point-to-point bearer would have been more efficient. Thus an attacker could force the network into using more resources than needed. However, SA3 do not believe that there would be a strong motivation to launch such attacks, since they bring very limited benefits to the attacker. Furthermore, if the attacker wants to force the network to consume unnecessary resources, e.g. in order to achieve denial of service to legitimate users, then there appear to be much easier and more effective ways in which it could be achieved. Therefore the introduction of this risk is not considered to be a problem.

2. Action to RAN3

SA3 kindly ask RAN3 to take the above comments into account.
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