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************************************* FIRST AMENDMENT **************************************’

5
Procedures and protocol

5.1
Introduction

This clause specifies the MBMS User service procedures and protocols.

5.2
User Service Discovery/Announcement
5.2.1
Introduction

User service discovery refers to methods for the UE to obtain a list of available MBMS user services or user service bundles along with information on the user services. Part of the information may be presented to the user to enable service selection.

User service announcement refers to methods for the MBMS service provider to announce the list of available MBMS user services and user service bundles, along with information on the user services, to the UE.

In order for the user to be able to initiate a particular service, the UE needs certain metadata information. The required metadata information is described in clause 5.2.2.

According to 3GPP TS 23.246 [4], in order for this information to be available to the UE operators/service providers may consider several service discovery mechanisms. User service announcement may be performed over a MBMS bearer or via other means. The download delivery method is used for the user service announcement over a MBMS bearer. The user service announcement mechanism based on the download delivery method is described in clause 5.2.3. The user service announcement using interactive announcement function is described in clause 5.2.4. Other user service announcement and discovery mechanisms by other means than the download delivery method are out of scope of the present document.

5.2.2
MBMS User Service Description Metadata Fragments

5.2.2.1
Introduction

MBMS User Service Discovery/ Announcement is needed in order to advertise MBMS Streaming and MBMS Download User Services and User Service Bundles in advance of, and potentially during, the User Service sessions described. The User Services are described by metadata (objects/files) delivered using the download delivery method as defined in clause 7 or using interactive announcement functions.

MBMS User Service Discovery/Announcement involves the delivery of fragments of metadata to many receivers in a suitable manner. The metadata itself describes details of services. A metadata fragment is a single uniquely identifiable block of metadata. An obvious example of a metadata fragment would be a single SDP file (RFC 2327 [14]).

The metadata consists of:

· a metadata fragment object describing details of a single or a bundle of MBMS user services (defined in clause 11.2);

· a metadata fragment object(s) describing details of MBMS user service sessions (defined in clause 7.3 and 8.3);

· a metadata fragment object(s) describing details of Associated delivery methods (defined in clause 9.5);

· a metadata fragment object(s) describing details of service protection (defined in clause 11.3);

· a metadata fragment object describing details of the FEC repair data stream.

Metadata management information consists of:

· a metadata envelope object(s) allowing the identification, versioning, update and temporal validity of a metadata fragment (defined in clause 11.1).
The metadata envelope and metadata fragment objects are transported as file objects in the same download session either as separate referencing files or as a single embedding file - see clause 5.2.3.3). A single metadata envelope shall describe a single metadata fragment, and thus instances of the two are paired. An service announcement sender shall make a metadata envelope instance available for each metadata fragment instance.  The creation and use of both an embedded envelope instance and a referenced envelope instance for a particular fragment instance is not recommended.
The metadata envelope and metadata fragment objects may be compressed using the generic GZip algorithm RFC 1952 [42] as content/transport encoding for transmission. Where used over an MBMS bearer, this shall be according to Download delivery content encoding using FLUTE - see clause 7.2.5.
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Figure 5: Simple Description Data Model

Figure 5 illustrates the simple data model relation between these description instances using UML [21] for a single User Service Bundle Description.

NOTE:
"N" means any number in each instance.

One MBMS User Service Bundle Description shall contain at least one User Service Description instances and may contain several. The User Service Bundle Description may refer to a single FEC Repair Stream Description.

One MBMS User Service Description instance shall include at least one delivery method description instance. The delivery method description shall refer to one session description instance.

The delivery method description may contain references to a service protection description and an associated delivery procedure description. Several delivery methods may reference the same service protection description.

If the associated delivery procedure description is present in the user service description instance, it may be referenced by one or more delivery methods.


An MBMS user service description allows the association of delivery methods to one or more access systems. The association is used to describe the use of separate access systems for the same MBMS user service. One delivery method may be offered throughout one or more radio access system. The use of separate MBMS bearer services for the same MBMS user service is described in clause 5.1.5.2 of [4].

Multipart MIME may be used to concatenate the descriptions into one document for transport.

5.2.2.2
Session Description

One or more session descriptions are contained in one session description object. The session description instance shall be formatted according to the Session Description Protocol (SDP) [14]. Each session description instance must describe either one Streaming session or one FLUTE Download session. A session description for a Streaming session may include multiple media descriptions for RTP sessions. The sessionDescriptionURI references the session description object. The session description is specified in clause 7.3 for the MBMS download delivery method and in clause 8.3 for the MBMS streaming delivery method.

5.2.2.3
Associated Delivery Procedure Description

The description and configuration of associated delivery procedures is specified in clause 9. The associatedProcedureDescriptionURI references the associated delivery procedure instance.

An associated delivery procedure description may be delivered on a dedicated announcement channel and updated on a dedicated announcement channel as well as in-band with an MBMS download session.

If an associated delivery procedure description for File-Repair operations is available, then the MBMS receiver may use the file repair service as specified in clause 9.3.

If an associated delivery procedure description for reception reporting is available, then the MBMS receiver shall provide reception reports as specified in clause 9.4.

5.2.2.4
Service Protection Description

The security description fragment contains the key identifiers and procedure descriptions for one delivery method. When different delivery methods use the same security description, the same security description document is referenced from the different delivery method elements.


The security description contains key identifiers and the server address to request the actual key material. To avoid overload situations, the same load balancing principles as in the associated delivery procedures are used. The key management server shall be selected as defined in clause 9.3.5. The back-off time shall be determined as defined in clause 9.3.4.
The XML schema for the service protection description is defined in clause 11.3.









































































































































































5.2.2.4
FEC Repair Stream Description

The streaming delivery method’s FEC has separate stream for repair data, which is described by the FEC Repair Stream Description. The FEC Repair Stream Description shall be done using SDP [14]. This SDP file is referenced by the bundleDescription element in the service description. The FEC Repair Stream described is common for all FEC protected packet flows within the MBMS User Service Bundle Description instance.
5.2.3
User Service Announcement over a MBMS bearer

5.2.3.1
General

Both the metadata envelope and metadata fragment objects are transported as file objects in the same download session.

This clause covers both metadata transport and metadata fragmentation aspects of Service Announcement. Service Announcement over MBMS bearers is specified.

To receive a Service Announcement User Service the client shall obtain the session parameters for the related MBMS download session transport. This may be using a separate Service Announcement session.

NOTE:
The user service announcements are not protected when sent over MBMS bearer. See 3GPP TS 33.246 [20]
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5.2.3.5
Metadata Envelope Transport

The metadata envelope object is transported as a file object in the same MBMS service announcement download session as its metadata fragment file object (i.e. in-band with the metadata fragment session).

5.2.3.6
Metadata Envelope and Metadata Fragment Association with FLUTE

The MBMS Download service announcement session FDT Instances provide URIs for each transported object. The metadata envelope metadataURI field shall use the same URI for the metadata fragment as is used in the FDT Instances for that metadata fragment file. Thus, the fragment can be mapped to its associated envelope in-band of a single MBMS download session.

In the referencing case, each metadata envelope and corresponding metadata fragment shall be grouped together by the FDT using the grouping mechanism described by clause 7.2.5. This reduces the complexity of requesting both fragment and envelope for each pair, thus it is recommended that only the metadata fragment (fileURI) be requested from the download client (which will result in both fragment and envelope being received using the grouping mechanism).
5.2.4
User Service Announcement using Interactive Announcement Function

User service descriptions may be transported to the UE using HTTP and other interactive transport methods. A BM-SC may provide the service descriptions on request. Further protocol specifications of interactive announcement functions are outside of the scope of this specification. 

Aggregated MBMS service announcement documents as specified in clause 5.2.5 may be used with the interactive announcement functions. UEs shall support the disassembly of aggregated MBMS service announcement documents. UEs shall support Gzip decoding of MBMS service description objects for interactive transport (BM-SC use of Gzip is optional in accordance with clause 5.2.2).

The BM-SC may use Metadata Envelopes as described in clause 11.1, and UEs shall support their use with the Interactive Announcement Function. Where metadata envelopes are not used, only the latest delivery of a metadata fragment shall be used by the UE, and the BM-SC shall ensure timely, consistent, size-limited and secure delivery of metadata by means outside the scope of this document.
5.2.4.1
User Service Announcement over point-to-point push bearers.

User service announcement over point-to-point push bearers have several characteristics that differ from user service announcement over a MBMS bearer. It is not essential that the metadata envelope made available by the service announcement sender is transmitted to the MBMS terminal. In the case that both the metadata envelope and metadata fragment objects are transported, it is a limitation of the solution that the metadata fragment must either be embedded within the metadata envelope, or that the metadata fragment must be referenced by the metadata envelope and they are both contained within a multipart MIME container. In either configuration, the both the metadata envelope and metadata fragment objects are transported as file objects in the same download session.

This clause covers both metadata transport and metadata fragmentation aspects of Service Announcement. Service Announcement over point-to-point push bearers is specified.

NOTE:
The user service announcements are not protected when sent over point-to-point push bearers. See 3GPP TS 33.246 [20]
5.2.4.1.1
Supported Metadata Syntaxes
The supported metadata syntaxes are as defined in section 11.1.1 of this document.

5.2.4.1.2
Consistency Control and Syntax Independence
The consistency control and syntax independence is as defined in section 11.1.2 of this document.

5.2.4.1.3
Metadata Envelope Definition

The metadata envelope definition is as defined in section 11.1.3 of this document.

5.2.4.1.4
Delivery of the Metadata Envelope

An instance of metadata fragment shall either be embedded within the metadata envelope or be included in a multipart MIME container together with the envelope. The envelope and fragment are, by definition, transported together and in-band of the same transport session.

The Metadata Envelope includes a reference (metadataURI) to the associated metadata fragment using the same URI as the fragment file is identified by in the Service Announcement. Thus, Metadata Envelope can be mapped to its associated metadata fragment.

5.2.4.1.5
Metadata Envelope Transport

The metadata envelope object is transported as a file object in the same MBMS service announcement download session as its metadata fragment file object (i.e. in-band with the metadata fragment session).

5.2.4.1.6   User service announcement over SMS bearers

User service announcements over SMS bearers are formatted according to the OMA Push OTA specification [79].

OTA-WSP shall be used over the SMS bearer. Application port addressing shall be used as specified in [79]. The destination application port shall be allocated by OMA. The port number is TBD
.

Either confirmed or unconfirmed push may be used. In either case, the primitive shall contain the Push Headers parameter. Within this parameter, the Content-Type header shall be included and the Content-Encoding header shall be included if GZip is used.
5.2.4.1.7   User service announcement over HTTP push bearers

User service announcements over HTTP push bearers are formatted according to the OMA Push OTA specification [79].

OTA-HTTP shall be used over the HTTP push bearer. Application port addressing shall be used as specified in [79]. The destination application port shall be allocated by OMA. The port number is TBD
.

The Content-Encoding header shall be included if GZip is used.

5.2.5
Metadata Fragment Encapsulation to aggregate Service Announcement Documents
The present document defines a number of metadata fragments to describe MBMS user services. A metadata fragment is a single uniquely identifiable block of metadata. Generally, more than one metadata fragment is necessary to provide all necessary parameters to initiate an MBMS User Service. Typically, metadata fragments are provided in separate documents. Each metadata fragment is labelled with its MIME type.

Multipart MIME may be used to encapsulate metadata fragments into an aggregate service announcement document. The aggregate document may contain metadata fragments of several MBMS user services. It is recommended, that any such aggregate service announcement document contains all the referenced metadata fragments of each MBMS user service description it contains (i.e. in the same multipart MIME structure).

An aggregate service announcement document shall encapsulate metadata fragments according to RFC 2557 [37]. The first encapsulated file of an aggregate service announcement document is the root resource. The root resource shall be either an MBMS user service description or a metadata envelope (as a referencing index). The service description metadata is defined in clause 5.2.2.4. The metadata envelope is defined in clause 5.2.3.3.

The type field of the multipart/related header shall be set to application/mbms-user-service-description-parameter in case the root resource is a user service description instance. The type field of the multipart/related header shall be set to application/mbms-envelope in case the root resource is a metadata envelope.

************************************* NEXT AMENDMENT **************************************’

11
MBMS Metadata
11.1
The MBMS Metadata Envelope

11.1.1
Supported Metadata Syntaxes
The MBMS metadata syntax supports the following set of features:

· Support of carriage of SDP descriptions, and SDP is expected to sufficiently describe at least: MBMS Streaming sessions and, MBMS download sessions.

· Support for multiple metadata syntaxes, such that the delivery and use of more than one metadata syntax is possible.

· Consistency control of metadata versions, between senders and receivers, independent of the transport and bearer use for delivery.

· Metadata fragments are identified, versioned and time-limited (expiry described) in a metadata fragment syntax-independent manner (which is a consequence of the previous two features).

11.1.2
Consistency Control and Syntax Independence
The Metadata Envelope provides information to identify, version and expire metadata fragments. This is specified to be independent of metadata fragments syntax and of transport method (thus enabling the use of more than one syntaxes and enable delivery over more than a single transport and bearer).

A metadata envelope may update the time validity of its metadata fragment without changing version if the metadata fragment itself has not changed. A newer version (higher version number) of a metadata envelope shall automatically expire the earlier version. If the content type (metadata fragment syntax) is recognized and valid, the UE shall use the new metadata fragment description. However, if the content type is not recognized or valid, the UE may maintain the expired version data until the newer version is correctly received.

Service announcement senders shall increment the version by one for each subsequent transported version of a metadata fragment. However, a UE shall also accept versions with an increment greater than one (so that they do not fail in the case that an intermediate version was not successfully transported).

11.1.3
Metadata Envelope Definition

The attributes for a metadata envelope and their description is as follows. These attributes shall be supported:

· metadataURI: A URI providing a unique identifier for the metadata fragment. The metadataURI  attribute shall be present.

· version: The version number of the associated instance of the metadata fragment.  The version number should be initialized to one.  The version number shall be increased by one whenever the metadata fragment is updated. The version attribute shall be present.

· validFrom: The date and time from which the metadata fragment file is valid. The validFrom  attribute may or not be present. If not present, the UE should assume the metadata fragment version is valid immediately.

· validUntil: The date and time when the metadata fragment file expires. The validUntil attribute may or not be present. If not present the UE should assume the associated metadata fragment is valid for all time, or until it receives a newer metadata envelope for the same metadata fragment describing a validUntil value.

· contentType: The MIME type of the metadata fragment which shall be used as defined for "Content-Type" in RFC 2616 [18]. The contentType attribute shall be present for embedding metadata envelopes.  The contentType attribute may be present for referencing metadata envelopes.

The metadata envelope is instantiated using an XML structure. This XML contains a URI referencing the associated metadata fragment. The formal schema for the metadata envelope is defined as an XML Schema as follows.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 

xmlns="urn:3gpp:metadata:2004:envelope"

elementFormDefault="qualified" attributeFormDefault="unqualified"

targetNamespace="urn:3gpp:metadata:2004:envelope">


<xs:element name="metadataEnvelope" type="metadataEnvelopeType"/>


<xs:complexType name="metadataEnvelopeType">



<xs:sequence>




<xs:element name="item" type="metadataEnvelopeItemType" maxOccurs="unbounded" minOccurs="1"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="metadataEnvelopeItemType">



<xs:sequence>




<xs:element name="metadataFragment" type="xs:string" minOccurs="0" maxOccurs="1"/>



</xs:sequence>



<xs:attribute name="metadataURI" type="xs:anyURI" use="required"/>



<xs:attribute name="version" type="xs:positiveInteger" use="required"/>



<xs:attribute name="validFrom" type="xs:dateTime" use="optional"/>



<xs:attribute name="validUntil" type="xs:dateTime" use="optional"/>



<xs:attribute name="contentType" type="xs:string" use="optional"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>

</xs:schema>






























The metadataFragment element shall be encapsulated in the metadata envelope for embedded metadata fragments, and shall not be encapsulated where the metadata fragment is not embedded. In the embedded case, the metadataFragment element shall contain exactly one embedded metadata fragment as specified by the metadata envelope syntax and only one instance of the envelope element shall be used for encapsulating envelopes.

An embedded metadata fragment (in the metadataFragment element) shall be escaped. Generally, an embedded metadata fragment should be escaped by placing inside a CDATA section [31]. Everything starting after "<![CDATA[" string and ending at the "]]>" string would be ignored by the XML envelope parser (quotes not included). Thus, the embedded parts would appear as "<![CDATA[" + metadata_fragment + "]]>". In this case, the complete metadata envelope with embedded metadata fragment shall not violate the rules of CDATA section usage [31].

In case the  embedded metadata fragment is an XML document and include a CDATA section , the embedded metadata fragment may be escaped by replacing illegal characters with their ampersand-escaped equivalents [31] (instead of encapsulating the whole fragment in a CDATA section). For instance "<" is an illegal character that would be replaced by "&lt;". This method is useful to avoid nesting CDATA sections (which is not allowed).

A metadata fragment which does not adhere to either of these two methods shall not be embedded in a metadata envelope, thus it may only be referenced from an referencing metadata envelope.
Embedded fragments are not expected to be parsed by the metadata envelope XML parser, but decapsulated and passed to the relevant metadata management operation that is implementation specific (e.g. for immediate parsing, storage, etc.).
11.1.4
Delivery of the Metadata Envelope

An instance of metadata envelope shall be associated with an instance of a metadata fragment by one of two methods:

· Embedded: The metadata fragment is embedded within the metadata envelope.

· Referenced: The metadata fragment is referenced from the metadata envelope.

The MBMS UE must know the MIME Type of each metadata fragment.

In the embedded case, the envelope and fragment are, by definition, transported together and in-band of one another. In the referenced case, the envelope and fragment shall be transported together in-band of the same transport session.

MBMS Service Announcement transports shall support delivery of the metadata envelope as a discrete object (XML document) for the referenced case. In the referenced case, the MIME type of the metadata fragment should be provided by the transport protocol (e.g. as a Content-Type text string). In both cases, the MIME type of the metadata envelope should be provided by the transport protocol.

The Metadata Envelope includes a reference (metadataURI) to the associated metadata fragment using the same URI as the fragment file is identified by in the Service Announcement. Thus, Metadata Envelope can be mapped to its associated metadata fragment.

11.2
MBMS User Service Description Metadata Fragment

11.2.1
Definition of the MBMS User Service Bundle Description 

The root element of the MBMS User Service Bundle description is the bundleDescription element. The element is of the bundleDescriptionType. The bundleDescription contains one or several userServiceDescription elements and optionally a reference to the FEC repair stream description. 

Each userServiceDescription element shall have a unique identifier. The unique identifier shall be offered as serviceId attribute within the userServiceDescription element and shall be of URN format. 

The userServiceDescription element may contain one or more name elements. The intention of a name element is to offer a title of the user service. For each name elements, the language shall be specified according to XML datatypes (XML Schema Part 2 [22]).

The userServiceDescription element may contain one or more serviceLanguage elements. Each serviceLanguage element represents the available languages of the user services. The language shall be specified according to XML datatypes (XML Schema Part 2 [22]).

Each userServiceDescription element shall contain at least one deliveryMethod element. The deliveryMethod element contains the description of one delivery method. The element shall contain one reference to a session description and may contain references to one associated delivery procedure and/or one service protection descriptions. The session description is further specified in clause 5.2.2.2.

The deliveryMethod element may contain a reference to an associated delivery procedure description. The description and configuration of associated delivery procedures is specified in clause 5.2.2.3.

The deliveryMethod element may contain a reference to a service protection description. The service protection description is specified in clause 5.2.2.4.

A userServiceDescription element contains zero or more accessGroup elements. An accessGroup element defines a list of access networks and is uniquely identified by its id attribute. An accessGroup element describes whether separate access systems for the same MBMS user service are used (see clause 5.1.5.2 of [4]) by including one or more accessBearer elements, each describing one of those access systems and no two describing the same. Possible accessBearer values are “3GPP.R6.UTRAN” and “3GPP.R6.GERAN” which indicate transport by 3GPP release 6 MBMS bearers according to specification [4]. For forward compatibility, other values are allowed but their definition and use are out of scope of this specification and a 3GPP release 6 UE may silently ignore other values.

Each deliveryMethod element contains zero or one accessGroupId attributes. One specific accessGroupId value maps to one specific accessGroup element id value. For each unique accessGroupId attribute value presented in a deliveryMethod element of a userServiceDescription instance, exactly one associated accessGroup element shall be present and the id attribute of the accessGroup element and the accessGroupId attribute shall have the same value. For each deliveryMethod element without an accessGroupId attribute, the UE should assume that the delivery method is offered through all available MBMS access systems.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3gpp:metadata:2004:userservicedescription" xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:3gpp:metadata:2004:userservicedescription" elementFormDefault="qualified">


<xs:element name="bundleDescription" type="bundleDescriptionType"/>


<xs:complexType name="bundleDescriptionType">



<xs:sequence>




<xs:element name="userServiceDescription" type="userServiceDescriptionType" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="fecDescriptionURI" type="xs:anyURI" use="optional"/>


</xs:complexType>


<xs:complexType name="userServiceDescriptionType">



<xs:sequence>




<xs:element name="name" type="nameType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="serviceLanguage" type="xs:language" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="deliveryMethod" type="deliveryMethodType" maxOccurs="unbounded"/>




<xs:element name="accessGroup" type="accessGroupType" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="serviceId" type="xs:anyURI" use="required"/>


</xs:complexType>


<xs:complexType name="accessGroupType">



<xs:sequence>




<xs:element name="accessBearer" type="xs:string" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="accessGroupIdType" use="required"/>


</xs:complexType>


<xs:complexType name="deliveryMethodType">



<xs:attribute name="accessGroupId" type="accessGroupIdType" use="optional"/>



<xs:attribute name="associatedProcedureDescriptionURI" type="xs:anyURI" use="optional"/>



<xs:attribute name="protectionDescriptionURI" type="xs:anyURI" use="optional"/>



<xs:attribute name="sessionDescriptionURI" type="xs:anyURI" use="required"/>


</xs:complexType>


<xs:complexType name="nameType">



<xs:simpleContent>




<xs:extension base="xs:string">





<xs:attribute name="lang" type="xs:language" use="optional"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:simpleType name="accessGroupIdType">



<xs:restriction base="xs:nonNegativeInteger">



</xs:restriction>


</xs:simpleType>

</xs:schema>

















































11.2.2
Example MBMS User Service Description Instances

The following User Service Bundle Description instance is an example of a simple fragment. This fragment includes only the mandatory elements.

<?xml version="1.0" encoding="UTF-8"?>

<bundleDescription


xmlns="urn:3gpp:metadata:2004:userservicedescription"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<userServiceDescription serviceId="urn:3gpp:0010120123hotdog">



<deliveryMethod
sessionDescriptionURI="http://www.example.com/3gpp/mbms/session1.sdp"/>


</userServiceDescription>

</bundleDescription>





The following User Service Description instance is an example of a fuller fragment.

<?xml version="1.0" encoding="UTF-8"?>

<bundleDescription 

xmlns="urn:3gpp:metadata:2004:userservicedescription" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

fecDescriptionURI="http://www.example.com/3gpp/mbms/session1-fec.sdp">


<userServiceDescription serviceId="urn:3gpp:1234567890coolcat">



<name lang="EN">Welcome</name>



<name lang="DE">Willkommen</name>



<name lang="FR">Bienvenue</name>



<name lang="FI">Tervetuloa</name>



<serviceLanguage>EN</serviceLanguage>



<serviceLanguage>DE</serviceLanguage>



<deliveryMethod accessGroupId="1" sessionDescriptionURI="http://www.example.com/3gpp/mbms/session1.sdp"/>



<deliveryMethod sessionDescriptionURI="http://www.example.com/3gpp/mbms/session2.sdp" associatedProcedureDescriptionURI="http://www.example.com/3gpp/mbms/procedureX.xml"/>



<deliveryMethod sessionDescriptionURI="http://www.example.com/3gpp/mbms/session3.sdp" associatedProcedureDescriptionURI="http://www.example.com/3gpp/mbms/procedureY.xml"/>



<deliveryMethod accessGroupId="2" sessionDescriptionURI="http://www.example.com/3gpp/mbms/session4.sdp"/>



<accessGroup id="1">




<accessBearer>3GPP.R6.GERAN</accessBearer>




<accessBearer>3GPP.R6.UTRAN</accessBearer>



</accessGroup>



<accessGroup id="2">




<accessBearer>3GPP.R6.UTRAN</accessBearer>



</accessGroup>


</userServiceDescription>

</bundleDescription>




































11.3
Service Protection Description Metadata Fragment
11.3.1
Definition of the Protection Description
The security description is referenced by the protectionDescriptionURI of a deliveryMethod element. The security description fragment shall be identified by the MIME type "application/mbms protection-description+xml" as defined in Annex C.6.

The root element of the security description is the securityDescription element. It contains three different elements, the keyId element identities the key(s) for each media flow, the keyManagemen element the keymanagement servers that the load is distributed over and the parameters in use, and the fecProtection element that configures the FEC protection of the point to multi-point distributed key flows.
The keyManagement element defines the list of key management servers (i.e. BM-SC). The MBMS UE must register with a key management server to receive key material. A receiver shall select a key managment server following the same procedure defined for selecting a file repair server defined in clause 9.3.5.


The attribute uiccKeyManagement defines whether UICC based key management is required for the present MBMS User Service.
The offsetTime and randomTimePeriod attributes define the back off behavior of the UE when requesting MSKs. This uses the procedure defined in clause 9.3.4 where offsetTime specifies the offset time defined in clause 9.3.4.1 and randomTimePeriod the length of the random window in accordance with clause 9.3.4.2. The units for both attributes are in seconds.
The element keyId contains a list of media flows for which keys are required. For each media flow a key identifier is provide in addition to that media flows additional security parameters. The media flow is identified by a destination tuple providing an address followed by a port number separated by a "/", i.e. <IP-destination-address>/<destination-port>. The port number is for RTP session the RTP port number, and not RTCP's. Additional security parameters are srtpAuthenticationTagLength and srtpMKILength that are only applicable for RTP sessions that uses SRTP. The MSK element identifies the key uniquely by specifying both the keyDomainID and the MSKID as defined in clause 6.3.2.1 of 3GPP TS 33.246 [20]. The MSKID is 4 bytes long binary with byte 3 and 4 equal to 0x00, i.e. the current key that are base64 [82] when written into the element. The keyDomainID is a 3 byte long binary value as specified in clause 6.3.2.1 of [20] and shall also be base64 encoded when written in the XML document.
The attribute srtpAuthenticationTagLength defines the length of SRTP authentication tag in bytes. It has a default value of 10 bytes. For media flows using SRTP the attribute must be used to specify any value other than the default one. 
The attribute srtpMKILength defines the length of SRTP MKI field in bytes. The default value is 2 bytes. For media flows using SRTP the attribute must be used to specify any value other than the default one. 
The presence of the fecProtection element indicates that any MIKEY packet with an multicast destination IP address equal to any of the used destination address in the User Service Bundle Description instance’s delivery methods, are FEC protected and encapsulated in FEC source packets, see section 8.2.2.3. The attributes fecEncodingId, fecInstanceID, and fecOtiExtension specify the FEC payload ID used in the source packet. All service protection descriptions referenced by a User Service Bundle Description instance shall use the same FEC parameters. 

XML schema for Security Description:

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns="urn:3gpp:metadata:2004:securitydescription" xmlns:xs="http://www.w3.org/2001/XMLSchema" targetNamespace="urn:3gpp:metadata:2004:securitydescription" elementFormDefault="qualified">


<xs:element name="securityDescription" type="securityDescriptionType"/>


<xs:complexType name="securityDescriptionType">



<xs:sequence>




<xs:element name="keyManagement" type="keyManagementType" minOccurs="0"/>




<xs:element name="keyId" type="keyIdType" maxOccurs="unbounded"/>




<xs:element name="fecProtection" type="fecProtectionType" minOccurs="0"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="keyManagementType">



<xs:sequence>




<xs:element name="serverURI" type="xs:anyURI" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="offsetTime" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="randomTimePeriod" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="uiccKeyManagement" type="xs:boolean" use="optional" default="true"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="keyIdType">



<xs:sequence>




<xs:element name="mediaFlow" maxOccurs="unbounded">





<xs:complexType>






<xs:sequence>







<xs:element name="MSK" type="MSKType" maxOccurs="1"/>






</xs:sequence>






<xs:attribute name="flowID" type="xs:string" use="required"/>






<xs:attribute name="srtpAuthenticationTagLength" type="xs:nonNegativeInteger" 







use="optional" default="10"/>






<xs:attribute name="srtpMKILength" type="xs:nonNegativeInteger" use="optional"

 





default="2"/>






<xs:anyAttribute processContents="skip"/>





</xs:complexType>




</xs:element>



</xs:sequence>


</xs:complexType>


<xs:complexType name="fecProtectionType">



<xs:attribute name="fecEncodingId" type="xs:unsignedLong" use="optional" default="0"/>



<xs:attribute name="fecInstanceId" type="xs:unsignedLong" use="optional"/>



<xs:attribute name="fecOtiExtension" type="xs:string" use="optional"/>



<xs:anyAttribute processContents="skip"/>


</xs:complexType>


<xs:complexType name="MSKType">



<xs:sequence>




<xs:element name="keyDomainID" type="xs:base64Binary" minOccurs="1" maxOccurs="1"/>




<xs:element name="MSKID" type="MSKIDType" minOccurs="1" maxOccurs="1"/>





</xs:sequence>


</xs:complexType>


<xs:simpleType name="MSKIDType">




<xs:restriction base="xs:base64Binary">





<xs:length value="4"/>




</xs:restriction>


</xs:simpleType>

</xs:schema>


































11.3.2
Example of a Security Description:

<?xml version="1.0" encoding="UTF-8"?>

<securityDescription 


xmlns="urn:3gpp:metadata:2004:securitydescription" 


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<keyManagement



offsetTime="5"



randomTimePeriod="10"



uiccKeyManagement="true">



<serverURI>http://register.operator.umts/</serverURI>



<serverURI>http://register2.operator.umts/</serverURI>


</keyManagement>


<keyId>



<mediaFlow flowID="224.1.2.3/4002">




<MSK>





<keyDomainID>aMoM</keyDomainID>





<MSKID>aMoAAA==</MSKID>




</MSK>



</mediaFlow>



<mediaFlow flowID="224.1.2.3/4004" srtpAuthenticationTagLength="4">




<MSK>





<keyDomainID>GM8M</keyDomainID>





<MSKID>aMkAAA==</MSKID>




</MSK>



</mediaFlow>


</keyId>


<fecProtection



fecEncodingId="130"



fecInstanceId="0"



fecOtiExtension="1SCxWEMNe397m24SwgyRhg=="/>

</securityDescription>



















11.4 Service Protection Registration Format
11.4.1 Data Format

The below XML schema defines a format used to register to the keymanagement servers according to the procedure in TS 33.246. The MIME type for this format is defined in appendix C.9.  The serviceID element identifies the service uniquely and is the same serviceID used in the userServiceDescription format defined in clause 11.2.1.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3gpp:metadata:2004:securityregistration"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsSecurityRegister">



<xs:annotation>




<xs:documentation>MBMS Security Registration according to TS 33.246</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="serviceID" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>




</xs:sequence>



</xs:complexType>


</xs:element>

</xs:schema>

11.4.2 Example

The below example is used to register to a service identifed by the serviceID " urn:3gpp:mbms:example:serivce:identification:123456789abcdef".
<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityRegister xmlns="urn:3gpp:metadata:2004:securityregistration" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<serviceID>urn:3gpp:mbms:example:serivce:identification:123456789abcdef</serviceID>

</mbmsSecurityRegister>
11.5 Service Protection De-Registration Format
11.5.1 Data Format

This format is used to de-register from the keymanagement server(s) according to the procedure in TS 33.246. The MIME type for this format is defined in appendix C.10. The serviceID element is defined exactly as in clause 11.4.1.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 


targetNamespace="urn:3gpp:metadata:2004:securityderegistration"


elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsSecurityDeregister">



<xs:annotation>




<xs:documentation>MBMS Security Registration according to TS 33.246</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="serviceID" type="xs:anyURI" maxOccurs="unbounded" minOccurs="1"/>




</xs:sequence>



</xs:complexType>


</xs:element>

</xs:schema>
11.5.2 Example

The below example is used to de-register from the services identifed by the serviceID " urn:3gpp:mbms:example:serivce:identification:123456789abcdef".

<?xml version="1.0" encoding="UTF-8"?>

<mbmsSecurityDeregister xmlns="urn:3gpp:metadata:2004:securityderegistration" 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">


<serviceID>urn:3gpp:mbms:example:serivce:identification:123456789abcdef</serviceID>

</mbmsSecurityDeregister>
11.6 Service Protection MSK Request Format
11.6.1 Data Format

This format is used to request from the keymanagement server(s) the delivery of one or more MSK identities as defined in clause 11.3.1. The MIME type for this format is defined in appendix C.8.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema 

xmlns:xs="http://www.w3.org/2001/XMLSchema"

xmlns="urn:3gpp:metadata:2004:msk-request"

targetNamespace="urn:3gpp:metadata:2004:msk-request" 

elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="mbmsMSKRequest">



<xs:annotation>




<xs:documentation>




MBMS MSK Request as defined by 3GPP TS 26.346 and 3GPP TS 33.246



</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="MSK" type="MSKType" minOccurs="1" maxOccurs="unbounded"/>




</xs:sequence>



</xs:complexType>


</xs:element>


<xs:complexType name="MSKType">



<xs:sequence>




<xs:element name="keyDomainID" type="xs:base64Binary" minOccurs="1" maxOccurs="1"/>




<xs:element name="MSKID" type="MSKIDType" minOccurs="1" maxOccurs="1"/>





</xs:sequence>


</xs:complexType>


<xs:simpleType name="MSKIDType">




<xs:restriction base="xs:base64Binary">





<xs:length value="4"/>




</xs:restriction>


</xs:simpleType>

</xs:schema>
11.6.2 Example

The below example is used to request a single MSK with keyDomainID "uHCd" and a MSK ID part "aMkAAA==".

<?xml version="1.0" encoding="UTF-8"?>

<mbmsMSKRequest 

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="urn:3gpp:metadata:2004:msk-request">


<MSK>



<keyDomainID>uHCd</keyDomainID>



<MSKID>aMkAAA==</MSKID>


</MSK>

</mbmsMSKRequest>
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