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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply.

For the definitions of MBMS User Service refer to TS 22.246 [5].
HDR = the general MIKEY HeaDeR.

KEMAC = A payload included in the MIKEY message, which contains a set of encrypted sub-payloads and a MAC.

Key Group= A group of MSKs that are identified by the same Key Group part of the MSK ID. Key Group part is used to group keys together in order to allow redundant MSKs to be deleted.
MBMS download session: See TS 26.346 [13].

MBMS streaming session: See TS 26.346 [13].

MRK = MBMS Request Key: This key is to authenticate the UE to the BM-SC when performing key requests etc.
MSK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK).

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV-F with the MSK. The key MTK is used to decrypt the received MBMS data on the ME.

MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point transfer of MSK's to the UE.

NOTE:
The keys MSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities.

Salt key = a random or pseudo-random string used to protect against some off-line pre-computation attacks on the underlying security protocol.

SEQl = Lower limit of the MTK ID sequence number interval: Last accepted MTK ID sequence number interval stored within MGV-S. The original value of SEQl is delivered in the key validity data field of MSK messages.

SEQp = The MTK ID, which is received in a MIKEY packet.

SEQu = Upper limit of the MTK ID sequence number interval, which is delivered in the key validity data field of MSK messages.
****** NEXT CHANGE *******

4.1A
Granularity of MBMS security

An MBMS User Service is composed of one or more MBMS Streaming Sessions and/or MBMS Download Sessions. An MBMS Streaming Session is composed of one or more RTP sessions, and an MBMS Download Session is composed of one or more FLUTE channels as defined in TS 26.346 [13]. MBMS streaming/download sessions may be transported over one or more MBMS Transport Services. Transport Services are defined in TS 23.246 [3]. MBMS security is used to protect RTP sessions and FLUTE channels. As such MBMS User Service protection is Transport Service independent, in particular, it is independent on whether it is carried over point-to-point bearer or MBMS bearer.

4.2
Key management overview

The BM-SC controls the use of the MBMS Service Keys (MSKs) to secure the different RTP sessions and FLUTE channels. The MSKs are used to protect the delivery of MBMS Transport Keys (MTKs), which are used to secure the RTP sessions and FLUTE channels as specified within clauses 6.5 and 6.6. The delivery of MSKs is secured with user specific MBMS User Key (MUK), which is received from GBA, cf. clause 6.1. MSKs and MTKs are managed at the MBMS User Service Level. 
The following rules apply for MBMS key management:

The use of the same MTK within two different RTP sessions is not allowed according to RFC3711 [11] section 9.1. 
TS 26.346[13] specifies the use of a generic FEC mechanism for RTP data in which FEC source packets and FEC repair packets are respectively put into different RTP streams of the same RTP session. The RTP stream containing the FEC repair packets is protected by the MTK of the RTP session.
NOTE 1:
When the RTP session contains more than one RTP stream, e.g. the FEC repair stream and FEC source stream, then a different key stream for the included RTP streams is ensured by different SSRC values as specified by RFC3711.
It shall be possible to update the MTKs during an RTP session or FLUTE channel to enhance the security.
MSKs shall be used to protect MTKs of only one RTP session or FLUTE channel. It shall be possible to update the MSKs during an RTP session or FLUTE channel to enhance the security.
MSKs within one Key Group shall be used to protect MTKs of only one RTP session or FLUTE channel. To allow smooth transition from "current" MSK to the "next", the MGV-S shall be capable of storing two MSKs within the same Key Group as specified in clause 6.3.2.1 of TS 33.246.
Some of the rules are illustrated in figures 4.3 and 4.4.
The usage of MSKs and MTKs applied to a RTP session or FLUTE channel (i.e. usage of MSKs and MTKs for one Key group) is depicted in figure 4.3. Figure 4.4 shows an example of the usage of MSKs and MTKs for three RTP sessions. In particular it shows that MSKs and MTKs of one Key Group are used to protect exactly one RTP session. 
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Figure 4.3: MBMS key hierarchy: usage of MSKs and MTKs within one RTP session or FLUTE channel
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Figure 4.4: MBMS key hierarchy: usage of MSKs and MTKs for three separate RTP sessions 



According to TS 22.246 [5] there exist MBMS User Services with shared and non-shared Transport Services. In case two MBMS User Services share an MBMS Transport Service, they also share one or more RTP sessions or FLUTE channels carried in the Transport Service. In this case, it shall be possible for the MBMS User Services to share one or more MSKs and MTKs of the Key Groups that are used to protect the MBMS data.


An example showing how key management is used with MBMS User and Transport Services is depicted in Annex x.


****** NEXT CHANGE *******

6.3.2.1A
MBMS User Service Registration procedure

When a UE has received MBMS User Service information via User Service Discovery / Announcement procedures describing a MBMS User Service and the user has triggered the activation of that User Service, the UE should register to the MBMS User Service.

NOTE 1:
The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It is out of the scope of the present specification how the UE receives the User Service information and how the User Service is triggered in the UE.

NOTE 2:
The user service announcements are not protected when sent over MBMS bearer.

The UE shall receive the following information via the User Service Discovery / Announcement procedures:

-
Fully qualified domain name of the key management server (i.e. the BM-SC). This is for the UE to know to which IP address to send the MSK request.

-
Confidentiality protection: on / off.

-
Integrity protection: on / off.

- 
UICC key management required: yes/ no.

-
Identifiers of the MSKs needed for the User Service.


The Key Number part of the MSK ID(s) shall be set to 0x0 to denote the current MSK. Specific Key Number values are not used in Service Announcement since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different RTP sessions or FLUTE channels.

-
Back off mode parameters, as defined in TS 26.346 [13], may be specified in association with each MSK ID if wanted by the service provider. The Back off mode is used to avoid congestion in MSK requests. The Back off mode is optional to implement in the BM-SC and mandatory to implement in the UE. The UE shall use Back off mode if it is requested by the BM-SC in the Service Announcement.

If the MBMS User Service does not require any MBMS data protection (i.e. if security description is not present in the Service Announcement or if both confidentiality and integrity protection are indicated ‘off’), the UE shall not register for key management purposes.

In case the UICC key management is required, the UE should only try to access the MBMS user service if the used UICC application is capable of MBMS key management.
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Figure 6.0A: MBMS User service registration procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using bootstrapped security association as described in clause 6.2.1 of this specification.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to register to the MBMS User Service;

-
MBMS User Service ID.

The BM-SC Key Request function authenticates the UE with HTTP Digest using MRK key as described in clause 6.2.1.

If the authentication is successful, the BM-SC Key Request function verifies from the BM-SC Membership function whether the UE is authorized to register to the MBMS User Service specified in the request. If the UE is authorized, the BM-SC Key Request function registers the UE to the MBMS User Service, which means that the UE is registered to receive the MSKs used in this MBMS User Service. The BM-SC Key Request function sends a HTTP 200 OK message with Authentication-Info header to the UE.

NOTE:
The BM-SC may not need to challenge the UE (dashed box in figure 6.0A), if the UE has used WWW Authorization request headers in the first message in figure 6.1 and BM-SC is able to authenticate the UE.

If the authentication fails, the BM-SC Key Request function resends HTTP 401 Authorization required message with the WWW-Authenticate header.

The UE checks the validity of the HTTP response message. If the message indicated failure, the UE may retry to register to the MBMS User Service. Further error cases are described in clause G.2.4.

If the HTTP procedure above resulted to success, the BM-SC Key Distribution function initiates MSK delivery procedure(s) as specified in clause 6.3.2.3.

NOTE:
The time between the MBMS User Service Registration procedure and MSK delivery procedure may vary, i.e. the UE should not expect the MSK delivery procedures to start immediately.


****** NEXT CHANGE *******

Annex x (informative):
Example of using MSKs and MTKs in MBMS
The following table shows an example of two MBMS User Services, sports Mobile TV channel and news Mobile TV channel. Both of the MBMS User Services include an MBMS User Service Session that downloads a joke per day. The table shows how the MBMS User Services are broken down into RTP sessions (each including one data stream with related RTCP and FEC streams) and FLUTE channels. 

The table shows how MSKs and MTKs belonging to different Key Groups are used to protect the RTP sessions and FLUTE channels. It should be noted that the MBMS download session is shared with User Services 1 and 2 so these MBMS User Services need to be able to share MSKs in Key Group C. 

Furthermore the table shows how traffic could be carried over MBMS bearers, but this is not a security issue and is only shown here for completeness. 
Table x.‑1: Example of using MSKs and MTKs in MBMS
	User Service level
	User Service1
	Sport channel with joke of the day
	

	
	User Service 2
	
	News channel with joke of the day

	
	
	
	
	
	
	

	User Service Session level
	User Service Session
	MBMS Streaming Session (Sport)  


	MBMS Download Session (Joke / day)
	MBMS Streaming Session (News)

	
	RTP session/ FLUTE channel
	streaming audio 

(RTP session)   


	streaming video 

(RTP session)  


	file object download (FLUTE channel)
	streaming audio (RTP session)
	streaming video 

(RTP session)

	
	
	
	
	
	
	

	Key management level
	Key Domain 
	MCC/MNC
	MCC/MNC
	MCC/MNC
	MCC/MNC
	MCC/MNC

	
	Key Group
	Key Group A
	Key Group B
	Key Group C
	Key Group D
	Key Group E

	
	MSK 
Note 1
	MSK A1 (current)
	MSK A2 (next)
	MSK B1 
	MSK B2 
	MSK C1 
	MSK C2
	MSK D1
	MSK D2
	MSK E1
	MSK E2

	
	MTK
Note 1
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…
	MTK
	…

	
	
	
	
	
	
	

	Transport Service level
	Transport Service 
	MBMS Bearer N
	MBMS Bearer N+1
	MBMS Bearer N+2
	MBMS Bearer N+3 
	MBMS Bearer N+4

	Note 1:
This row has a time dimension.to illustrate that MSKs and MTKs can be updated.
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