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1. Overall Description

SA3 thank SA4 for their Response liaison on Reception Acknowledgement (S3-050119 = S4-050128).

SA4 asked clarifications from SA3 on the following issues:

SA4 question: “SA4 understands TS 22.246 (MBMS Stage 1) explicitly requires a secured mechanism for delivery verification. SA4 would like to get confirmation that SA3 will provide integrity protection using HTTP Digest within MBMS Rel-6 for this procedure. “

SA3 answer: SA3 would like to point that SA3 TS 33.246 already specifies that HTTP Digest is used for authentication of associated delivery procedures. In SA3 understanding this covers also delivery verification. (The current TS uses the term post delivery procedures, but the CR in S3-050130 has aligned the terminology with SA4 TS). The same CR agreed in SA3#37 meeting clarifies that integrity protection with HTTP Digest is used for all HTTP procedures, including the associated delivery procedures.

SA4 question: “SA4 understands clause 6.1 TS 22.246 (MBMS Stage 1) seems to require the possibility for charging based on delivery verification. Such a solution could be based on the following

· Prior to file reception UE performs key registration (SA3 http based registration procedure; upper part of figure 6.1  in TS33.246 v6.1.0)

· UEs buffer ciphered file data

· Following complete reception of a file, UEs acknowledge reception of a file (RAck or StaR)

· BM-SC delivers the MSK to the acknowledging UE following reception of a UE acknowledgement (SA3 MIKEY based MSK key delivery; lower part of figure 6.1 in TS33.246 v6.1.0)

SA4 would like to get confirmation that SA3 will provide secure charging based on a delivery acknowledgement - according to the solution indicated above - within MBMS Rel-6.”

SA3 answer: SA3 has discussed the issue in SA3#37 meeting.  SA3 would like to note that in order to provide secure charging in this case it is not sufficient that the BM-SC delays the delivery of the MSK key until after it has received the delivery acknowledgement.  

The BM-SC also needs to receive an acknowledgement from the UE that the UE has received the MSK key (see clause 6.3.2.3 in TS 33.246), since the MSK key provides the access to the delivered data.  However, if the BM-SC does not receive this acknowledgement, it cannot distinguish the following two cases

1. whether the MSK delivery message or the acknowledgement was lost during transmission or 

2. whether a malicious ME did not send the acknowledgement in order to avoid getting charged.  

For this reason, SA3 does not think that secure (or reliable) charging based on a delivery acknowledgement is feasible. 

2. Actions

ACTION to SA4:
SA3 kindly asks SA4 to take into account that SA3 has addressed the issue of integrity protection of delivery acknowledgement.

ACTION to SA1, SA2, SA4, SA5:
SA3 kindly asks SA1, SA2, SA4 and SA5 to take the analysis in the second question into account in their specifications.
3. Date of Next TSG-SA3 Meetings

SA3#38
26 – 29 April 2005 Geneva, Switzerland

SA3#39
28 June- 1 July Toronto, Canada
































































