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1 Overview

This liaison statement (LS) is sent from Open Mobile Alliance Download+DRM group (OMA DLDRM) to 3GPP SA4 in reply to liaison statements S4-030510 and S4-030552.  It informs 3GPP SA4 about the proposed split of work between 3GPP SA4 and OMA DLDRM, the applicability of OMA DRM for progressive download, and the considerations with respect to the ISMA specifications.

2 Liaison Statement

OMA DLDRM thanks 3GPP SA4 for the ongoing good cooperation and information exchange, and in particular for the recent liaisons statements S4-030510 and S4-030552.

Concerning LS S4-030510 (LS on DRM for progressive Download), we do not see an impact of the progressive download scenario on OMA DRM 1.0. Although OMA DRM 1.0 does not specifically mention progressive download, the specification does not prohibit implementations that start to render downloadable content while it is downloaded, provided that the implicit or explicit permissions and constraints on the content are enforced. OMA DRM 1.0 does not address packetized media. For the ongoing OMA DRM 2.0 work item, it is planned to support the application of OMA DRM 2.0 for streaming media and also for progressive download. 

We see the split of work between OMA and 3GPP as follows.

3GPP defines in the PSS Rel. 6 standard:

· the 3GP file format for storage, download and progressive download of continuous media

· the encryption of protected media tracks in the 3GP file format

· the storage of DRM information in the 3GP file format

· the download and progressive download mechanisms for 3GP files

· the real-time transport mechanisms for media tracks (e.g., RTP streaming)

· the signalling of DRM information in the real-time streaming case (e.g., in the SDP description)

while OMA defines in the OMA DRM 2.0 standard:

· the format of the Rights Object that carries decryption key(s) and usage permissions/constraints for protected PSS media streams and elements

· the protected container format (DCF) for discrete / downloadble media (e.g. JPEG images)

· the protocol between a device and a Rights Issuer to acquire the Rights Object

Further, OMA DLDRM would like to inform SA4 that it intends to adopt the SA4 defined 3GP file format holding protected tracks as a new packetized DRM content format (PDCF), such that the 3GP file format would be a common element in the PSS and DRM 2.0 standards.

We would like to continue the discussion with SA4 to make sure the elements defined by SA4 and OMA DLDRM are compatible and allow full interworking for streaming and progressive download.

To be able to support progressive download of protected media tracks, we suggest SA4 defines a suitable interleaving of media tracks in the 3GP file format, and an encryption method that allows decryption of chunks before the full ciphertext is available.

Concerning LS S4-030552 (LS on DRM issues), we have considered the proposal to review the ISMA specification. However, we identified procedural problems with the inclusion of non-public documents into our work, which have not been solved so far. Further, we consider the ISMA specifications out of scope for our work, since they deal primarily with streaming formats. OMA DRM will not define packet formats for streaming, but relies on other bodies like 3GPP or ISMA to define secure streaming formats that are compatible with the OMA DRM 2.0. To move forward, OMA DLDRM suggests 3GPP SA4 reviews the ISMA specifications, and defines streaming formats and file formats as you see fit, while ensuring compatibility with OMA DRM 2.0 to allow interworking.

3 Requested Action(s)

We kindly request 3GPP SA4 to note the information contained in this LS, and to reply in case there are questions or comments. Further, we would welcome to receive information about the progress of the SA4 work relating to DRM / protection of PSS media.

The next OMA DLDRM meeting dates are:

OMA plenary, 8-12 September 2003, Berlin (Germany)

OMA DLDRM ad-hoc meeting, 14-16 October 2003, Seattle (US)

OMA plenary, 10-14 November 2003, London (UK) 

4 Conclusions

We thank 3GPP SA4 for the good and continued cooperation and information exchange. With this LS we reply to the recent LSs S4-030510 and S4-030552. We suggest 3GPP SA4 defines the methods for protection, storage and transport (including progressive download) of continuous media, and OMA DLDRM defines the protection of discrete media and the format of the Rights Objects giving permission-based access to protected PSS media.

With best regards,

OMA Download+DRM group.
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