3GPP TSG-SA WG4 Meeting #23
Tdoc S4 (02)0535

September 30-October 4, 2002, Montreal, Finland

Source:
Nokia

Title:
PSS Streaming  and NATs 

Document for:
Discussion and Approval

Agenda Item:
New Work Items

1 Introduction

NATs (Network Address Translator) [1] are used to interconnect a private network consisting of unregistered IP addresses with a global IP network using limited number of registered IP addresses. NATs are also used to avoid address renumbering in a private network when topology outside the private network changes for variety of reasons. And, there are many other applications of NAT operation. 
A number of NAT deployments are currently in use and naturally, a large number of internet applications work transparently with NATs. However, there are applications for which NATs would fail and custom-specific Application Level Gateways (ALGs) are required to perform translations for those applications. 
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Figure 1. A base model to illustrate NAT

Many network operators might prefer the usage of NATs in order allocate more internal network addresses inside their networks and increase capacity. Such usage of NATs need special attention, especially from 3GPP PSS streaming point of view.
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Figure 2. Basic NAT Usage

2 RTSP and SDP vs NATs

Two such protocols that may have operational difficulties with NATs are RTSP and SDP.  The main reasons of such problems are the following:

· The IP addresses listed inside an SDP description is not seen from outside the NAT, as these addresses change during address binding process of NAT.

· The port numbers listed inside the RTSP SETUP request and response differ from the actual ports bound by the NATs during address and port binding.

· Address binding process of a NAT require the communication to be initiated from an internal IP address (i.e. behind the NAT). Hence, RTCP packets that the server sends may not be bound to the client's internal IP address.

In order to make the NATs more intelligent to handle the RTSP traffic and SDP descriptions, an Application Level Gateway (ALG) is necessary. An ALG may interact with NAT to set up state, use NAT state information, modify application specific payload and perform whatever else is necessary to get the application running across disparate address realms. 

An ALG which is aware of RTSP and SDP may perform the following operations to overcome IP address and port changes:

· Edit the SDP description on-the-fly and update the internally listed IP addresses and ports, and keep a record of these changes. 

· Edit and monitor the RTSP requests and responses on-the-fly and update the internally listed port numbers, also handle the address and port bindings of data flows in both directions accordingly.

At least the above mentioned operations need to be perfomed by the RTSP and SDP ALG in order to have a transparent  streaming session.

3 Proposal

We propose this subject to be taken into attention of 3GPP SA4 group, from RTSP,SDP protocols and ALG,NAT interaction point of view. The possible set of RTSP header fields and SDP attributes that need to be monitored/changed by an ALG has to be well defined. In addition to this, a set of use cases and scenarios may need to be specified to provide a basis for the implementations of such ALGs. This will improve the rate of successful streaming sessions enormously and help the penetration of usage of streaming in the mobile environment.

4 References

[1] Srisuresh P., and Holdrege M., "IP Network Address Translator (NAT) Terminology and Considerations", RFC 2663, Internet Engineering Task Force, August 1999. 
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