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1 Purpose and Scope of this Document

1.1 Purpose of this document

This document describes the market requirements as obtained by the Internet Streaming Media Alliance (ISMA) Digital Rights Management (DRM) Task Force through experience, market research, and a series of interviews.  The Task Force interviewed a range of companies involved in various aspects of DRM including content ownership, transmission of content, and streaming infrastructure.   The results are synthesized in this document, though the notes from each interview are not included owing to the confidential nature of some of the interviews.  

1.2 Scope and use of this document

This document will define the current market situation, customer requirements, and recommended Internet Streaming Media scope with respect to DRM.  Its companion document, ISMA DRM Recommendations, authored by Mark Baugher, Gerard Fernando, Ganesh Rajan, and Pete Schirling, contains technical requirements and proposals for a version 1.0 ISMA DRM specification. This document is submitted for review and approval by the Internet Streaming Media Alliance Marketing and Technical Committees.  It is solely for review of the members of ISMA and is not intended for sharing or re-distribution outside ISMA for any purpose.   

2 Acronyms, Key Terms and Abbreviations

	Term 
	Definition

	3C, 4C, 5C
	Digital Transmission Content Protection groups

	B2B
	Business-to-Business marketplace

	B2C
	Business-to-Consumer marketplace

	CAGR
	Compound Annual Growth Rate

	CPTWG
	Copy Protection Technical Working Group

	DIID
	Digital Item Identification and Description

	DMCA
	Digital Millennium Copyright Act

	DRM
	Digital Rights Management

	DVB
	Digital Video Broadcasting group

	HDCP
	High Bandwidth Digital Content Protection

	IPMP
	Intellectual Property Management and Protection 

	PKI
	Public Key Infrastructure

	RTP
	Real-time Transport Protocol

	SRTP
	Secure Real-time Transport Protocol

	TPM
	Technical Protection Measure

	UI
	User Interface

	W3C
	World Wide Web Consortium


3 Executive Summary

Digital Rights Management (DRM) is an umbrella term encompassing a variety of technologies applied toward the protection of rights-associated digital content.  Content owners are leery of the effectiveness of DRM in certain environments, such as the PC1, and are therefore limiting the digital content they will release over the Internet.  This reluctance is one of the factors slowing down streaming media adoption.  This document will highlight DRM requirements and trends, and provide suggestions of the areas of potential synergy between the charter of ISMA and these requirements.  

4 Introduction

4.1 Defining DRM

IDC defines DRM as “the chain of software, services, and technologies that confine the use of digital content to authorize use and users and manage any consequences of that use throughout the entire life cycle of the content.”  Key 
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to this definition is the word chain, which pertains to the fact that end-to-end DRM can involve multiple functions such as content security, rights management, content marketing, credentials, financial clearing services, delivery services, and usage clearinghouse services. These come into play in the different stages of a content work’s lifecycle such as mastering, distribution and content consumption. A simplified view of this process is depicted in the figure above.

At the mastering stage, content is encoded, meta-data assigned, and technical protection measures as well as encryption and watermarking, are applied. Rights association occurs at this stage and often times a unique identifier or Digital Item Identification and Description (DIID) is applied.  Also involved in a DRM transaction are the clearinghouse that receives the payment information and distributes it throughout the value chain via a license server, the clearinghouse which distributes usage information, and the service provider that receives the terms and transmits the content to the end user. 

4.2 Why should ISMA care about DRM?

ISMA’s charter is “To accelerate the adoption of open standards for streaming rich media - video, audio, and associated data - over the Internet”.  Given that charter, DRM is well suited as an area of focus because the relative immaturity of the DRM industry is a barrier preventing more widely accepted use of the Internet for streaming content delivery.  An article from Teledotcom April, 2001 entitled “Streaming Revenue? Not Yet” elaborates on this issue from a service provider perspective:

“If service providers are banking on delivering digital content over broadband to the masses, they may be waiting to cash in longer than expected. That's because the technology that makes delivering digital content over Internet protocol (IP) is still not ready, and may not be for another year or two.  …There are four major issues service providers must overcome in order to find a revenue generation model: managing the amount of bandwidth consumed, since content can devour capacity; digital rights management (DRM), the ability to manage and secure content; audience management, the necessity to monitor how well content was delivered to the end user; and the remaining problem that plagues all IP services -- billing and tracking.”

4.3 ISMA DRM Limitations

DRM includes a broad set of technologies, processes and services.  ISMA is a non-profit industry consortium as opposed to a standards body or commercial entity.  Based on that, the assumption is that it is not in ISMA’s charter to create content works, specify protection measures for receiver platforms, or to specify anything on the receiver platform that is not related to that interface.  Therefore, ISMA’s DRM scope will be limited to a subset of the DRM “ecosystem”.  Other standards and legislative bodies, technologies, and processes, need to be included in a whole solution by reference or otherwise, in order to meet content owners’ requirements.  

The DRM Task Force will define the initial ISMA DRM scope based on the market requirements as characterized in this document, in conjunction with the reality of ISMA resources, purpose, and capabilities.  ISMA DRM will focus on the technology that provides a foundation for interoperability, as opposed to business models, legislative needs, or other DRM-related barriers in today’s market.  The common denominator of ISMA’s technology is the interface to the PC, computer appliance, or set top box that receives streaming content.  This is what ISMA members cooperatively specify – the interface to some Internet device that supports streaming services over Internet Protocol.  

5 Problem Statement

The current ISMA specification focuses on accelerating streaming media by enabling interoperable MPEG-4 solutions to facilitate ease of deployment and use.  It does not address another key inhibitor to streaming media adoption: content availability.  Internet-based streaming media will not reach market acceptance without increased quantities of available compelling content.  While there are several factors impeding the availability of content, such as streaming and production costs, one of the easiest sources of content is the vast reservoir that was (or will be) digitally created for offline distribution in business-to-business and business-to-consumer environments.  These content owners often view the Internet (and PC’s in particular) as being akin to mass uncontrolled access.  Without a viable means of controlling access, ensuring privacy in accordance with legal requirements, and conducting business transactions associated with the use of that content, alternative means of distribution will continue to be more attractive.

DRM technologies can provide the following functionality:

· Monetize content work on IP networks

· Privacy 

· Restriction of access to intellectual property

· Content Integrity

This broad-based set of capabilities addresses many of the concerns that content providers have related to Internet transport.  Unfortunately the reality is that the industry, today, falls short of these objectives.  IDC summarized customer concerns following a recent two-year trial of DRM technologies within the entertainment and publishing industries.  These are listed in no particular order:

· Flawed encryption techniques

· Complex UIs

· Large overhead

· Unreliable connections 

· Lack of adequate support for key restore (requires manual intervention)

· Flawed content marketing strategies

· Incomplete protection

· Partial Solutions

Given that DRM is still a relatively new industry, it is safe to assume that technologies will continue to mature, however, it is also clear that their lack of maturity will correlate with the content provider’s lack of trust in the Internet.  In consideration of that, IDC lists the biggest challenges to the DRM market today as:

· Business model uncertainty 

· Concern for vendor viability

· Too many choices with too many incomplete solutions

· Lack of standards

It is beyond the scope of ISMA to focus on a specific products or proprietary technologies.  Business models vary especially between B2B and B2C markets, and would be best addressed on a market-segment basis.  So how can the industry leaders in ISMA, many of whom have DRM-oriented products or services, help remove some of the barriers cited above?

6 High Level Proposal

ISMA can have the largest impact on DRM by applying the same strategy as was done with the ISMA 1.0 specification.  ISMA should focus on interoperability and acceleration of emerging standards.   The rationale behind ISMA’s MPEG-4 specification and certification program was that interoperability would promote ease of use, and freedom from bondage to end-to-end proprietary solutions.  The rationale behind accelerating standards is that standards will promote innovation.  In the case of DRM, focus on interoperability and standards will encourage the development of new TPMs within the interoperable end-to-end DRM ecosystem, while allowing combinations of perceived “incomplete solutions” to provide a more holistic alternative for customers.  
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The proposal is that ISMA define a baseline foundation for interoperability of encryption and authentication, as well as work actively to accelerate the related standards that are most relevant and viable.  Specifics are highlighted in the ISMA DRM Requirements section, and descriptions of the related standards are highlighted in the DRM Technology and Market Trends section.

7 DRM Technology and Market Trends

This section will provide a summary of the data upon which the recommendations were based.  An overview of the DRM market and application is included, as well as a look at trends and standards efforts, and finally the data gleaned from the customer interviews that were conducted by the ISMA DRM Task Force is also presented.

7.1 Description of the DRM Market

“The DRM market” includes many different products and services focused on areas within the chain of end-to-end digital content protection.  IDC defines the market segments within the overall DRM market to include:

1. Digital Rights technology vendors.

2. Tamper-proof technology vendors.

3. DRM content marketing vendors.

4. Financial clearinghouses.

5. DRM application and service providers.

6. DRM-based delivery service vendors.

7.1.1 Digital Rights Technology Vendors

Digital rights technologies are usually software-based applications designed to enable rights specification.  Vendors in this space include companies such as IBM, ContentGuard, Microsoft and Entriq.  

7.1.2 Tamper-proof Technology Vendors

Tamper-proof technology is digital rights enforcement technology that allows content to be displayed and distributed over the Internet, while protecting the rights associated with that content.  Vendors in this space include Microsoft, EmediaSafe and Elisar Software.

7.1.3 Content Marketing Vendors

DRM content marketing vendors include IBM and Liquid Audio, among others.  Content Marketing Vendors are typically offering the software used to package and promote DRM-enabled content that usually includes embedded DRM technology.

7.1.4 Financial Clearinghouses

Financial clearinghouses provide a service that involves receiving and distributing content usage payments amongst the value-chain participants.   These vendors include IBM. 

7.1.5 DRM Application and Service Providers

DRM application and service providers provide the tools to enable content owners to sell their content in a secure manner over the Internet.  These include RioPort, Mobipocket, Entriq, Bertelmsann and others.

7.1.6 DRM-based Delivery Service Vendors

Companies such as Atabok offer secure transmission of digital content. 

7.2 DRM Uses

Many people typically associate DRM with rights protection.  In fact the application of DRM can be far broader and still remain in the scope of ISMA interest, including:

· Commercial application to protect monetary value of a digital asset

· Privacy

· Tracking of intellectual property without sales or privacy requirements

· Protection of content integrity

7.3 Market Trends

DRM technology will be attractive in a variety of markets as companies increasingly develop e-business strategies.  The tendency of many involved in Internet-based streaming media is to focus on the requirements of the entertainment industry and specifically the major Hollywood studios.  The Entertainment and Publishing market segments are compelling, but other markets should not be neglected such as Financial Services, Healthcare, Government, and E-learning.  Keeping a global perspective is also very important since different countries impose different legislative requirements, especially in the areas of protection of intellectual property and privacy.  ISMA needs to optimize for the most conservative requirements, since it is easier to relax requirements than it is to implement more stringent mechanisms in hindsight.

7.3.1 Market Size Estimates 

DRM is in a critical stage of its market development.  It could become a legitimate market segment, or it could be a niche market, depending on whether the barriers listed in Section 5 of this document can be addressed in a timely enough manner that alternative solutions do not manage to become entrenched in the B2C marketplace.

Gartner estimates with 70% certainty that the total worldwide content security market will be greater than $3 Billion by 2006 (CAGR of 106%) OR it may not exceed $500 Million if B2C companies use other venues to distribute their content (0.3 probability factor).  The Gartner data does not include WMT player DRM revenues because that is a free offering.  IDC elaborates on the software-specific revenue opportunities below.  
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While ISMA does not focus on revenues or products specifically, these market estimates are provided as perspective for how important DRM is to customers and whether DRM interoperability is a legitimate second step for ISMA.  It is also important that ISMA weigh the opportunity cost of focusing limited resources on DRM versus some other area of streaming media acceleration.  The data supports the notion that the DRM market is in a state of long term uncertainty, and that DRM is a large barrier to Internet-based streaming content distribution.   Therefore it is arguably the appropriate second step for ISMA following the release of the MPEG-4 specification.  Thus, it is within ISMA’s interest to see the factors prohibiting B2C DRM adoption removed.

7.3.2 Microsoft DRM

As a point of reference, the following data supports the success of Microsoft’s DRM element of its Microsoft’s Windows Media Technology offering.  It also serves to provide a benchmark for any future ISMA DRM interoperability specification:

· > 275 companies have licensed WM DRM to create secure distribution systems for WM content.

· > 130 software developers have licensed the WM DRM SDK to support playback of secure audio and video.

7.3.3 Market Predictions

Gartner provides a table predicting the timeline and milestones involved in the evolution of DRM:
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7.4 Emerging Specifications, Standards and Related Efforts

Standards for DRM will help encourage innovation and accelerate adoption.  A wide variety of related standards efforts are underway, though arguably none have reached acceptance yet.  ISMA can help reduce confusion and increase the likelihood of success for DRM by adopting and supporting (by reference or otherwise) the standards that are most cohesive with ISMA’s objectives.  It is also paramount that ISMA maintain an ongoing dialog with industry consortiums and standards bodies to raise the visibility of ISMA requirements and ensure these requirements are incorporated into related standards whenever possible.  ISMA should not attempt to contradict or duplicate initiatives, as that will only serve to diffuse impact, and prolong DRM market immaturity.

Areas of focus for these standards efforts include:

· Content Identification 

· Rights specification languages 

· Privacy

· Platform optimization

The DRM-related emerging specifications, standards and standards bodies, include (but are not limited to):

· Digital Object ID’s (DOI) for uniquely identifying digital content.  This is being developed by the Corporation for National Research Initiatives (CNRI) and handed off to the DOI Foundation (IDF). 

· Extensible Rights Markup Language (XrML), which is being developed by ContentGuard to specify rights and issue conditions for content protection.

· Open Digital Rights Language (ODRL), an open-standard alternative to XrML.

· MPEG Intellectual Property and Management and Protection (IPMP) which is the MPEG-specific DRM standards efforts.  MPEG-21, specifically, is focused on metadata, business rules and privacy, for example.

· World Wide Web Consortium (W3C) which is developing a “DRM-Language and Vocabulary”.  

· 3C, 4C, 5C: Industry alliance including Hitachi, Intel, Matsushita, Sony and Toshiba.  Focus is on device standardization including Content/Copy Protection for Removable Media (CPRM) and creation of the Digital Transmission Licensing Administration (DTLA) formed by the 5c to handle licensing.

· Trusted Computing Platform Alliance formed by Compaq, HP, IBM, Intel and Microsoft to increase the trusted nature of the PC.

· IETF which is addressing Internet protocols such as SRTP.

· Secure Digital Music Initiative (SDMI) Portable Device Specification.  Though generally perceived as unlikely to be successful, SDMI is creating an open technology specification that protects the playing, storing, and distributing of digital music.

· Digital Video Broadcasting (DVB) project is an industry-led consortium focused on standards for the delivery of digital television and data services.

· Copyright Technical Protection Working Group (CPTWG) is the working group of copyright protection technology under DVD for setting the standard.  CPTWG manages and protects all the copyright of DVD itself and related video applications.  

7.5 Customer Requirements Interviews

The ISMA DRM Task Force conducted interviews with AOL/Time Warner, Bertelsmann, Disney, Electronic Frontier Foundation, Intel, IPMP, Motion Picture Association, Reuters, Sony, Wireless Multimedia Forum, and Yahoo to validate the “interoperability/standards” strategy being proposed, and hear their requirements first hand.  These companies were selected because they are influential and represent multiple industries and geographies.  The expectation set with them was that the ISMA DRM Task Force was determining the scope of ISMA DRM and validating proposals with them.  They expect ISMA to arrange for follow up meetings in which we present the agreed upon high level strategy and scope, and solicit the next level of detail on specific encryption and interoperability requirements.   These interviews should be conducted when the ISMA membership has approved the high level scope proposed in this document. 

The following is a summary of the findings.  Notes from most of the interviews/discussions are listed in Appendix A.

7.5.1 Common Themes

The following concerns and priorities were shared by most or all of the companies interviewed:

· General support for standardizing on a particular encryption structure for DRM interoperability and accelerating DRM standards, but with the caveat that the next level of detail needs to be provided.  At the time of the interviews, that level of detail was still being developed.

· Concern for the value of a DRM specification or interoperability certification, without comprehensive licensing and enforcement mechanisms from ISMA.  The general perception was that licensees will cut corners on implementing the ISMA DRM specification without a strong enforcement program.  If that happens ISMA’s reputation will be tarnished.

· The general perception was that interoperability and encryption standards are not the primary impediment today.  The primary issue expressed by these companies is the ability of standards bodies and/or licensing authorities to control the implementation and legitimacy of DRM technology implementations and the ability to shut down violators.  

· The PC is the primary platform of concern.

· Keeping “honest” AND “dishonest-but-lazy” people honest is sufficient according to most interviewees.  The idea is to make DRM solutions transparent enough and make business models attractive enough to induce the desired behaviors.

· Many were as interested in downloading as in streaming.

7.5.2 Data Highlights

In addition the following important elements were uncovered, though not raised by the majority of interviewees:

· Perception that technology does not need to be impenetrable, only resilient.

· Concern that ISMA must consider change management requirements of content providers.  Since DRM technologies are likely to be continually modified as they are hacked, the need to upgrade and change DRM schemes is expected.  New technologies and the accompanying specifications and licenses must be implemented in a backwards-compatible fashion so content does not need to be re-encrypted and so that existing content is not exposed.  

· Concern for privacy takes a backseat to concern for rights protection.  Only 60% said privacy was important.  

· The issue isn’t necessarily the PC itself as much as a user programmable platform vs. a controlled environment.

· Content usually becomes less valuable over time.  The content owners are often more concerned with the timeliness of unauthorized redistribution then they are with the quality of the reproduction.

· Some stated the need to use the highest quality encryption methods and most difficult-to-remove TPMs possible.  Better to set the bar too high than too low.

· There were inconsistent perspectives on whether implementation should be in hardware or software, but general perception that software is more expediently resilient.  

· Concern that those who had to pay for DRM technologies were the ones being restricted by those technologies, so the model is broken.

· Interest in having ISMA get involved in PKI.

· Mixed perceptions on whether “pull IPMP” (please refer to ISMA DRM Recommendations document for comprehensive description) is acceptable.  
· What is “not allowed” may be just as important to specify as what ISMA chooses to certify.

· Content owners would like DRM specifications that enable the detection of whether content was ever rights-protected.

· Most wanted to protect the content’s rights association, and weren’t hugely concerned with whether the violation action was unauthorized copying/redistribution vs. viewing, as much as they were concerned that there be some means of determining that the rights had been violated.

8  ISMA DRM Requirements

Thus far the market requirements data has been of a level needed to propose a strategy and set high-level requirements for ISMA.  More detail and customer validation is required to create a specification and determine conformance requirements, as well as to select which technologies and specifications need to accompany the ISMA DRM specification in order to meet customer requirements.  Of particular necessity is data that defines encryption and authentication algorithms and levels, quantifies levels of security tolerable by ISMA, and defines what “compliance” means.  These are not unlike the issues faced with ISMA Spec 1.0.

8.1 High-Level Requirements

8.1.1 Specification

At a high level, and as a minimum, ISMA needs to define a specification that fits the following characteristics:

1. Means of standardizing on encryption at the ISMA MPEG-4 and/or RTP content layer and possibly also the transport layer using SRTP.

2. Means of standardizing that can be shared as an open specification. 

3. Means of standardizing on message and content authentication that can be shared as an open specification.  

4. Specification that is device independent but capable of security in a user-programmable environment.

5. Resilient/Self-healing: Specification must impose mechanisms allowing for easy and rapid update in the case that ISMA’s encryption and/or authentication schemes are cracked.

6. Nominal cost to license:

7. Defines a change management strategy that is backwards compatible and a licensing structure that is consistent with the change management strategy.

8. Highlights the elements of DRM that must be present to meet ISMA’s security requirements, and also highlights the elements of DRM that must not be present.

9. Requires certification or licensing from other standards bodies as appropriate to ensure robustness and effectiveness, and highlights which standards are required as a minimum.

8.1.2 Conformance Program

ISMA must also implement a conformance process in conjunction with that specification.   This program must include, at a minimum:

1. Definition of the level of ISMA security required.

2. Definition of the minimum criteria for successful certification and interoperability.

3. Specification of testing processes and tools for ISMA certification testing.

4. Specification of any additional conformance requirements such as certification and licensing of other technology implementations and licensing bodies.

5. Specification of the milestones upon which re-certification must be pursued.  

6. Specification of the claims that can be made and implied by achieving certification.

7. Mechanisms for enforcement.

8.1.3 Standards Acceleration

ISMA needs to actively work to advance and support emerging standards efforts in areas that are required for a complete end-to-end DRM solution but that are either already in progress (so its important not to compete with them) or beyond the scope of ISMA.  These include PKI and licensing/enforcement of DRM technologies.   ISMA should especially focus on IPMP and the IETF.

8.2 Security Capabilities 
· Encryption and authentication are applied to each stream or file download operation.

· MPEG metadata are unencrypted and visible.

· Allows authentication of content creator or owner.

· Allows persistent level encryption.

· 128 bit level encryption.

· The following table, generated by Mark Baugher, defines the properties required:


8.3 Other recommendations

· ISMA should appoint a liaison with key organizations including the MPEG and IETF, along with streaming groups such as the M4IF and others.  This liaison should regularly meet with these organizations representing ISMA’s requirements. 

· ISMA should continue an open dialog with the following organizations: TCPA, W3C and DVB.

· ISMA should continue an open dialog with those companies who were interviewed, and other industry influencers, to evangelize ISMA’s value and objectives, and solicit their support.

· ISMA should consider actively recruiting members of the various market segments in the DRM ecosystem in order to have a broader influence base.  These include, but are not limited to, content owners, tamper-proof technology vendors, content marketing vendors and DRM application and service providers.

· ISMA should create a set of tools that enables members to explain how ISMA’s contribution fits into the overall scheme of DRM standards/interoperability efforts and how ISMA is working with other organizations to address the requirements that do not fall within ISMA’s charter.

· “Null IPMP” received mixed feedback.  Further investigation needs to be conducted to understand whether this is a requirement.

· Other less-critical requirements of DRM such as privacy, extension of ISMA DRM into additional areas such as download, and DRM specifications that enable the detection of whether content was ever rights-protected, should be considered as resources permit.

9 Currently Unresolved Concerns

The following concerns should be noted:

· Need to resolve the extent to which both MPEG-level and transport level standardization are required.  Is just content-level sufficient?  Certainly transport level provides additional protection against denial of service attacks and enables the network to provide additional value-add, which make this compelling to service providers and network equipment providers.  Content providers have said that they support any/all means to make DRM systems as effective as possible.  Customer requirements and setting the ISMA security threshold will drive these market decisions.

· Do we need to protect the RTSP?  This is an engineering discussion, which is being led by Ganesh Rajan.

· What is the strategy for compatibility of an ISMA DRM specification with the existing ISMA 1.0 Specification?

· Enforcement and licensing are not trivial implementation details and the resources of ISMA need to be considered before these process are underway.

10 Risks and Dependencies

10.1 •Dependencies:

· Successful maturity of all “included by reference” standards efforts such as SRTP, IPMP, etc. that are required for a comprehensive ISMA DRM solution.
· Successful licensing and proliferation of ISMA DRM compliant products in many parts of the end-to-end ecosystem.
· ISMA’s DRM certification program should be an extension of ISMA’s MPEG specification compliance program, which is not yet completed. 
10.2 •Risks or Issues that may need to be addressed:

· IPR contamination within the encryption and authentication mechanisms.

· Action plan: Allow encumbered technologies as long as there is explicit agreement that the owner will license them freely to ISMA members, or removal of those technologies in favor of unencumbered alternatives.

· Incompleteness of initial solution. 

· Action plan:  Broaden scope to more explicitly involve and require cross licensing and certification with key licensing and PKI authorities. 

11 Conclusion

ISMA has the potential to greatly accelerate the adoption of streaming media.  To do so, ISMA must go beyond the 1.0 specification.  DRM is a complex series of technologies, and most of them are beyond the scope of ISMA to directly address, but DRM is impeding streaming media from being more widely adopted today, and ISMA must have a strategy for dealing with that or the 1.0 Specification will be less impactful.

ISMA can contribute greatly by architecting standardized encryption and authentication techniques, certifying compliance of those who have opted to develop products using those techniques, and supporting organizations that are addressing related standards.  ISMA’s success with DRM will also provide a good springboard for any future ISMA endeavors into other MPEG specifications because it is relevant beyond MPEG-4.

12 Appendix – Additional Source Citations

Content Management Providers: Timetable toward DRM, Alan Weintraub, Gartner Group, 3 July, 2001.

Corporate Privacy: Protecting Information Assets, Arabella Hallawell  Vic Wheatman, Gartner Group, 23 October, 2001.

Digital Rights Management (DRM): A Definition, Joshua Duhl, IDC, January, 2001.

Digital Rights Management (DRM) Software: Perspective, Ant Alan, Gartner Group, 14 November, 2001.

Digital Rights Management and Content Security, Alan Weintraub, Gartner Group, 7 May, 2001.

Document and Content Technologies Market Forecast and Analysis Summary, 2001-2005, Susan Feldman, IDC, August, 2001.

DRM Landscape: Technologies, Markets, Vendors The, Joshua Duhl, IDC, June, 2001.

IDC Forecasts Worldwide DRM Software Revenues Will Skyrocket to More than $3.5 Billion in 2005, IDC Research Press Release, IDC, 28 June, 2001.

“Media Alert”, PC Magazine, Linden deCarmo, June, 2001.

“Streaming Revenue? Not Yet”, Teledotcom, Rivka Gewirtz, April 2001.
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