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Tel. Number:

+972 (3) 572 2111

Re:  Liaison Statement on requirements for DRM

Dear Baruch,

Please find below the initial response from the WMF’s Application Requirements Working Group to your request for input and cooperation on content providers’ DRM requirements.

Sincerely,

Martin Hall

(on behalf of the WMF Application Requirements Working Group)

WMF Response to 3GPP TSG-S WG4 Liaison Request

Introduction

The WMF welcomes the opportunity to coordinate work and provide 3GPP TSG-SA WG4 with input on the market requirements of content providers regarding Digital Rights Management. This document is the WMF’s initial response. At the last meeting of the WMF’s Application Requirements Working Group in Hawaii in July 2001, we discussed a plan for responding to your request and began the groundwork with an ad hoc task force. We are not yet complete with the work and need to better understand the timeframe requirements of your group (See Open Questions below). We had hoped to have a little more information for you but the month of August, as Europeans well know, is a difficult one to establish contact with and get information from many companies. Our plan is to consolidate requirements gathered from a number of sources as listed below and submit them as one set of requirements in a timeframe that meets your group’s requirements.

The following is a summary of the activities we have undertaken since receiving your request.

1. Created an informal task force in the AWG which identified a basic set of requirements and “open questions”.

2. Investigated & reported on status of MPEG work

3. Researched status of market requirements gathering in the industry among vendors, industry forums, standards bodies etc.

4. Initiated conversation with ISMA re their requirements investigations

5. Initiated research of content providers. Electronic survey is underway via email and web.

In order to ensure we meet your request for input on requirements and to steer our work in the right direction, we respectfully request more information from 3GPP TSG-SA WG4 on your plans by answers to the Open Questions below.

The WMF would also like to take the opportunity to stress the relevance of its core operating principles, which include the need to:

1. Embrace, drive and/or enable standards-based solutions.

2. Take existing baseline technical work on multimedia streaming and messaging into account including the WMF’s Recommended Technical Framework Document (RTFD) Version 1.

3. Avoid “reinventing the wheel” and to consolidate and align the work of multiple industry groups and standards bodies.

It seems that there are two options when addressing DRM standardization issues as summarized below. As referenced in “Open Questions” below, WMF is interested in which path 3GPP intends to follow regarding these options:

1. Specify only hooks as in MPEG4.

· Upside: more flexibility for vendors and carriers. Also, easier to embrace existing solutions.

· Downside: Creates potential problems for content providers and consumers who have to choose between multiple schemes and/or support multiple schemes.

2. Specify DRM in detail including the protection and licensing mechanisms.

· Upside: clear standard.

· Downside: Risk of non-uptake by major players.

Open Questions

1. What is the timeframe for 3GPP?

2. Does 3GPP SA4 intend to specify just hooks or the whole scheme?

3. Is the DRM framework/scheme being applied to streaming multimedia, MMS or both?

WMF Survey - Sample Responses to date from WMF Survey

This survey is being sent to content providers for email or web response. The URL for the survey is:

http://www.wmmforum.com/surveys/2001/drm-aug-2001.asp
Sample Response #1

This is perhaps the most significant response we’ve had coming from a major content provider with business interests in music, movies, television and beyond.

1. Should local storage of content at the wireless device be enabled?

C: Local storage in the wireless environment is a likely product feature. In order for the device to receive and store the highest value content in a legal and authorized manner, there must be a means of enabling and auditing robust and renewable content protection and usage control rules (i.e.; rights) within the wireless environment. Until content protection is in place, there will be reluctance on the part of some content owners to allow their high value content to flow into the wireless environment.

1.1 If yes, should stored content be capable of transfer to other devices?

C: The ability to transfer content from one device to another is a likely product feature. The explanatory statements in my answer to question 1. above also apply here.

2. Should software decoding of multimedia content be enabled at the destination device or should there be dependence on an integrated or add-on hardware component?

C: There should be dependence on an integrated hardware component that incorporates robust and renewable content protection and usage authorization technology.  An add-on hardware component is unacceptable because it is an obvious piracy attack point.

3. Should the Digital Rights Management scheme adopted be compatible with other destination devices such as wired PC's?

A: Yes.  It must be compatible, interoperable, and of an equal or higher level of protection and control.  It also must be renewable.  It need not be the same DRM scheme as the PC.  When it comes to implementation decisions, there will most likely be a relationship between the quality and the value of the content allowed into the wireless environment and the strength and renewability of the wireless unit DRM implementation.

4. Should the Digital Rights Management scheme adopted be compatible with other media types (i.e. with non multimedia content)?

A: Yes.  It must be compatible, interoperable, and of an equal or higher level of protection and control as those adopted for other media types.  WMF is contributing to the design of a transport environment that should be designed to accommodate the widest possible range of payload types.

5. Is encryption of the delivery channel (i.e. cellular channel and/or IP protocol) enough to protect multimedia data or do the rights need to be associated with the content itself?

B. "Associate with Content" The DRM solution should be designed for the OPTIONAL triggering of the highest possible level on content protection. This would include encrypting the delivery channel, encrypting the content, and binding the rights to the content.

Additional comment:

The standards effort should also address the design and rapid implementation of distinct DRM layers in the wireless environment.  Layering will allow manufacturers to create devices for specific single or multiple layers of content, providing the consumer with more wireless device and content choices.  The layers should span from unsecured public domain data to highly secured movie content delivery and banking transactions.  Parameters should include authentication (ex. yes or no), encryption (ex. yes or no), time-based usage rules (ex. becomes unusable after X days), quality-based usage flags (ex. low resolution that plays on all units, high resolution that only plays on compatible units), and the ability to virally distribute the content when it is bound with the usage rules.

There is an immediate need for these standards for ringtones for cell phones, downloadable games, and MP3 files.

Sample Response #2

1. Should local storage of content at the wireless device be enabled? Yes, but we must be realistic to reality of bandwidth and prohibitive cost of adding storage to wireless.

     1.1 If yes, should stored content be capable of transfer to other devices?

          C. Yes, but from a Server to Client model, not the Device itself.

2. Should software decoding of multimedia content be enabled at the destination device or should there be dependence on an integrated or add-on hardware component?

A. Software

3. Should the Digital Rights Management scheme adopted be compatible with other destination devices such as wired PC's?

A. Yes

4. Should the Digital Rights Management scheme adopted be compatible with other media types (i.e. with non multimedia content)?

A. Yes

5. Is encryption of the delivery channel (i.e. cellular channel and/or IP protocol) enough to protect multimedia data or do the rights need to be associated with the content itself?

A. Channel Only

Other Standards Bodies/Industry Organizations

MPEG-4

MPEG-4 work on Digital Rights Management goes by the name “Intellectual Property Management and Protection”. For an overview of the technical side of the IPMP framework, see also WMF Document Number 0701HI111 accompanying this letter.

In April 1997, a “Call for Proposals for the Identification & Protection of Content in MPEG-4” was issued. This enabled requirements to be gathered that led to the definitions of two pieces of technology:

1. Identification of Intellectual Property

2. Protection Mechanisms

In July 2000, a new call for proposals was issued to address the following requirements:

[ISO/IEC JTC1/SC29/WG11 N3543, MPEG Requirements Group, Call for Proposals for IPMP Solutions, July 2000, Beijing MPEG meeting]

1. The solution shall support access to and interaction with content while keeping the amount of hardware to a minimum. There shall be no duplication of similar devices to interact with similar content from different sources. To a lesser extent, the same applies to software. Examples of interaction with content are playback, copy, edit, create and so forth. 

2. The solution shall support easy interaction with content from different sources without swapping of physical modules; that is without requiring action on the part of the end user. Addition of modules is acceptable if it requires a one-time action, if the device supports it, and if the cost is reasonable. 

3. The solution shall support conveying to end users which conditions apply to what types of interaction with the content. An example is payment for playback. 

4. The solution shall support protection of user privacy. Note: In many countries legislation requires that no user information shall be disclosed without the explicit consent of the end user. 

5. The solution shall support service models in which the end user's identity is not disclosed to the service/content provider and/or to other parties. 

6. The solution shall support the preservation of user rights. Notes: 1) For instance, the solution shall support preservation of user rights in such events as the provider going out of business. 2 ) It is believed that an important requirement of end users is that their rights to interact with the content not be revoked for alleged misuse when the burden of disproving misuse is entirely on the end user. However, MPEG does not currently see any implications for these requirements. 

7. The solution shall support the content and the end user’s rights to interact with it to survive common accidents, e.g. an operating system crash, or a flat battery. 

8. The solution shall support MPEG-4 terminal mobility, e.g. end users should be able to use the same device in different locations. 

9. The solution shall support content mobility across MPEG-4 terminals, e.g. end users should be able to move to a different terminal and keep their rights to interact with the content. Note: Assuming easy access to the content, this mainly applies to the portability of the rights to interact with it. 

10. The solution shall support content and the end user’s rights to interact with it to survive changing to a new version of similar hardware or software. Note: Assuming easy access to the content, this mainly applies to the renewability of the rights to interact with it. 

11. The solution shall support content and the end user’s rights to interact with it to survive changing to a different type of MPEG-4 hardware. Note: Assuming easy access to the content, this mainly applies to the survivability the rights to interact with it. 

12. The solution shall support transferring, temporarily or permanently, content and the rights to interact with it to another party. 

13. The solution shall enable content owners to control which of their assets are available when, where and under what conditions. 

14. The solution shall support persistent security over time and renewability of that security. 

15. The solution shall support the flexible expression of different business models/rules, which might yet be unknown and which may change over time, markets and geography. Note: Some business models are envisaged to involve ‘super distribution’, in which content and rights to interact with it are passed along from one user to another 

16. The solution shall enable content owners to change business rules whenever and however they wish. 

17. The solution shall support implementations that are cost effective with regard to the value of the content to be managed and protected. 

18. The solution shall support fast development of products and services. 

19. The solution shall support implementations into devices that have a long life cycle, i.e. at least five years. 

20. Implementation of the solution shall be based on currently available technology. 

21. The solution shall not impose policies. Note: Imposing policies is the legitimate domain of content, service and application providers, and governments. 

ISMA

We are in discussion with the Internet Streaming Media Alliance to coordinate our requirements gathering with efforts they have underway. We expect to have more information from them in the next one to two weeks.

SDMI

The Secure Digital Music Initiative is focused on developing specifications for protected digital music distribution. The SDMI membership includes a number of significant content providers whose requirements are presumably reflected in public specifications issued by SDMI. At the time of writing it is not clear whether content providers requirements were formally collected, documented and made public by SDMI. We are undertaking more work to determine what formal requirements work, if any, was conducted by SDMI.

Proprietary Solutions

Since a number of companies have undertaken frameworks or technology solutions that address DRM requirements, we feel it’s also important to be at least aware of directions these companies have taken. Please note that this research is note yet complete.

Companies we feel it’s important to be aware of include, but are not limited to:

Intertrust

Reciprocal

ContentGuard

SealedMedia

Nokia

Entrust

IBM (Electronic Media Management System - EMMS)

Microsoft

RealNetworks (RealServer iQ for streaming; MusicNet solution for downloadable files)

SealedMedia

Requirements identified in a SealedMedia White Paper

http://www.sealedmedia.com/solutions/whitepapers/en-busus.pdf
· Robust, persistent content protection

· Publishing power, agility & control

· A painless consumer experience

· Rapid, low-risk implementation and ease of use

· Scalability

· Win-win pricing

Nokia

From Nokia presentation to W3C, Jan 2001

“Nokia - Position Paper 

W3C Workshop on Digital Rights Management”

http://www.w3.org/2000/12/drm-ws/pp/nokia-durand.html
Our specific requirements for a DRM solution, are

· Efficiency. Makes efficient use of limited resources of mobile device 

· Support for multiple delivery channels (broadcast, streaming, superdistribution) 

· Support for a variety of devices 

· Interoperability between various content provider's DRM systems 

· Ease of use. That it will not adversely affect the usage patterns of consumers 

· Cost effectiveness. 

· Support for relative, emerging standards. 

· Support for flexible rights management (metered, pay per view, loaning)

From a Nokia perspective, these requirement areas cover Music, Publishing, Video, Software and Games.

