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Introduction and background

Multimedia content is in general a valuable asset. Because of the perfect quality of digital copies and the ease of their distribution in data networks, content providers are reluctant to release premium content in digital format. On the other hand, premium content is required for attractive multimedia services in general and packet-switched streaming in particular. 

It is therefore very desirable to include mechanisms for content protection into PSS, as was already proposed in the Release 4 work. The goal of content protection, also generally called Digital Rights Management (DRM), is to reduce unauthorized copies and to enable safe distribution of protected content as much as possible and feasible. 

Levels of DRM protection 

DRM is not a well-defined term. Several classes of DRM systems and associated copyright protection mechanisms are conceivable. The following list is not necessarily complete, but lists categories of DRM systems with different levels of protection, and different costs of deployment. These categories could be used to define the scope of the 3GPP PSS DRM standardization.

1. no protection (this is the current status of 3GPP PSS: no DRM system is included)

2. signalling of legally binding copyright information (e.g., usage rules for media content), but no technical mechanisms to enforce them

3. signalling of legally binding copyright information (e.g., usage rules for media content) and technical mechanisms to enforce them (e.g., encryption, cryptographic key management)

Besides these different classes of DRM systems there exist generic mechanisms that offer APIs and thus enable to use any DRM system. Such mechanisms have for example been standardized as part of MPEG-4 and MPEG-7 and are called ‘hooks’. A hook is an API or interface that enables to attach a DRM system, without specifying the DRM system and its functionality itself. While hooks ease the deployment of proprietary DRM solutions, they do not result in an interoperable solution, since different proprietary DRM systems are typically not compatible, even if they use the same APIs. The missing interoperability has also been recognized as a problem in the MPEG standardization. Currently, concepts for DRM modules that are loadable when required are developed in the MPEG group. However, these concepts are not mature yet. Besides the classes of DRM system stated above, hooks can be added as a further possibility for the scope of the  3GPP PSS standardization, but its associated interoperability problem should be kept in mind:

4. DRM hooks / APIs (standardized interface, no standardized DRM functionality)

(Remark: The enumerated options are in line with the options outlined in ‎[1]  
Requirements for PSS DRM Release 5

As outlined above, several different levels of DRM are possible. The standardization effort for these different levels of DRM system is also very different. In order to define suitable and feasible 3GPP DRM mechanisms it thus seems to be necessary to specify realistic requirements that the 3GPP Release 5 DRM should fulfil, and define a solution based on the requirements.

Req. 1. The PSS Rel5 DRM system (in the following called “the DRM system”) MUST provide mechanisms that enable content producers and content distributors to signal copyright information and usage rules to PSS terminals.

Req. 2. Terminals and players declared compliant to 26.233 and 26.234 (“3GPP players”) MUST follow the signalled rules. They MUST NOT ignore or modify the rules.

Req. 3. Terminals and players not declared compliant to 26.233 and 26.234, but using the standard protocols and codecs (excluding the 3GPP extensions) that are defined in 26.234 (“Internet players”), SHOULD NOT be able to play protected content. They MAY be able to play unprotected content.

Req. 4. The set of possible rules MUST be flexible enough to express rules as needed for content distributor business models, like subscription or pay-per-view business models.

Req. 5. The set of possible rules MUST include the following rules

· a rule that allows/disallows storage of the media elements on the device

· a rule that allows transfer/export of the media elements to another device and playback only on that device

· a rule that allows transfer/export of the media elements to another device and sub-rules to restrict the playback (e.g., playback only on the device that the content has been exported to, playback only using the USIM of the subscriber, playback only on DRM enabled devices)

· a rule to control further copying/exporting/transfer of data exported to another device

Req. 6. It SHOULD be possible to specify separate rules for each media element in a multi-media presentation.

Req. 7. The DRM system MUST be extensible to a complete DRM system fulfilling the needs of content providers for premium content. It MUST NOT define mechanisms that block a later extension of the DRM system to provide improved protection and enforcement of the rules.

Req. 8. The DRM system SHOULD provide mechanisms that can also be used for protection of MMS content and downloaded content. There SHOULD NOT be incompatible DRM systems for MMS, PSS, and download (Note: work for a basic DRM solution has started in T2 (MMS standardization) ‎[2]  and S3 ‎[2]  
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‎[3]  and should be coordinated with this effort.)

Req. 9. The DRM system SHOULD be convenient to use for the end user.

Req. 10. The DRM system SHOULD impose low signalling and computation load.

Future work

We propose to agree on a set of realistic requirements for PSS Rel5, where the set above can serve as basis for discussion, and to subsequently define a DRM solution for 3GPP PSS Rel5 that satisfies the requirements.
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