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1. INTRODUCTION

The aim of Digital Rights Management (DRM) is to digitally manage and protect the intellectual property and copyrights of content and content owners. This includes identifying the rights as well as protecting them against unauthorized or illegal use. Thus enabling authorized transfer or distribution of content according to predefined rules, which may involve commercial (payment) aspects.

Several solutions that implement aspects of DRM already exist in the market, some of which were already mentioned in 3GPP SA4 document titled ‘Digital Rights Management for extended PSS in R5’, numbered S4 (01)0357. There have also been several organizations and initiatives dealing with this subject, such as DAVIC
, CPTWG
 of the DVD Forum
, OPIMA
, the SDMI
, ODRL
, and MPEG (as part of the MPEG IPMP
 effort).

The recent market trend has been to separate the actual implementations of DRM solutions from their use by applications that transfer or manipulate contents. This is typically done by attempting to standardize the interface to a generic DRM solution (e.g., in OPIMA or MPEG). As part of this trend we see solutions that involve the use of “digital rights languages” (e.g., ODRL, RealNetworks’ XMCL
, or ContentGuard’s XrML
).

The purpose of this document is to present an aggregated list of requirements that are applicable for a DRM solution, especially in an environment in which multimedia content is transferred over networks, with real-time and streaming aspects, having end-to-end implications. It should be noted that DRM solutions “cut across” many components and aspects of a system, potentially also affecting quality, performance and interoperability.

It should further be noted that it may be practically impossible to satisfy all the presented requirements in full. An exhaustive list of today’s DRM requirements may contain some inherent contradictions – for example, it may be impossible to fully control redistribution of content, while using de-facto standard formats and in the same time avoiding the use of dedicated hardware (or at least some operating system’s kernel-level code
). Thus, there may be some sense in prioritizing the requirements or grouping them appropriately.

2. THE PROPOSED REQUIREMENTS

The following requirements are presented from functional point of view. This basically means the view of content owners and end-users (consumers), although some more technical aspects cannot be avoided.

One more comment should be mentioned with regards to the terminology used in documents discussing this topic: Terms like ‘play’ or ‘use’ (with respect to multimedia content) may appear with close meaning. Similarly, terms such as ‘rights’, ‘copyrights’ or ‘intellectual property’ are also widely used in related situations.

2.1  General Requirements

· The solution shall support seamless operation by the end-user (i.e., the end-user should not be bothered by DRM where not necessary).

· The solution shall support the separation between identifying rights and protecting them (e.g., the ability to turn off protection while still managing full right information).

· The solution shall support separation between contents and rules (the capability to store separately, to modify independently, and to assign different sets of rights to same content, or vice versa).

· The solution should also protect end-user rights (e.g., in case of content provider failures).

2.2  Functional Requirements

· Notifying – the system should permit users to be informed about the rights status of both content and users (e.g., don’t block access without apparent reason).

· Basic authorization and authentication – the ability to prevent unauthorized usage (this is historically the “foundation” of DRM).

· Limited usage – the ability to block usage by various parameters (e.g., number of times content played, expiration date, etc.).

· Partial asset protection – the ability to apply different rules/rights to parts of a larger piece (e.g., protect streams within a session, for example for preview purposes).

· Encryption – the ability to scramble content while not played (e.g., against eavasedropping/interception). Note: Encryption technologies are typically used to achieve other goals, such as reliable authentication. In this specific requirement, we refer to the functional need of encrypting data if viewed by an unauthorized body.

· Digital signature / fingerprinting – the ability to later prove end-user selections or actions, in front of a 3rd party.

· Tracking / watermarking – the ability to mark content (visibly or not) for later tracking of rights or right violations. The marking should be inseparable of the content.

· Sharing – the ability to authorize an end-user for limited or unlimited sharing of content, or to enable him/her to forward protected contents (to be separately authorized for others).

2.3  Requirements Concerning Content Manipulation

· The ability to prevent unauthorized redistribution of contents.

· The ability to prevent modification of contents (even when redistribution is authorized).

· The ability to force the presence of certain content segments as a condition for playing it (e.g., author details or copyright information), even if content is allowed to be modified.

· The ability to automatically “cut and paste” rights information together with content segments data to which they apply. Specifically - the ability to track rights information in cut parts of an original larger piece of content.

· The ability to apply rights and tracking capabilities to a larger piece of content into which the original protected content is merged.

· The ability to search in a protected content should also be controlled by the DRM rules (e.g., allowed or not, with or without displaying partial search results).

2.4  Requirements Concerning Interoperability

· The ability to play “old” unprotected content on current system.

· Preventing play of protected content in “old” systems.

· The ability (at the server side) to easily “turn off” DRM altogether, resulting in non-serving protected material.

· Support of DRM levels and optional protective features selected by the end user (e.g., encryption).

· The solution should not strongly rely on a specific hardware device internal id (e.g., end user will be able to change hardware player without inherently affecting his/her rights).

· Support for common existing multiple content formats.

· Support for common existing transport.

· The solution shall apply the same semantics of rights (and especially not ignore rights altogether) for different platforms and/or file formats.

· There is a need to use public (known & tested) algorithms.

2.5  Requirements of Technical Nature

· The solution should apply all right protection features in real-time, while content is received by the end user (for streaming and live modes).

· The solution should withstand loss of fragments of information (due to communication problems).

· The same rights should be applied and similarly protected for the same piece of content, no matter where it currently resides (on disk, in memory, etc.).

· DRM processing should not affect (or have little influence on) the performance and quality of delivered content.

· The system should have some interface to promote billing and payment for royalties.

· There should be some management tools using standard interfaces for rights and rules management.

2.6  Requirements of Legal Nature

· The solution should not be limited in deployment and usage due to existing export license regulations.

3. SUMMARY

The proposed list of requirements above is by no means exhaustive. Certain organizations dealing with DRM in related environments have produced other lists in the past, overlapping the above list to some extent. In particular the list above lacks several very general requirements, which may be true for many domains (i.e., not specific to DRM). Many such requirements appear for example under the list found in MPEG-4 IPMP Call for Proposals for IPMP Technology
 (e.g., “The solution shall support fast development of products and services”).

We believe that the list above serves as a good starting point for the TSG-SA WG4, in order to either standardize a DRM solution for multimedia content delivery in 3GPP, or provide an open framework for various DRM solutions.

END OF DOCUMENT

� 	Digital Audio Visual Council, see � HYPERLINK "http://www.davic.org/" ��http://www.davic.org/�


� 	Copy Protection Working Group, see � HYPERLINK "http://www.cptwg.org/" ��http://www.cptwg.org/�


� 	Digital Versatile Disc Forum, see � HYPERLINK "http://www.dvdforum.org/" ��http://www.dvdforum.org/�


� 	Open Platform Initiative for Multimedia Access, see � HYPERLINK "http://www.telecomitalialab.com/opima/" ��http://www.telecomitalialab.com/opima/� and � HYPERLINK "http://www.iec.ch/opima/" ��http://www.iec.ch/opima/�


� 	Secure Digital Music Initiative, see � HYPERLINK "http://www.sdmi.org/" ��http://www.sdmi.org/�


� 	Open Digital Rights Language, see � HYPERLINK "http://odrl.net/" ��http://odrl.net/�


� 	There are several MPEG documents that discuss IPMP. See for example the document titled “Intellectual Property Management and Protection in MPEG Standards”, numbered ISO/IEC JTC1/SC29/WG11 N3943, also available in � HYPERLINK "http://www.telecomitalialab.it/mpeg/standards/ipmp/" ��http://www.telecomitalialab.it/mpeg/standards/ipmp/�


� 	eXtensible Media Commerce Language, see � HYPERLINK "http://www.xmcl.org/" ��http://www.xmcl.org/�


� 	eXtensible rights Markup Language, see � HYPERLINK "http://www.xrml.org/" ��http://www.xrml.org/�


� See for example Microsoft Secure Audio Path model, � HYPERLINK "http://msdn.microsoft.com/library/en-us/wmrm/htm/understandingthesecureaudiopathmodel.asp" ��http://msdn.microsoft.com/library/en-us/wmrm/htm/understandingthesecureaudiopathmodel.asp�


� Appears in the same MPEG document already mentioned in the beginning
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