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[bookmark: _Hlk63845743]5.9	Per-application-authorization
5.9.1	Description
[Operation of certain 5GMSA and 5G System enabled services include an SLA between the Application Provider and the 5GMS System provider. Different solutions to enable per-application authorization should be studied. “Per-application authorization” refers to scenarios where one or more 5GMS-Aware Applications are hosted on the same UE (e.g. a SmartPhone) and may access services only from the associated 5GMS Application Provider.
The 5G System provider may offer one common 5GMSd AF or dedicated 5GMSd AFs. In the later case, the one 5GMSd AF instance services only a single 5GMSd Application Provider.
An example collaboration scenario is depicted below.
]
Editor’s Note: Document the above key topics in more detail, in particular how they relate to the 5GMS Architecture and protocols.
5.9.2	Collaboration Scenarios
Editor’s Note: Study collaboration scenarios between the 5G System and Application Provider for each of the key topics.
5.9.2.1	Collaboration A: UE hosting multiple Applications
This collaboration scenario focuses on cases where one or more 5GMSd-Aware Applications are hosted on the same UE and are using the same 5GMSd Client. This may be the case when the 5GMSd Client is provided as an Operating System level service. The 5GMSd Client supports isolation of the different 5GMSd-Aware Applications.
[image: ]
Figure 5.9.2-1: Per-Application Authorization Collaboration Scenario
Each 5GMSd-Aware Application uses an M8d reference point instance to connect to its 5GMSd Application Provider.
The 5G System provider offers a common 5GMSd AF within the trusted DN. The 5GMSd AF supports request and provider isolation so that 5GMSd Application Provider #1 and #2 are not interfering with each other. For example, 5GMSd Application Provider#1 has agreed different charging conditions than Provider #2 and the 5G System should ensure that only 5GMSd-Aware Application #1 can benefit from the conditions. Another example is different QoS levels, e.g. 5GMSd-Aware Application #1 is entitled to receive higher QoS than Application #2.
5.9.2.2	Collaboration B: Applications with multiple subscription levels
This collaboration scenario focuses on cases where an Application Provider is offering multiple subscription levels to its consumers, for example 4K Premium or SD Standard QoS. This example is inspired by the use case from TS 26.512 [X], Annex A.2.
[image: ][image: ]	Comment by TLr1: Added M8d to Application #2
Figure 5.9.2-2: Per-Application Authorization Collaboration Scenario
Each 5GMSd-Aware Application uses an M8d reference point instance to connect to its 5GMSd Application Provider. The 5GMSd Application Provider is aware about the different subscription levels of the user.
The 5G System provider offers a common 5GMSd AF within the trusted DN. The 5GMSd AF needs to determine that 5GMSd Aware Application #1 is entitled to higher bit rates than 5GMSd-Aware Application #2.
5.9.3	Deployment Architectures
Editor’s Note: Based on the 5GMS Architecture, develop one or more deployment architectures that address the key topics and the collaboration models.
5.9.4	Mapping to 5G Media Streaming and High-Level Call Flows
Editor’s Note: Map the key topics to basic functions and develop high-level call flows.
5.9.5	Potential open issues
Editor’s Note: Identify the issues that need to be solved.
5.9.6	Candidate Solutions
Editor’s Note: Provide candidate solutions (including call flows) for each of the identified issues.
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