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[bookmark: _Toc26357875][bookmark: _Toc36114012][bookmark: _Toc36231558]9	Remote Control
9.1	General
The FLUS Source may support a remote control interface through the F-RC. The Remote Control Target in the FLUS Source may subscribe to one or more remote controll channels. The Remote Control Target in the FLUS Source and the Remote Controller shall implement the MQTT protocol as specified in [21] for remote control.
The Remote Control Target shall connect at the FLUS session start-up to the MQTT Broker and may provide authorization credentials at subscription.
The Remote Control Target shall subscribe at the FLUS session start-up to one or more MQTT topics to receive remote controll commands. The MQTT Broker may restrict subscription to MQTT topics.
The Remote Controller shall connect to the MQTT Broker and provide authorization credentials. The MQTT Broker shall restict publication to only authorized clients using authorization rules. 
If remote control is supported, the Remote Controller and the Remote Control Target shall be provisioned with the MQTT broker address. In the IMS-baed FLUS, the “a=remote_control_url:” session level attribute shall be used to signal the broker’s address. The URI scheme shall be a “wss” or “mqtts”.
The MQTT Topics shall be structured as defined in Clause 9.2.
If the protocol is set to “3gpprcframing”, then the MQTT Messages shall be formated according to Clause 9.3.

9.2	Usage of MQTT
The Topic shall be formatted according to the following ABNF syntax:
Topic=session_id “/” protocol  [ “/” remote_controller_id ] [“/” media_source_id]
The session_id shall be the SIP session identifier for the IMS-based FLUS (as provided by the Session-ID SIP header [22]) or the F_C session resource id for the Generic FLUS. Note that topic names are case sensitive.
The protocol shall be a globally unique identifier of the application remote control protocol. The protocol defines the format of the payload message.  
The remote_controller_id shall be a unique identifier of the remote controller. A Remote Control Target in the FLUS Source may receive message from different Remote Control Targets.
The media_source_id shall contain the unique identifier of the media source in that session. When the media_source_id is omitted, then the message should be applied to all media sources of that FLUS source. In case no  media_source_id is provided in the PUBLISH or SUBSCRIBE messages, then all media sources of the FLUS Source are targetted by that message.	Comment by TL5: Isn’t this “all media sources of the FLUS Source”?
A Remote Control Target shall at least subscribe to the “session_id/protocol/#” topic, enabling the reception of message from any authorized Remote Controller and for any Media Source. 
If remote control is supported, the FLUS Sink shall supply the MQTT broker websocket address during the session setup to the FLUS Sink. In F-C, the “remote_control_url” element is used to signal the MQTT broker address, to which the FLUS Source should subscribe. In the IMS-baed FLUS, the “a=remote_control_url:” session level attribute shall be used to signal the broker’s address. The URL shall be a “wss” addres.

9.3	RC Framing Message Format
If the protocol is set to “3gpprcframing”, then the following message framing for information exchange (e.g. the request and response) using F-RC shall be used when delivering a message. 
The remote control message shall be formatted as a json [RFC8259] formatted object. 
-	The json object contains three name / value pairs: 
-	The first name / value pair represents the start line of an HTTP message. The name is “startLine” and the value is string according to RFC 8259.

- 	The second name / value pair represents the optional headers. The name is “headers”. The value is a json array of json object. 
-	Each json object of the array contains the key and the value of a single HTTP header. 
-	The Host HTTP header may be omitted, since the WebSocket Connection is already established.
-	The third name / value pair represents the optional body. The name is “body” and it is formatted according to the Content-Type header field. The content type of the body object is defined by the individual API.

