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================================START OF FIRST CHANGE==============================
[bookmark: _Toc32590431]4.2.2.1	General
Prior to configuring content ingesthosting, dynamic policies, or reporting, the 5GMSd Application Provider shall create a new Provisioning Session. The following CRUD operations are used to manage a provisioning session.
=================================END OF FIRST CHANGE===============================

===============================START OF SECOND CHANGE=============================
[bookmark: _Toc32590436][bookmark: _Toc32590430]4.2.3	IngestContent Hosting Configuration procedures for downlink streaming
[bookmark: _Toc32590437]4.2.3.1	General
These procedures are used by the 5GMSd Application Provider and the 5GMSd AF on M1d to configure ingestthe content hosting feature for downlink streaming. They are further elaborated in clause 5.2.
[bookmark: _Toc32590438]4.2.3.2	Create IngestContent Hosting Configuration
This procedure is used by the 5GMSd Application Provider to create a new IngestContent Hosting Configuration. The 5GMSd Application Provider shall use the HTTP POST method for this purpose.
If the ingest uses the Push method, i.e. the pull attribute is set to False, then the path and entryPoint shall not be provided and are read-only. The targetDomain is assigned by the 5GMSd AF and is read-only.	Comment by Richard Bradbury: No change needed.
If the procedure is successful, the 5GMSd AF shall generate a resource id representing the new IngestContent Hosting Configuration. In this case, the 5GMSd AF shall respond with a 201 (Created) HTTP response message, and provide the URL to the newly created resource in the Location header field.
[bookmark: _Toc32590439]4.2.3.3	Read IngestContent Hosting Configuration properties
This procedure is used by the 5GMSd Application Provider to obtain the properties of an existing IngestContent Hosting Configuration resource from the 5GMSd AF. The HTTP GET method shall be used for this purpose.
If the procedure is successful, the 5GMSd AF shall respond with a 200 (OK) response message that includes the IngestContent Hosting Configuration in the response message body.
[bookmark: _Toc32590440]4.2.3.4	Update IngestContent Hosting Configuration properties
The update operation is invoked by the 5GMSd Application Provider to modify the properties of an existing IngestContent Hosting Configuration resource. All available parameters, except the originDomain and targetDomain, may be updated. The HTTP PATCH or HTTP PUT methods shall be used for the update operation. 
If the procedure is successful, the 5GMSd AF shall respond with a 200 (OK) and provide the content of the resource in the response, reflecting the successful update operation.
Editor’s Note: Check the HTTP Status Codes.
[bookmark: _Toc32590441]4.2.3.5	Delete IngestContent Hosting Configuration
This operation is used by the 5GMSd Application Provider to destroy an IngestContent Hosting Configuration resource and to terminate the related distribution. The HTTP DELETE method shall be used for this purpose. As a result, the 5GMSd AF will release any associated network resources, purge any cached datacontent, and delete any corresponding configurations.
If the procedure is successful, the 5GMSd AF shall respond with a 200 (OK) response message.
Editor’s Note: Check the HTTP Status Codes for DELETE.
================================END OF SECOND CHANGE==============================
================================START OF THIRD CHANGE==============================
[bookmark: _Toc32590476]5.2	IngestContent Hosting Configuration API
[bookmark: _Toc11247364][bookmark: _Toc32590477]5.2.1	Overview
This clause specifies the API that a 5GMSd Application Provider uses at interface M1d to provision and manage 5GMSd AS ingestContent Hosting cConfigurations by interacting with a 5GMSd AF. Each ingestsuch configuration is represented by an IngestContentHostingConfiguration, the data model for which is specified in clause 5.2.2 below. The RESTful resources for managing ingestContent Hosting cConfigurations are specified in clause 5.2.3 and the operations on these resources are further elaborated in clause 5.2.4.
[bookmark: _Toc32590478]5.2.2	Data model
[bookmark: _Toc32590479]5.2.2.1 IngestContentHostingConfiguration resource
The data model for the IngestContentHostingConfiguration resource is specified in table 5.2.2.1-1 below:
Table 5.2.2.1-1: Definition of IngestContentHostingConfiguration resource
	Property name
	Type
	Cardinality
	Description

	OriginIngestConfiguration
	Object
	1..1
	Describes the 5GMSd Application Provider’s origin server from which media resources will be ingested via interface M2d.

		name
	String
	1..1
	A name associated with this origin server.

		path
	String
	1..1
	The relative path which will be used to address the media resources at interface M2d. This path is provided by the 5GMSd AF in the case of Push.

		pull
	Boolean
	1..1
	Indicates whether to the 5GMSd AS shall use Pull or Push for ingesting the content.

		protocol
	String
	1..1
	Identifies the media ingest protocol. The set of supported protocols is defined in clause 5.2.5.

		entryPoint
	String
	1..1
	An entry point to ingest the content. The semantics of the entry point are dependent on the selected ingest protocol.
In the case of Push ingest (pull flag is set to False), this parameter is returned by the 5GMSd AF to the 5GMSd Application Provider and indicates the entry point for pushing the content.
In case of Pull (pull flag is set to True), the entryPoint shall be provided by the origin to the 5GMSd AF to indicate the location from which content is to be pulled. In this case, the entryPoint shall be used as the base URL. A request received by the 5GMSd AS is mapped to a URL using the provided base URL to fetch the content from the origin server.

	DistributionConfiguration
	[Object]
	1..n
	Specifies the distribution method and configuration for the ingested content.
More than one distribution may be configured for the ingested content, e.g. to offer different distribution configurations such as DASH and HLS.

		contentPreparationTemplateId
	String
	0..1
	Indicates that content preparation prior to distribution is requested by the 5GMSd Application Provider. It identifies the Content Preparation Template that shall be used as defined in clause 5.2.2.3.

		targetDomain
	String
	1
	All resources of the current distribution shall be accessible through this targetDomain FQDN. This FQDN is assigned by the 5GMS AF for the current distribution.
There is a one-to-one association between the originDomain and the targetDomain for this distribution. 

		originDomain
	String
	1
	The 5GMSd Application Provider assigns an originDomain for the distribution, which is for example used by the 5GMSd AS to select an appropriate certificate to present at M4d, and to set appropriate CORS HTTP response headers at M4d.
The originDomain is associated with a targetDomain that is assigned by the 5GMSd AF.
The 5GMSd Application Provider may choose to publish the content using its own originDomain (e.g. to use its own certificates or to avoid CORS issues). In such case, the 5GMSd Application Provider creates a CNAME DNS record to point from the originDomain to the targetDomain.

		PathRewriteRules
	[Object]
	0..n
	An ordered list of rules for rewriting the ingest URL path to the distribution URL path.
If multiple rules match a particular resource’s path, only the first rule, in order of appearance, shall be applied.

			originPathPattern
	String
	1..1
	A pattern that shall be used to match the path part of the M2d ingest URL for the resource. If the pattern matches, then the path mapping rule is applied. The path part of the ingest URL used for the matching shall include the leading “/”. The originPathPattern shall be provided as a regular expression as specified in [5].

			distributionPath
	String
	1..1
	If the pathPattern is a match for the current resource, then the ingest path, starting with the “/” and ending with the last “/” in the path, excluding the last segment of the path, shall be replaced by this distributionPath in the URL exposed by the 5GMSd AS at M4d.

		CachingConfiguration
	[Object]
	0..n
	Defines a configuration of the 5GMSd AS cache for a matching subset of media resources ingested in relation to this Ingest Configuration.

			urlPatternFilter
	String
	1..1
	A pattern that will be used to match media resource URLs to determine whether a given media resource is eligible for caching by the 5GMSd AS. The format of the pattern shall be a regular expression as specified in [5].

			CachingDirectives
	Object
	1..1
	If a urlPatternFilter applies to a resource, then the provided CachingDirectives shall be applied by the 5GMSd AS at M4d, potentially overwriting any origin caching directives ingested at M2d.

				statusCodeFilters
	[Integer]
	0..*
	The set of HTTP origin response status codes to which these CachingDirectives apply. The filter shall be provided as a regular expression as specified in [5].
If the list is empty, the CachingDirectives shall apply to all HTTP origin response status codes at M2d.

				noCache
	Boolean
	1..1
	If set to True, this indicates that the media resources matching the filters shall not be cached by the 5GMSd AS and shall be marked as not to be cached when served by the 5GMSd AS at M4d.

				maxAge
	Integer
	0..1
	The caching time-to-live period that shall be set on ingested media resources matching the filters. This determines the minimum period for which the 5GMSd AS shall cache matching media resources as well as the time-to-live period signalled by the 5GMSd AS at interface M4d when it serves such media resources.
The time-to-live for a given media resource shall be calculated relative to the time it was ingested.

		GeoFencing
	Object
	0..1
	Limit access to the content to the indicated geographic areas.

		locationType
	String
	1
	The type of the location information.

		locations
	[String]
	1..*
	Array of locations from which access to the resources is to be allowed.

		UrlSignature
	Object
	0..1
	Defines the URL signing scheme. Only correctly signed and valid URLs will be allowed to access the content resource at M4d.

			urlPattern
	String
	1..1
	A pattern that shall be used to match M4d media resource URLs. The 5GMSd AS shall not serve a matching media resource at M4d unless it includes a valid authentication token. The format of the pattern shall be a regular expression as specified in [5].

			tokenName
	String
	1..1
	The name of the M4d request query parameter that the Media Player must use to present the authentication token when required to do so.

			passphraseName
	String
	1..1
	The name of the query parameter that is used to refer to the passphrase when constructing the authentication token.
Note that the token is not included in the cleartext part of the M4d URL query component.

			passphrase
	String
	1..1
	The shared secret between the eMAS5GMSd Application Provider and the MAS5GMSd AS for this IngestDistribution Configuration.
The passphrase is used in the computation and verification of the M4d authentication token but is never sent in-the-clear over that interface.

			tokenExpiryName
	String
	1..1
	The name of the M4d request query parameter that the Media Player must use to present the token expiry field.

			useIPAddress
	Boolean
	1..1
	If set to True, the IP address of the UE is included in the computation of the authentication token for resources that match urlPattern and access to matching media resources shall be allowed by the 5GMSd AF only when the M4d request is made from a UE with this IP address.

			ipAddressName
	String
	0..1
	The name of the M4d request query parameter that is encoded as part of the authentication token if the useIPAddress flag is set to True.
Note that the IP address is not passed in the cleartext part of the M4d URL query component.

		certificateId
	String
	0..1
	When content is distributed using TLS, the X.509 [X] certificate for the origin domain is shared with the 5GMSd AF so that it can be presented by the 5GMSd AS in the TLS handshake at M4d. This attribute indicates the identifier of the certificate to use.


5.2.2.2	Ingest Protocol resource type
Editor’s note: Missing specification
[bookmark: _Toc32590481]5.2.2.3	Content Preparation Template resource type
Editor’s note: Missing specification
[bookmark: _Toc32590482]5.2.2.4	Server Certificate resource type
Editor’s note: Missing specification
[bookmark: _Toc11247374][bookmark: _Toc32590483]5.2.3	Resource structure
The content ingest session provisioningContent Hosting Configuration API is accessible through this URL paths:
{apiRoot}/3gpp-m1d/v1/provisioning/{provisioning-subresource}
The following operations and the corresponding HTTP methods are supported. In each case, the sub-resource path specified in the second column shall be substituted into {provisioning-subresource} in the above URI template:
	Operation
	Sub‑resource path
	Allowed HTTP method(s)
	Description

	Create a new IngestContent Hosting Configuration
	ingest
	POST
	This is used to create a new IngestContent Hosting Configuration resource.

	Fetch IngestContent Hosting Configuration
	ingest/{ingest-configuration-id}
	GET
	This operation is used to retrieve an existing IngestContent Hosting Configuration.

	Update IngestContent Hosting Configuration
	ingest/{ingest-configuration-id}
	PUT,
PATCH
	This operation is used to modify the configuration of an existing IngestContent Hosting Configuration.

	Delete IngestContent Hosting Configuration
	ingest/{ingest-configuration-id}
	DELETE
	This operation is used to delete an existing IngestContent Hosting Configuration.

	Purge Ingest ConfigurationContent Hosting cache
	ingest/{ingest-configuration-id}/purge
	POST
	This operation is used to invalidate some or all cached media resources of this IngestContent Hosting Configuration.

	Fetch list of supported ingest protocols
	protocols
	GET
	This operation is used to retrieve a list of supported ingest protocols.

	Create a new Content Preparation Template
	preparation-templates
	POST
	This operation is used to create a new Content Preparation Template that defines how the ingested content is to be preparedmanipulated by the 5GMSd AS for Ingest Configurationsonward distribution at M4d.

	Create a new Server Certificate
	certificates
	POST
	This operation is used to supply a new server certificate to be presented by the 5GMSd AS when serving content over TLS at M4d.

	Delete a certificate
	certificates/{certificate-id}
	DELETE
	This operation removes a certificate from the list of certificates that are owned by the 5GMSd Application Provider and that are associated with the current Provisioning.


[bookmark: _Toc32590484]5.2.4	Operations
[bookmark: _Toc32590485]5.2.4.1	Overview
This clause defines the behaviour that is expected from the 5GMSd AS when the IngestionContent Hosting Configuration has been successfully provisioned. The main operations that are performed affect the caching and purging of cached content as well as the processing for media preparation and at the edge.
[bookmark: _Toc32590486]5.2.4.2	Content caching
An IngestContent Hosting Configuration may specify caching rules to be applied to media resources when they are distributed by the 5GMSd AS over interface M4d. The distribution shall use the urlPatternFilter in the CachingConfiguration object to determine which caching directives apply to that object. In case a media resource’s URL matches the pattern filter of more than one CachingConfiguration, the first match shall apply. In case no CachingConfiguration is identified as a match, the 5GMSd AS shall apply the caching directives that were received from the origin. In the case where no match is found and the origin server does not supply caching directives at M2d, then default caching directives based on the media resource type shall be applied.
A caching directive shall either indicate that a matching media resource is not to be cached by the 5GMSd AS, nor by downstream M4d clients (noCache set to True), or that the 5GMSd AS and downstream M4d clients are to cache it for maxAge seconds. The maxAge value applies relative to the time when a media resource was ingested, t_ingest. For an HTTP-based ingest, this corresponds to the Date header field in the HTTP request/response that carries the media resource at M2d. At the time t_ingest + maxAge, the object is considered stale and should not be served at M4d from the 5GMSd AS cache. The 5GMSd AS shall compensate for any synchronization skew between the origin and its own clock. This can be for instance done by including the max-stale HTTP cache directive in its M4d responses.
The maxAge value may be signalled at M4d by the 5GMSd AS using the Expires HTTP response header or the HTTP Cache-Control directives max‑age or s‑maxage.
When distributing a media resource using HTTP, a no-cache request may be translated into a no-cache and no-store HTTP Cache-Control directive and/or a max-age=0 HTTP Cache-Control directive.
By default, all origin HTTP header fields shall be assumed as not forwarded by the 5GMSd AS, unless specified otherwise by setting the flag originCacheHeaders to True.
[bookmark: _Toc32590487]5.2.4.3	Cache purging
The 5GMSd Application Provider may perform a purge operation to invalidate some or all cached objectsmedia resources of a particular IngestContent Hosting Configuration. A regular expression describing the set of media resource URLs to be purged from the Ingest Configuration’s5GMSd AS cache for the Content Hosting Configuration in question shall be supplied in the body of the request. The body shall be encoded using the application/x-www-form-urlencoded MIME type as a key–value pair, with the key being the string pattern and the value being the regular expression.
On receiving a purge request, the 5GMSd AF shall immediately invalidate all media resources in the 5GMSd AS cache matching the regular expression by declaring them as stale. Any request at interface M4d for a purged media resource will trigger the fetching (and possible caching) of the current version from the origin via M2d in case of a Pull-based ingest. For Push-based ingest, the request shall be responded to with a 404 (Not Found) HTTP response, until a new version of the object is pushed by the origin to the 5GMSd AS via M2d.
[bookmark: _Toc32590488]5.2.4.4	Content processing
The 5GMSd AF can perform various content processing tasks (such as repackaging, encryption, ABR transcoding) on media resources ingested at M2d prior to serving them at M4d. These processing tasks shall be specified in a content preparation document embedded in the ContentPreparation element of the IngestContent Hosting Configuration object.
[bookmark: _Toc32590489]The ContentPreparation object shall include a content-type element that provides the MIME type of the embedded content preparation document. If the indicated MIME type is not understood, the creation of the IngestContent Hosting Configuration shall fail with HTTP error response status code 422 (Unprocessable entity). If the 5GMSd AF fails at provisioning the required resources based on the ContentPreparation document, it shall fail with an HTTP response status code of 503 (Service Unavailable).	Comment by Richard Bradbury: This paragraph may be deleted altogether by a related CR.
5.2.4.5	URL signing
The URL signing procedure allows the 5GMSd Application Provider to prevent deep linking and unauthorized access to M4d media resources. It works by cryptographically signing some elements of the M4d request URL and then appending this authentication token to the URL as an additional query parameter. The token is generated by the 5GMSd Application Provider and supplied to the player, for example as part of an initial URL. When it receives a request that requires URL signing, the 5GMSd AS verifies the presence and validity of the token in the M4d request URL before allowing access to the requested media resource. The 5GMSd AS(s) and the origin share a secret that is encoded as part of the query parameter hash, but not shared with the 5GMSd Media Player.
The validity of the authentication token can also be limited to a single UE. If useIPAddress is set to True, then the public IP address of the UE as viewed by the 5GMSd AS, ue_public_ip_address, shall be incorporated into the token calculation. The parameter name shall be indicated by ipAddressName.
The shared secret shall be provided in UrlSignature[passphrase] as a string of length between 6 and 50 characters. The parameter name for the passphrase shall be provided by passphraseName.
The expiry time of the signed URL, tokenExpiry, shall be included as an additional query parameter in the URL exposed at M4d with the name indicated in tokenExpiryName. The expiry time shall be the string representation of the number of seconds from 1970-01-01T00:00:00Z UTC until the specified UTC date/time, ignoring leap seconds, as defined in section 4.16 of POSIX.1 [11].
Given the above, the authentication token shall be calculated as:
token = SHA512(url&UrlSignature[tokenExpiryName]=token_expiry&UrlSignature[ipAddressName]= ue_public_ip_address&UrlSignature[passphraseName]=passphrase)
where the SHA512 function shall be the SHA‑512 hash [6] of the enclosed string. The url parameter shall be the original M4d media resource request URL, including the scheme, authority and path components but excluding any query and fragment components.
The resulting token value shall be “base64url” encoded, as specified in section 5 of [10],prior to inclusion in the M4d URL.
The query part of the signed URL presented by the 5GMSd Media Player at M4d as proof of authenticity shall be composed as follows:
query= UrlSignature[tokenExpiryName]=token_expiry &UrlSignature[tokenName]=base64url(token)
For all media resources requested at reference point M4d that match the regular expression specified in UrlSignature[urlPattern], the 5GMSd AS shall validate the query presented in the request URL according to the following steps:
1. If the parameter indicated by UrlSignature[tokenName] is absent from query, or if the supplied token value is malformed, the 5GMSd AS shall respond with a 403 (Forbidden) error response message and terminate further processing of the M4d request.
2. If the parameter indicated by UrlSignature[tokenExpiryName] is absent from query, or if the supplied token_expiry value has expired, or if the supplied token_expiry is malformed, the 5GMSd AS shall respond with a 403 (Forbidden) error response message and terminate further processing of the M4d request.
3. The 5GMSd AS shall compute the authentication token according to the token production specified above using the requesting UE’s public IP address as the value of ue_public_ip_address if required by UrlSignature[useIPAddress] being set to True. After applying “base64url” encoding, the 5GMSd AS shall compare this with the value supplied in the URL query parameter whose name is UrlSignature[tokenName]. If the two values differ, the 5GMSd AS shall respond with a 403 (Forbidden) error response message and terminate further processing of the M4d request.
4. Otherwise, the presented authentication token is valid. The 5GMSd AS shall either return the media resource in a 200 (OK) response message (if it is able to serve that media resource), or else return an appropriate error response, such as 404 (Not Found) or 503 (Service Unavailable).
[bookmark: _Toc32590490]5.2.4.6	Geofencing
The 5GMSd Application Provider may wish to limit the access to its media content to certain areas or to non-roaming UEs. Geofencing is used to configure the zone from which content is accessible.
Editor’s note: Missing specification
[bookmark: _Toc32590491]5.2.5	Media ingest protocols
[bookmark: _Toc32590492]5.2.5.1	Introduction
This specification defines a single DASH-based ingest protocol.
[bookmark: _Toc32590493]5.2.5.2	DASH-based media ingest protocol
If OriginIngestConfiguration[protocol] is set to dash-if-ingest, media resources shall be ingested by the 5GMSd AS as specified by [3]. The OriginIngestConfiguration[pull] shall be set to False, indicating that a Push-based protocol is used. The OriginIngestConfiguration[entryPoint] parameter shall be set to the URL that will be used to upload the DASH segments and MPD to the 5GMSd AS at interface M2d. This entry point URL shall not contain a path: the path for the URL shall instead be specified by the OriginIngestConfiguration[Path] parameter.
=================================END OF THIRD CHANGE==============================
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