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1
Introduction
During the MBS SWG sessions on 5GMS at the Cork meeting in June 2019, it was discussed to adopt an HTTP- and REST-based API between the UE and the Media AF. The Ericsson contribution “5GMS3: Discussion on API design and documentation” [1] proposed to follow the general guidelines from the CT groups around HTTP design and review TS 29.500 and TS 29.501 for API design, was agreed. However, the discussion on notifications/callbacks from the Media AF to the UE has to be continued.
This contribution reviews the notification APIs specified in TS 29.501 and TS 29.122/TS 29.522, and an alternative implementation using text-based WebSockets.
2
Notification API review
TS 26.501 clause 4.6.2.2 specifies the management of subscriptions. A NF service producer exposes endpoints for creating (POST), updating (PUT) and delete (DELETE) subscriptions. Upon creating a subscription, the request shall contain a a callback URI and optional filters for events that could trigger a notification. Figure 1 illustrates the creation of a subscription.
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Figure 1: Creation of a subscription [2]

After subscribing, a NF service consumers may receive notifications related to the subscription via the before provided callback URI. When sending a notification, the NF service producer takes the role of an HTTP client and uses an HTTP POST request to deliver the notification. The NF service consumer may reply to the notification by providing a payload in the response (using HTTP status code 200 OK), or just acknowledge reception of the notification (using HTTP status code 204 No Content). Figure 2 illustrates a notification.
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Figure 2: Notification [2]

Following the concept of allows the Media AF to send updates to the UE without having to wait for a request from the UE (i.e., asynchronous updates). Given the dynamic nature of mobile networks (e.g., caused by UE mobility, shared radio and backhaul resources) the Media AF might require such a notification mechanism. This is also consistent with the 5GMS architecture [3], which indicates that the UE exposes endpoints towards the Media AF via the control interface.
The subscription model requires the UE to expose an HTTP endpoint that is reachable from the Media AF. Where this does not pose problems in TS 29.501 for endpoints on NF service consumers, (operator) firewalls and NAT might prevent UEs from being externally reachable. Note that the communication with the Media AF happens on the data plane of the 5G System.
In addition, when encryption is required (i.e., HTTPS), UEs have to obtain valid SSL certificates to secure the communication with the Media AF.

Given the above mentioned concerns, we feel that a subscription/notification model is not optimal for messaging from the Media AF to the UE.
3
WebSocket review
As an alternative, bi-directional REST support could be provided by WebSockets. In this case, the UE establishes a WebSocket connection with the Media AF. Because the WebSocket establishment is an outgoing action, WebSockets are not subject to firewalls/NATs that are shielding a UE. In addition, when needed, the channel can be secured using the SSL certificates of the Media AF.
Once the channel is established, both the UE and the Media AF can make REST calls to each other. WebSockets offer the ability of sending both binary and text frames. TS 29.122/TS 29.522 define the delivery of notifications from the SCEF/NEF using WebSockets [4][5]. To deliver a notification, the following structure has to embedded in a binary data frame (opcode 0x2):
· The string “3GPP-WS-Notif-Seq:”, followed by a blank, followed by a four-byte sequence number,  encoded as decimal number in ASCII, followed by CRLF.

· The following HTTP headers in any order, with the syntax and semantics as defined in IETF RFC 7230 and IETF RFC 7231: Content-Type, Content-Encoding, Content-Length. Every HTTP header line shall be ended by CRLF.

· CRLF to end the headers section.

· The payload body of the notification, as defined in the individual APIs.

The approach in TS 29.122/TS 29.522 limits the use of WebSockets to delivering notifications. It is not possible to call multiple methods not facilitate REST calls in two directions.

In addition, because the interaction between the UE and Media AF is text-based (i.e. JSON), we feel that a JSON structure embedded in a text frame would be a suitable alternative. To also offer the functionality of regular HTTP REST requests, HTTP headers can be incorporated as elements in the JSON data structure (e.g., elements for the HTTP method, path, content-type, sequence number) alongside of the message body.
Note that this way of working with WebSockets is compatible with a consistent API specification using Interface Definition Language throughout the specification, as is preferred by the MBS SWG.

4
Proposal
It is proposed to:
· Take into account the concerns with a subscription/notification model and binary-based WebSocket notifications when designing the API between the Media AF and the UE; and

· Consider the adoption of a bi-directional communication interface between the UE and the Media AF based on text-based WebSockets as outlined in clause 3 above or using a technology offering similar functionality.
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