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1 Introduction

 At SA4 meeting #34 in Lissabon Digital Fountain and Vodafone presented contribution S4-050037 [1] about stream bundling. The resolution was to continue work along these lines. This contribution proposes a detailed concept for realization of the stream bundling as an complement to the current FEC framework [2].   

2 Definitions

stream: A stream of packets sent to a specific multicast address and port, can in the setting of the streaming delivery method be a stream of either RTP, RTCP or MIKEY packets.

media stream: The stream of media packets, i.e. all the RTP packets making up a single media.

multi-media session: A combination of media streams and their RTCP traffic that together form a multi-media presentation, for example the combination of audio, video and timed text. 

3 Bundling Motivation

The proposal [1] has shown that better efficiency from the FEC codes can be achieved as the amount of data protected in each code block is optimized. Increasing the media time in each source block is in many cases not practical as it will increase the time it take for a new receiver to join the session. Thus the alternative is to get more data to protect in the same amount of time, which can be achieved by protecting more streams, and thus more data simultaneously.

The proposal in [1] is to apply bundling over the media streams for a single or several complete multi-media session (including audio, video, etc), like a mobile TV channel. Thus media such as audio, video and timed text are all protected by a single FEC stream. Protecting multiple multi-media sessions compared to a single one is then not hard to envision to further improve the FEC efficiency. 

With the current proposal [2] only the media streams (RTP) has been considered to be protected. However if one further considers what the streaming delivery method needs to function and have properties allowing for joining in the middle of the session, there is also RTCP and optionally transmission key distribution using MIKEY. If the RTCP sender reports aren't received then the receiver will not be able to correctly synchronize the different media such as audio and video. If the key management packets are lost, then the receiver will not even be able to decrypt the individual media streams. Thus preventing the receiver to process any media until a key has been received. Thus it is clear that no service or a severely degraded service is the result of not providing the RTCP and key stream with a delivery ensurance equal or stronger then what the most important media packets receive. 

The reception of several multi-media session in a bundle will allow instant switching between any of the multi-media sessions part of the bundle due to that all data for each of them is available, unless on of them is access protected. However it is also expected that a common usage will be to bundle only the streams from a single multi-media session together, like a single mobile-TV channel. 

Based on the above motivation we proposes a design below that would allow bundling of multiple multi-media sessions using the streaming delivery method including the RTCP and key-management streams. 

4 Assumptions and Requirements

There are some assumptions in the below presented design:

1. Only UDP traffic is to be FEC protected by this solution.

2. Destination Multicast address and Port number is used for demultiplexing different streams and higher layer protocols. RTP/RTCP streams and MIKEY key streams are separated from each other based on address port pairs. Thus there is a requirement that the address and port or some equivalent identifier for de-multiplexing must be directly or indirectly (via a shorter identifier) recoverable with the FEC for each packet.

3. All streams forming the source block is intended to be received. If the streams are forwarded on different IP Multicast addresses (thus different MBMS bearers), the receiver should have activated the reception of all theses MBMS bearers. As not receiving a media stream part of a bundle would be a deliberate weakening of the repair potential. Therefore a FEC utilizing receiver will need to receive all the source streams plus the repair stream.

4. The usage of the repair stream is not required, if individual source streams are received with good enough quality, the repair stream can be ignored or not even received. One implication of this is that it may make sense to send different FEC bundled multi-media session on different multicast addresses and the repair stream as yet another stream with its unique multi-cast address and port pair.

5. The signaling must enable a receiver that receives a pointer to an individual multi-media session to determine which other multi-media session that is part of the bundle and also receive them. 

6. Both RTP, RTCP and MIKEY will be used in a bundle thus the common elements in the protocol stack is IP and UDP. Thus there is a requirement on repair on all data above UDP. In addition as specified by assumption 2, there is need to recover in the repair operation also the address and port number or an equivalent demultiplexing identifier. 

7. The individual streams are not tightly synchronized to each other. Therefore there is a need for a mechanism that accepts that packets are included in source blocks and protected in any order. 

8. The protocols that is protected must themselves provide recovery of the transmission order, like RTP's sequence number, or not care about the order the individual packets are received.

4.1 Systems Assumption

The system the FEC bundling mechanism will work in is based on the following logical decomposition.


[image: image1.wmf] 

M

 

B

 

M

 

S

 

 

D

 

E

 

L

 

I

 

V

 

E

 

R

 

Y

 

Repair Stream

 

Multi

-

media session 2

 

Multi

-

media session 1

 

RTP/RTCP 

Stream 

A1

 

RTP/RTCP 

Stream 

A2

 

Key stream 

B

 

RTP/RTCP 

Stream 

B1

 

RTP/RTCP 

Stream 

B2

 

Key stream 

A

 

 

F

 

E

 

C

 

 

N

 

O

 

D

 

E

 

Receiver

 

 

F

 

E

 

C

 

 

P

 

R

 

O

 

C

 

E

 

S

 

S

 

I

 

N

 

G

 

 

RTP/RTCP 

Stream 

A1

 

RTP/RTCP 

Stream 

A2

 

Key stream 

B

 

RTP/RTCP 

Stream 

B1

 

RTP/RTCP 

Stream 

B2

 

Key stream 

A

 


Figure 1 - Functional parts in bundled FEC system
In Figure 1 there is one or more media senders that transmit the multi-media sessions component streams, RTP, RTCP and MIKEY. These messages are sent to a FEC node, that adds a FEC payload ID to all the source packets before forwarding them for delivery over the MBMS network. The FEC node will construct source blocks, one at a time with the source packets. The source block and the packets location within the source block is written into the source packets FEC payload ID. When a source block is filled, the FEC node calculate the repair packets and starts transmitting them to the receiver. As the FEC node needs to fill the source block before being able to calculate the repair packet, the FEC node could delay the transmission of the FEC payload IDed source packets to remove any processing delay. 

The MBMS delivery makes it best attempt to deliver the packets to the receiving UE. Some packets may be lost. The receiving node's FEC processing functionality will receive both source and repair packets. The source packets may be forwarded without the FEC payload ID to the next layer (RTP/RTCP or MIKEY) after being copied into the source block. It could also be stored in source block until repair can be attempted, and first when repair has been performed (or determined to fail) may all source packets be forwarded. However the first method may be easier on the UE from a processing point of view, with a more even load, but it will introduce re-ordering between originally received source packets and recovered source packets. 

5 Design

The design is consisting of three major parts, the multiplexing mechanisms, the source block construction, and the signaling.

5.1 FEC multiplexing

The one of the biggest differences between the currently adopted FEC framework for the streaming delivery method [2] and what is presented here is where the multiplexing needs to happen. Before the FEC protected only a RTP media stream, then it made sense to have the adaptation in the RTP payload format. However with the bundling, there is need to recover basically any UDP payload. Thus the FEC mechanism needs to exist in layer above IP and below the one above UDP (RTP or MIKEY). It could have been placed below UDP, directly on IP, however that will probably make implementation more difficult and we can utilize the UDP ports to distinguish between source and repair packets. 
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Figure 2 - Packet depicatation
As shown in Figure 2 an original packet arriving to the FEC node (as depicted in Figure 1) consist of IP and UDP headers followed by the UDP payload, that may be anything, however which in the streaming delivery method is RTP, RTCP or MIKEY packets/messages. The FEC node adds its FEC payload ID to the source packet at the end. The information in the FEC payload ID, is known when the FEC node have placed the payload in the source block. That addressing information is then written in the FEC code specific payload ID. 

The FEC node after having calculated the repair data, transmits it as a number of FEC repair packets that consists of the FEC repair payload ID + repair data directly on top of UDP. The transmitted stream is sent as an individual stream with its own unique destination address port pair.  

· The motivation for placing the FEC payload ID at the end rather than at the customary beginning of the UDP payload, is to enable header compression. Having it in the beginning would result in that only IP/UDP is compressed, rather than the IP/UDP/RTP headers.  

The conclusion of this design is that we have added a FEC shim layer on top of UDP that will process all packets for the streams indicated by signaling to be protected. 

5.2 FEC Payload ID and FEC repair format

The FEC payload ID shall always be present in the FEC source packets for streams protected. The format of the FEC payload ID is dependent on the FEC code used, and is defined by that code. However to suit this solution a few considerations needs to be made:

· It must be possible to identify the correct source block of this source packet from the contents of the packet.

· The FEC payload ID must either have a fixed size, as indicated by the session setup signaling, or be possible to determine by looking at a fixed number of bytes in the payload ID.  

· If desired to support the functionality that certain packets are not included in the source block and FEC protected, then a method for distinguishing these source packets in the FEC shim must be devised, for example an indicator flag in a 1 byte FEC payload ID. 

The FEC repair format, should have a fixed size header, but may be of variable size as long as the header lengths can be determined. This header will most likely only consist of the FEC payload ID for repair payloads, but may be extended if further information is deemed necessary. 

5.3 Source Block Construction

The big difference from the RTP stream internal FEC, the source block must allow the demultiplexing of recovered packets i.e. the equivalent functionality provided by the address/port pair for source packets. Otherwise the same information as included in the RTP stream internal is needed. To avoid making the source block significantly bigger, this demultiplexing is provided by a small field, one byte should be sufficient, associated with the original destination address and port. This binding must of course be signaled from the sender to the receiver. If it is deemed necessary a variable length field can be defined and the field length defined on per bundle through the signaling.
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Figure 3 - Source Block Entry
In the source block each packet being protected is written as seen in Figure 3. The source block consist of a number of source symbols of a fixed length T. The source block entry starts with an (in this case) 8-bit Address and Port identifier (AP ID) in the first byte of the source symbol. This limits the number of streams possible to protect to 256, which should be sufficient. Next in the source symbols is the payload size, given as a 16-bit field. The UDP payload is then follows in the source symbol. If the payload does not fit in the current symbol the next is utilized, until all payload octets are written into a series of source symbols. If that doesn't completely fill the source symbol, is it filled with padding bytes with a value of  0. Thus the only difference with the current framework is the AP ID. 

5.4 Signaling

The signaling does require a number of changes to enable this bundling to work fully. The first is to ensure that a client understands that the stream is bundled together with others. The second is to indicate that the FEC shim exist in-between UDP and the next layer protocol. The third is to provide a description of the FEC repair stream and its properties, including the streams binding to an AP ID. This should be accomplished without major changes to any already defined signaling procedures. 

5.4.1 Bundle Description

The bundle consist of a number of multi-media sessions, each described individually using a complete user service description. This concept is necessary to maintain as the receiver must know exactly which media streams combine to form the intended session. A receiver may also be interested in presenting only a single multi-media session to the user, however it will still need to receive all the bundled streams. A single multi-media session also needs to be referencable to allow for invitations to the specific session, reporting, etc. To support this concept without creating an extra file it is necessary to change the user service description format. The change is to allow either a single user service description or a bundle of user service description in the format. This allows the individual user services to be referenced by their identifiers, while still distributing all the necessary user service descriptions in a single file. The FEC repair streams description (SDP) is used to describe the transport parameters for the repair stream. It is linked to the bundle by a referenced by the service description.
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Figure 4 - Service Description for Bundle

5.4.2 Indicating FEC Shim

The presence of the FEC shim needs to be possible to indicate on a per stream basis in any of the bundled service description. As each individual stream is indicated in SDP, this is where we suggest to provide this information. The easiest way is to define new protocol identifiers. So for a RTP/AVP stream over UDP that is normally indicated using the "proto" identifier "RTP/AVP" streams that the receiver will get with FEC payload IDs present will be have "proto" identifier "UDP/MBMS-FEC/RTP/AVP" instead. To be able to indicate usage of SRTP also the RTP/SAVP needs its identifier including the FEC shim, for example "UDP/MBMS-FEC/RTP/SAVP".

The FEC repair stream is a UDP based protocol in its own and also needs its own proto identifier. The proposal is to define a proto identifier "UDP/MBMS-REPAIR". The FMT string could be used to indicate the FEC payload ID used in this session, but may also be set to "*" for no functionality. 

5.4.3 FEC Stream Properties

Both the source FEC streams and the FEC repair stream has some properties that needs to be communicated. A source stream needs to indicate FEC payload ID, FEC instance ID and FEC object transmission information that all is used to specify how the FEC payload ID and FEC code shall work. The FEC repair stream needs in addition to what the source streams parameters some additional information. These are the FEC decoder buffer size and FEC minimal buffering time, as defined for the current FEC repair RTP payload. 

This information can easily be encoded into SDP attributes carried in the respective SDPs. 

SDP bandwidth figures needs also to be adjusted to correctly capture the insertion of the FEC payload ID in the source stream. This is not a problem if one uses b=TIAS, instead of the b=AS. The FEC SDP can indicate the bandwidth use by the FEC repair stream using the normal bandwidth attributes. 
For the FEC repair stream the address and port id (APID) used for each stream protected must be bound to the actual multicast address and port. Thus a normal RTP session will need two APIDs, one for the RTP stream and one for RTCP. To indicate this binding we propose to include this information in the FEC stream SDP. The reasoning is that this information is only needed by the receiver FEC processing entity, that will also receive the FEC repair stream. The inclusion in the SDP is done using a SDP attribute:

a=mbms-apid: ID1=address1/port1, ID2=address2/port2, ...

If deemed necessary the APID could reference complete source and destination pairing thus relaying the complete source and destination information.

6 Implications of the design

This design has some implication on security and operations.

6.1 Security

The moving of the FEC to below RTP also means that SRTP is no longer capable of providing integrity and authentication protection of the received FEC packets. This will make the FEC receiver vulnerable to attacks that insert packets into the source block, source, repair or both. Thus there need to be input from SA3 if this is acceptable. However this order between FEC and SRTP  has the advantage that one can bundle streams that are protected by different keys without affecting the FEC  repair performance. Note also, that the media packets are still protected by SRTP, which implies that even if an attacker is able to insert FEC packets that are meaningful to the FEC shim and that produces SRTP or SRTCP packets that passed upwards in the stack, these forged packets will be dropped by SRTP or SRTCP.

6.2 Creating bundles

The creation of a bundle is done completely in the BM-SC with the FEC node as foremost processing part. The media streams that is going to be bundled needs to submit their service descriptions ahead of time. This to enable the creation of the bundle description and the changes to the service description's SDPs. 

When creating the source block and the FEC repair data, the FEC node must ensure that both memory constraints and buffering times are kept. 

7 Example

This section contains an concept example of how the signaling could be realized. All details are open for discussion. This example presents the most interesting parts of a bundle consisting of three multi-media sessions (mobile TV channels) that is FEC protected.

The service description for the bundle:

<?xml version="1.0" encoding="UTF-8"?>

<bundleDescription 

xmlns="www.example.com/3gppUserServiceDescription"
xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance
bundleId=”xyz”>

<userServiceDescription

    userServiceId="urn:3gpp:0010120123hotdog">

        <deliveryMethod 

            sessionDescriptionURI="http://www.example.com/3gpp/mbms/session1.sdp"/>

</userServiceDescription>

<userServiceDescription

    userServiceId="urn:3gpp:0010120123hotdog-1">

        <deliveryMethod

            sessionDescriptionURI="http://www.example.com/3gpp/mbms/session2.sdp"/>

</userServiceDescription>

<userServiceDescription

    userServiceId="urn:3gpp:0010120123hotdog-2">

        <deliveryMethod

            sessionDescriptionURI="http://www.example.com/3gpp/mbms/session3.sdp"/>

</userServiceDescription>


<ref FECDescriptionURI="http://www.example.com/3gpp/mbms/FEC.sdp"/>

</bundleDescription>

The SDP for a single multi-media session which above is referenced (http://www.example.com/3gpp/mbms/session1.sdp) could then look like the following:


v=0
o=ghost 2890844526 2890842807 IN IP4 192.168.10.10
s=3GPP MBMS Streaming SDP Example
i=Example of MBMS streaming SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

b=AS:77

a=mbms-mode:broadcast 1234

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

a=FEC-declaration:0 encoding-id=130; instance-id=0
a=FEC-OTI-extension:0 1SCxWEMNe397m24SwgyRhg==
m=video 4002 UDP/MBMS-FEC/RTP/AVP 96

b=TIAS:62000

b=RR:0

b=RS:600

a=maxprate:17

a=rtpmap:96 H264/90000
a=fmtp:96 profile-level-id=42A01E; packetization-mode=1; sprop-parameter-sets=Z0IACpZTBYmI,aMljiA==

a=FEC-Code:0
m=audio 4004 UDP/MBMS-FEC/RTP/AVP 98

b=TIAS:15120

b=RR:0

b=RS:600

a=maxprate:10

a=rtpmap:98 AMR/8000

a=fmtp:98 octet-align=1

a=FEC-Code:0
The FEC stream SDP (http://www.example.com/3gpp/mbms/FEC.sdp) protecting the media streams in the bundle could look like this:

v=0
o=ghost 2890844526 2890842807 IN IP4 192.168.10.10
s=3GPP MBMS FEC Bundle SDP Example
i=Example of MBMS FEC Bundle SDP file
u=http://www.infoserver.example.com/ae600
e=ghost@mailserver.example.com
c=IN IP6 FF1E:03AD::7F2E:172A:1E24
t=3034423619 3042462419

a=mbms-mode:broadcast 1234

a=source-filter: incl IN IP6 * 2001:210:1:2:240:96FF:FE25:8EC9

a=FEC-declaration:0 encoding-id=131; instance-id=2
a=FEC-OTI-extension:0 1SCxWEMNe397m24SwgyRhg==

m=application 6000 UDP/MBMS-REPAIR/RTP/AVP *

b=TIAS:42000

b=AS:50

a=mbms-apid: 1=FF1E:03AD::7F2E:172A:1E24/4002, 2=FF1E:03AD::7F2E:172A:1E24/4003, 3=FF1E:03AD::7F2E:172A:1E24/4004, 4=FF1E:03AD::7F2E:172A:1E24/4005, 5=FF1E:03AD::7F2E:172A:1E24/4006, 6=FF1E:03AD::7F2E:172A:1E24/4007, 7=FF1E:03AD::7F2E:172A:1E24/4008, 8=FF1E:03AD::7F2E:172A:1E24/4009, 9=FF1E:03AD::7F2E:172A:1E24/4010, 10=FF1E:03AD::7F2E:172A:1E24/4011, 11=FF1E:03AD::7F2E:172A:1E24/4012, 12=FF1E:03AD::7F2E:172A:1E24/4013, 13= FF1E:03AD::7F2E:172A:1E24/2269

a=FEC-Code:0 min-buffer-time=2600; mbms-apid-size=1

To notify the MIKEY receiving entity that also the MIKEY messages are FEC protected, also that needs indication and information on what FEC payload ID is used. This can be added to the security description:

<?xml version="1.0" encoding="UTF-8"?>

<securityDescription 

    xmlns="www.example.com/3gppSecurityDescription" 

    xmlns:xs="http://www.w3.org/2001/XMLSchema-instance"

   confidentialityProtection="true" 

   integrityProtection="true" 

   uiccKeyManagement="true"

   FEC-OTI-FEC-Encoding-ID="130"

   FEC-OTI-FEC-Instance-ID="0" 

   FEC-OTI-extension="1SCxWEMNe397m24SwgyRhg==">

   <keyManagement

       waitTime="5"

       maxBackOff="10">

       <serverURI =http://register.example.com/ />

       <serverURI ="http:// register2.example.com/" />

   </keyManagement>

  <keyId identity="<someMSKidA>" mediaFlow=224.1.2.3:4002 />

  <keyId identity="<someMSKidB>" mediaFlow=224.1.2.3:4004 />

</securityDescription>

8 Proposal

Ericsson's proposes that the proposal outlined in this document is accepted as working assumption for the development of stream bundling.
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