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1 Introduction

This contribution outlines the security related interactions on MBMS User Service Procedures. It is based on the drafted text of S4-040527.
2 Discussion   

MBMS User Service Procedures

5.3.1
MBMS User Service initiation procedure
MBMS user service initiation refers to UE mechanisms to set-up the reception of MBMS user service data. During the User Service Initiation procedure, a set of MBMS Bearer may be activated. The initiation procedure takes place after the discovery of the MBMS user service.
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Figure 1: Initiation of an MBMS User Service


1. The User Service Initiation Procedure is triggered and takes a User Service Description as input.

2. Before communication between the UE and the BM-SC can start, the UE and the BM-SC first have to agree whether to use the GBA to obtain shared keys. 

3. A generic BSF and the UE mutually authenticate using the AKA protocol and agree on session keys(MUKs, MRKs) that are afterwards applied between UE and a BM-SC.

Note: MUKs are specific to one UE and shared by that UE and a BM-SC. MUKs are used to securely transport MSKs from BM-SC to UE. MRK is used to authenticate a UE when making request for MSK.

4. The BM-SC fetches this session key from the BSF. In this way the BM-SC and the UE  share a secret key that can subsequently be used for application security, in particular to  authenticate UE and BM-SC at the start of the application session.

Note: The BSF indicates to the BM-SC the lifetime of the key material. The key lifetime sent by the BSF indicates the expiry time of the key, and it is identical to the key lifetime sent by the BSF to the UE.

5. When the UE wants to join the MBMS user service, it authenticates with HTTP Digest and requests MSKs.


Note 1: MSKs are sent from a BM-SC to a UE over PtP bearers in MIKEY secured using MUK. The MSKs are not directly used to secure the MBMS transport services, but they are used to protect the delivery of MBMS transport keys (MTKs). MTK  is the key that is used to secure the data transmitted to the UE. MTKs are sent over the PtM  bearer in MIKEY  and secured using MSK.


Note 2: The UE is responsible for receiving or fetching keys for the multicast service from the BM-SC and also using those keys to decrypt the MBMS data that is received.

6. The BM-SC sends MIKEY message over UDP transporting the requested MSKs to the UE.

7. The MBMS UE uses the MBMS activation procedure to activate the MBMS Bearer Service. The MBMS activation procedure is the MBMS Multicast Service activation procedure and the MBMS Broadcast activation procedure as defined in [23.246]. In case the MBMS Broadcast Mode is activated, there is no activation message sent from the UE to the BM-SC. The activation is locally in the UE. Note that the MBMS Bearer Services may already by active and in use by another MBMS User Service. 

7n. In case the MBMS User Service uses several MBMS Bearer Services, the User Description contains several description items. In that case, the MBMS receiver function repeats the activation procedure for each MBMS Bearer Service as described in 2. 

MBMS user service activation consists of (not necessarily in this order):

· MBMS application initiation (this is outside the scope of this specification);

· MBMS service activation, as specified in CN1 specifications [Ref TBA];

· [Security Functions TBD].

[Editor's Note: Security functions may already be included in MBMS service activation procedures]

[Editor's Note: Some more information is required on the MBMS service subscription to finalize the MBMS user service initiation section]
The following metadata information are required to initiate the MBMS user service: 

· [Service type: streaming, messaging etc. (to launch the right application in the terminal)];

· [broadcast or multicast mode];

· [security on/off and related parameters];

· [user service session start/stop time];

· [Port #, IP@, protocol];

· [media types and codecs];

· [QoS, data rates, UE MBMS bearer capability requirements, etc.];

· [FEC on/off, related parameters];

· [session identification];

TBD.
[Editor's Note: the above list is for further study]
5.3.2
MBMS User Service termination procedure

MBMS user service termination refers to the UE mechanisms to terminate the reception of MBMS user services. A set of MBMS Bearers may be deactivated during this procedure.
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Figure 2: Termination of an MBMS user service


1. The User Service termination Procedure is triggered. A reference to the User Service to terminate is provided as parameter.

2. The keys that are used to protect the transmitted data in a multicast service should be regularly changed to ensure that they are fresh. If the BM-SC shares a key with the UE, but the BM-SC requires an update of that key, e.g. because the key’s lifetime has expired, it sends a suitable bootstrapping renegotiation request to the UE. 

3. A generic BSF and the UE mutually authenticate using the AKA protocol and agree on session keys(MUKs, MRKs) that are afterwards applied between UE and a BM-SC.

4. The BM-SC fetches this session key from the BSF. In this way the BM-SC and the UE share a secret key that can subsequently be used for application security.

5. When the UE detects that it needs the MSK for a specific MBMS user service, it authenticates with HTTP Digest. If the UE fails to get hold of the MSK, then the UE has to leave the MBMS user service.
6. If no other MBMS User Service uses the MBMS Bearer service, the MBMS UE uses the MBMS deactivation procedure to deactivate the MBMS Bearer Services. The MBMS deactivation procedure represents the MBMS Multicast service deactivation procedure and the MBMS Broadcast deactivation procedure as described in [23.246]. In case the MBMS Broadcast Mode is deactivated, there is no message sent to the BM-SC. The deactivation is only locally in the UE.

6n. In case the MBMS User Service uses several Bearer Services, the UE repeats the deactivation procedure for each Bearer Service as described in 2.
5.4
MBMS Data Transfer Procedure

MBMS Data Transfer procedure refers to the network (and UE) mechanism to transfer (and receive) data on one or several MBMS Bearer Services.



[image: image6.wmf]MBMS 

UE

 

Gmb 

Proxy 

Function

 

MBMS 

Delivery  

Function

 

BM

-

SC 

Security 

Function

 

User Service 

Discovery

 

Post 

Delivery  

Function

 

1. Transmission Request

 

2n. Session Start

 

2. Session Start

 

8n. Session Stop

 

8. Session Stop

 

7.  MBMS Data Transfer (SRTP protected)

 

3.  MIKEY (key id = 0x0) / UDP

 

4. Re

-

Authentication Procedure

 

5. MIKEY (MSK)

 

6. MIKEY (MTK)

 

7n. MBMS Data Transfer (SRTP protected)

 


Figure 3:Procedure of MBMS Data Transfer


1. The MBMS Delivery Method for the MBMS User Service is triggered by the MBMS User Service Provider. Note, details of the trigger are beyond of this specification.

2 - 2n. The MBMS Sender function uses the MBMS Session Start Procedure to the Gmb Proxy function to activate all MBMS Bearer Services, which belong to the MBMS User Service. A unique identifier for the MBMS Bearer service to be activated is passed on as parameter.
3. The BM-SC sends MIKEY message to the UE to indicate that the UE should request for current MSK from the BM-SC.

4. The BM-SC triggers re-authentication of the UE by instructing the UE to request for the MSKs using the HTTP Post message and authenticating it with the HTTP Digest procedure.

5. The BM-SC sends MIKEY messages transporting the requested MSKs to the UE.

6. MTKs are sent over the ptm bearer in MIKEY and secured using MSK. MTK is the key that is used to secure the data transmitted to the UE. MTK delivered in same way MSK PUSH but with no ACK.

Note: For streaming traffic, MTKs could be updated by interleaving MIKEY messages in the RTP stream carrying the data. Another solution to be considered is to have a separate point-to-multipoint channel for the delivery of MTKs.
7. – 7n. The data of the MBMS user service are transmitted to all listening MBMS UEs. Several MBMS Bearer services may be used to transmit the MBMS user service data.


Note: SRTP is agreed to protect the streaming traffic. Correct MTK is  indicated using the Master Key (MKI) field in SRTP and Integrity protection (if needed) is carried in AUTH tag.  
8. – 8n. The MBMS Delivery Method uses the MBMS Session Stop procedure to trigger the Gmb Proxy function to release all MBMS Bearer Service for this User Service. A unique identifier for the MBMS Bearer service to deactivate is passed on as parameter.


Note: For MBMS download service, in case post-delivery procedures are allowed or requested for a MBMS User Service, the MBMS UE sends a post-delivery procedure request to the Post-Delivery function. The MBMS UE may need to wait a random time before it starts the post delivery procedure according to [ref to post-delivery chapter]. Protection of the repair service can be achieved by using HTTP Digest for authentication and the protection that is already applied to the file ( the preferred method for protecting MBMS download traffic eg OMA Downloadv1, DCF, XML signatures… is still ffs).
3 Proposal

We propose that SA4 discusses the proposed changes required to be included in the signalling scenarios and, if agreed, to include the above sections into the specifications.
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