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5.4A
Procedures between Content Provider and BM-SC
5.4A.1 General
The Procedures between Content Provider and BM-SC refers to the mechanism used by the Content Provider to create Services and ingest content into the BM-SC for delivery over MBMS Bearer Services. 

Such Service may in particular be linear TV services for which it is possible to have a direct passthru of TV content onto a 3GPP network with minimum Service description, or use a full “3GPP mode” where the content to ingest shall be prepared to be 3GPP compliant. 

Note that the passthru mode is only available for TV services.
The procedures between Content Provider and the BM-SC is RESTful and exposes a set of resources that are hierarchically organized as follow:

-
Service defining the MBMS service profile. Associated configuration parameters are service identification, service class, announcement methods and needed UE capabilities. AService that may have one or several Session.
-
Session defining what content is going to be distributed, how it is distributed and when. Associated parameters are therefore session identification, type, content, scheduling parameters, flute, file repair and reception reporting related parameters. One or several sessions can be attached to a Service thus allowing in practice a service having several delivery methods. However, there can only be one DASH over File Download session at a given time, since there is only one MPD entry on the USD.
For each of the Service and Session procedure, the Content Provider shall be able to retrieve the state through a GET method. The User Plane interface supports forwarding of HTTPS based content and (RTP)/UDP based content. 
Typically, a Service or a Session is created using a POST, updated with a PUT, fetched using a GET, and deleted using the DELETE RESTful key words. Here is an example of a possible RESTfull message:

GET https://{BM-SC HOSTNAME}/api/services/12/sessions/20
The above message retreives the information of the Session with unique id 20 of Service of unique id 12.



5.4A.2 Authentication / Authorization
The intention of the authentication procedure is to reliably identify both sides of the communication channel. Based on the authorization information, the BM-SC checks for every transaction whether the authenticated content provider is authorized to execute a procedure. As a result of the successful authentication and authorization procedure, the BMSC provides an authorization token to the content provider. The authorization token must be provided for all subsequent transactions.
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1. The BM-SC and the Content Provider exchange authenticated Certificates that certifies who they are.

2. The Content Provider then either log in (using a user/password technology) or provides a pre-exchanged authorization key to initiate a connection to the BM-SC.

3. Based on the assigned role of the user/machine agreed between the MNO and the Content Provider, the BM-SC shall respond with a token specifying the entitlements the Content Provider end point has (eg through JWT, JWE, JWS technology)
Note that the Content Provider may connect several times to the BM-SC, each connection having different entitlements based on the roles assigned to the requesting connecting party.
Security procedures are mandatory. No control plane or user plane data shall be exchanged without a valid token. It is assumed that the implementation follows the following assumptions:
· HTTPS (D)TLS technology is used to secure transport of both UPlane and CPlane


· 
· Every transaction requires that peers are authenticated
Finally, the Content Provider may fetch its authorization entitlements using a query to the BM-SC.


5.4A.3 Creation of a Service
A Service is a User Service as defined in section 4.1. Each Service may contain multiple sessions. 
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1. The authenticated and authorized content provider creates a new Service by providing serviceClass, 3GPP serviceID, as well as expected UE capabilities. The Content Provider may select whether the CP or the MNO distributes service announcement by providing a list of SACH services used for MNO-driven service announcement. 
2. Upon successful Service creation by the BM-SC, the BM-SC shall provide a unique Service Id, that the Content Provider shall use for subsequent Session creations and/or Service updates & deletion.
Initially, the User Service does not contain any delivery method entries. The delivery methods will be set during session creation. 

5.4A.4 Creation of Sessions
Once a Content Provider has created a Service, it may add one or several Sessions to this Service. Each session is time bound (i.e. has a start and stop time), uses a specific delivery method (as described in 4.1), and is associated with a target broadcast area which can be used to derive the MBMS Service Area. The stop time may be absent in case of 24/7 sessions.
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1. The authenticated and authorized content provider creates a session for a previously created Service. This triggers the BM-SC to allocate many parameters from an SDP file for MBMS Download delivery, including a TMGI, FLUTE IP Multicast Address, UDP Port and TSI, Broadcast Area, PLMN id, ARP, QCI, etc. The content provider may select continuous push or on-request pull for content ingestion for each session. The unique Service Id, media bitrate (excluding any FEC redundancy overhead), scheduling information (start time, stop time, reoccurence pattern and number) and ADP (reception reporting, file repair) configuration are provided as input. 
Note 1: FEC information (codec and ratio) may be provided in the Content Provider request
Note 2: In case of File Download / File Carousel, File URLs may be provided now or at a later stage through the Session Update procedure.
Note 3: In case of DASH, the MPD and Initialization Segment(s) URLs may be provided now, or at a later stage through the Session Update procedure.
2. Apon successful Session creation, the BM-SC returns a unique Session Id, which identifies the created Session. Additionaly, in case of a DASH session, the push URL is added to the response. 
3. Once the session is created, all information for service announcement is available and the BM-SC is ready to start announcing the service. Usage of SACH (Annex L) is optional. The BM-SC starts providing service announcement automatically as soon as all necessary Session information have been provided (eg MPD & IS for DASH services). Service announcement is automatically updated following Session Updates.
Note: A Service may hold multiple Sessions of different types (eg a DASH Session and several File Download Sessions).
4. At session start time the MBMS bearer is activated and the BM-SC issues the required Control Plane messages to the downstream nodes

5.  The content starts flowing through the user plane
6. At session stop time, the MBMS bearer is terminated.
Note: in the case of regional services, i.e. that deliver region specific content, a Session can be cloned so that all Sessions of the Service use the same FLUTE parameters.


The MBMS Bearer is automatically provisioned by the BM-SC and is active between start and stop time independently whether the content provider is sending data. The BM-SC automatically terminates the MBMS bearer at stop time. The content provider may proactively terminate the session before the stop time.
In case of Live DASH with Continuous ingest, the MPD and Initialization segments shall be provided before the Session start.








The session creation procedure may be divided into several transactions (Session Creation and multiple Session Update). Details of the exact implementation are beyond of the present document.
5.4A.7 Service Update
A subset of all possible parameters may be altered once a Service is created. It results in the dynamic modification of Service Announcement USD fragment.
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1. The authenticated and authorized content provider updates an existing Service by providing the unique Service Id, and updated parameters. As long as no Sessions are added to the Service, every Service parameters may be modified. Once a Session is created, only the UE capabilities and Consumption reporting parameters may be modified.

2. The BM-SC shall provide an update status.
Note that the Content Provider should first request the Service information using an Information Query Request before performing an update as the BM-SC expects the Update Service message to contain all service parameters.
5.4A.8 Session Update
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1. The authenticated and authorized content provider may update an existing session. Before the Session is started, all parameters can be modified. Once the Session is active, only the following parameters can be changed: Session schedule (start, stop, reoccurence), Session ARP parameter, Session Broadcast Area and Session content (add, delete)
2. The BM-SC shall provide an update status. 
3. Service announcement may be initiated or updated upon successful session update.
Note that the Content Provider should first request the Session information using an Information Query Request before performing an update as the BM-SC expects the Update message to contain all session parameters. This allows for instance to perform in one step addition of several files with deletion of other files in a download Session.

· 
5.4A.8 Delete Service
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1. The authenticated and authorized content provider may delete an existing service. Any ongoing Session is deleted (with same effect as in 5.4A.9). Service provisioning information is removed from the BM-SC.
2. The BM-SC shall provide a delete status. 

3. Deleted Service is removed from the Service announcement (if applies)

5.4A.9 Delete Session
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1. The authenticated and authorized content provider may delete an existing session. If the session is on-going, control plane and user plane are terminated. Session provisioning information is removed from the BM-SC. Allocated resources are released

2. The BM-SC shall provide a delete status. 

3. Deleted Session is removed from the Service announcement (if applies)

5.4A.11 Information Query 
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1. The authenticated and authorized content provider may query the BM-SC for specific information based on its rights (authorization entitlements).

2. The BM-SC shall provide the information response upon success. 

Since a RESTFul API is used to implement the Service and Session procedures (hence allowing for typical POST, PUT, DELETE and GET operations), the Content provider shall be able to query the state of Service and Session through a simple GET query on the Service or Session respectively. 
Similarly, it may access Authorization entitlements, reception reports and general service information through this Information Query Request.

5.4A.12 Event notification interface
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1. The authenticated and authorized content provider may register for notification for events occurring on the BM-SC. The Content Provider shall provide the scope of the notification (for all events, or for a specific Service or Session) and the URL to be used by the BM-SC to post the notification.
2. The BM-SC shall acknowledge proper registration request. 

3. If an event in the scope defined by the Content Provider occurs, the BM-SC shall send an event notification message to the Content Provider with the payload of the message containing the notification content.

