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1
Introduction
During SA4 109e, the document S4-200888 was agreed as way forward for dynamic policy information parameter propagation. The dynamic policy activation feature is considered for multiple different use-cases, such as Premium QoS, (Conditional) Zero-Rating, background download and charging separation.
The intention of this document is to identify and discuss different application traffic flow detection mechanisms, which are supported by the 5G System. Note, it is essential to identify different traffic flows, when the network should apply different treatments.
Today, typically all MBB traffic is handled via a single PDU Session. 

2
Discussion 
2.1
Review of TS 23.501 

The 5G System supports various different traffic detection schemes. Application traffic detection is essential, when applying different policies to the traffic such as QoS, conditional throttling or charging separation. The intention of this section is to provide a short overview of the relevant mechanism. 
TS 23. 501 defines in Clause 5.8.2.4.2 (Traffic Detection Information)
The SMF controls the traffic detection at the UP function by providing detection information for every PDR.

For IPv4 or IPv6 or IPv4v6 PDU Session type, detection information is a combination of:

-
CN tunnel info.

-
Network instance.

-
QFI.

-
IP Packet Filter Set as defined in clause 5.7.6.2.

-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF.
The Packet Filter Sets for IP PDUs are defined in Clause 5.7.6.2 (IP Packet Filter Set) as 

For IP PDU Session Type, the Packet Filter Set shall support Packet Filters based on at least any combination of:

-
Source/destination IP address or IPv6 prefix.

-
Source / destination port number.

-
Protocol ID of the protocol above IP/Next header type.

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

-
Security parameter index.

-
Packet Filter direction.

NOTE 1:
A value left unspecified in a Packet Filter matches any value of the corresponding information in a packet.

NOTE 2:
An IP address or Prefix may be combined with a prefix mask.

NOTE 3:
Port numbers may be specified as port ranges.

The Application Identifiers are used to identify Packet Flow Descriptions (See TS 23.502, Clause 5.2.12). A Packet Flow Descriptions are according to TS 23.503 Clause 6.1.2.3.2 (Packet Flow Description)

PFD (Packet Flow Description) is a set of information enabling the detection of application traffic.

Each PFD may be identified by a PFD id. A PFD id is unique in the scope of a particular application identifier. Conditions for when PFD ID is included in the PFD is described in TS 29.551 [17]. There may be different PFD types associated to an application identifier.

A PFD include the following information:

-
PFD id; and

-
one or more of the following:

-
3-tuple(s) including protocol, server side IP address and port number;

-
the significant parts of the URL to be matched, e.g. host name;

-
a Domain name matching criteria and information about applicable protocol(s).

NOTE 1:
Based on the agreement between AF and mobile operator, the PFD can be designed to convey proprietary extension for proprietary application traffic detection mechanisms.

NOTE 2:
How the PFD(s) are used in service flow detection is specified in clause 6.2.2.2.

2.2
Observations and Discussion
The 5G System offers a set of features to detect and handle application data flows. When the UE has activated multiple PDU Sessions (e.g. Network Slicing), then the operation system selects the PDU Session, typically using the routing table. Note, type a PDU Session connects to different data networks, i.e. the OS “sees” different IP interfaces. As consequence, the UE becomes a “multi-homed device” in IP terminology. 

Application data flow detection is needed, when applying different traffic policies within one PDU Session. A QoS Flow (Dedicated bearer in 4G) is not always needed, in particular not for different charging schemes or (conditional) zero rating of traffic (max bitrate enforcement). When a QoS Flow is needed, then Packet Filter Sets are provided to the UE together with the QoS Flow Id. 
Until now, the 5GMedia Streaming Architecture (TS 26.501) considers the usage of 5-Tuples in context of Dynamic Policy activation. Usage of network slicing is more course grain (similar to usage of multiple APNs / DNNs), since a separate PDU session is established for each Network Slice. 

Usage of 5-Tuples

A 5-Tuple consist of Client and Server IP Addresses, the protocol and the Client and Server Port number. In case of HTTPS, the protocol is always TCP and the server port typically port 443. The client-side TCP port is only allocated when opening the TCP connection. Often, the HTTP library starts using the TCP connection, once opened. For DASH video streaming, the many DASH Player opens (and closes) several TCP connections, thus, the media session handler needs to frequently interact with the 5GMSd AF to provide new 5-Tuples in order to add new traffic detection rules into the 5G System. 
Usage of ToS / Traffic Class

Packet Filter Sets (see 23.501) contain the option of using a ToS field (IPv4), a Traffic Class (IPv6) or a flow label (IPv6) for traffic detection. The ToS / Traffic Class field is typically used for Quality of Service (like DiffServ Code Points). However, it is not restricted to QoS type operations, in particular when the trusted / external Data Network does not consider the field for routing. When using the ToS / Traffic Class field, every IP packet is marked with a certain ToS value, avoiding the need to update the list of 5-Tuples with every TCP connection establishment. The 5GMS Client can mark every new TCP connection according to the associated policy. 

The ToS value can be selected either by the 5GMS Client or by the 5GMS AF. 

· In the first case, the 5GMS Client selects a ToS value and provides the value together with the UE IP address and the associated policy when activating a Dynamic Policy. Thus, the client informs the network, that all new connections with this ToS marking should be handled according to the activate Dynamic Policy. Note that the UE IP address is a mandatory parameter in all (tbc) 5G System API calls.

· In the latter case, the ToS value is stored together with other policy API information in the Policy Template. The 5GMS AF provides the ToS value to the 5GMS Client either via M8 or within the Service Access Information.

The first solution likely offers more flexibility, as the 5GMS Client can use ToS values on a need and capability basis.

The N5 Npcf_AuthorizationService (TS 29.514) API exposes the Type of Service / Traffic Class field within the MediaSubComponent Data Type. N33 (unfortunately) does not expose this feature.
Usage of DomainNames (PFD)
The NEF exposes the PFD Management API (see TS 29.122, Clause 4.4.10), which allow application traffic detection on domains names (and other features). When triggering a PCC Rule Activation via N5 Npcf_AuthroizationService API, the application identifier provides the linkage between the triggered PCC Rule and the PFD. 
The Domain Names is translated into an IP address by the DNS system and the server IP address is then used for Traffic detection. When using the domain names or the server IP address for application traffic detection, all traffic between the UE and this server is treated according to the same dynamic policy. This is possible, when the server infrastructure is designed accordingly.
3
Proposal
Application Traffic detection is an essential part of the dynamic policy framework. Only when the application traffic is detected, it can be treated differently that other MBB traffic from the same UE.

Working with 5-Tuples is practical for UDP based communication, since the UDP port is allocated with the UDP socket creation. No traffic is generated, when activating a UDP solution. With TCP sockets & sessions the essential 5-Tuple parts (the UE side Port) is only available after the connection is established. In particular with many TCP Sessions, the 5-Tuple application traffic identification is a bit problematic. 
It is therefore suggested to investigate solutions, which allow a unique identification of multiple TCP connections, such as ToS or domain name based. 

It is proposed to add support for ToS / Traffic Class based and domain based application flow description into TS 26.512. 
