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================================START OF FIRST CHANGE==============================
[bookmark: _Toc42091838]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[X]	IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile", May 2008.
=================================END OF FIRST CHANGE===============================
===============================START OF SECOND CHANGE=============================
4.3.6	Server Certificate procedures
Each X.509 server certificate presented by the 5GMSd AS at interface M4d is represented by a Server Certificate resource at M1d.
[bookmark: _Toc42091873]4.3.6.1	General
Editor’s Note: Missing specification.
Each X.509 server certificate [8] presented by the 5GMSd AS at interface M4d is represented by a Server Certificate resource at M1d. The Server Certificates Provisioning API specified in clause 7.3 enables a Server Certificate resource to be created within the scope of a Provisioning Session, and subsequently referenced by a Content Hosting Configuration created in the scope of the same Provisioning Session. That API supports two alternative provisioning methods for Server Certificate resources: one in which a certificate is generated by the 5GMS System operator on behalf of the 5GMSd Application Provider; the other in which a certificate is generated by the 5GMSd Application Provider from a Certificate Signing Request solicited from the 5GMSd AF. Both methods shall be supported by implementations of the 5GMSd AF.

[bookmark: _Toc42091874]4.3.6.2	Create Server Certificate
Editor’s Note: Missing specification.
This procedure is used by the 5GMSd Application Provider to request that the 5GMS System generates a new X.509 certificate on its behalf within the scope of a Provisioning Session. In this case, the certificate’s Common Name (CN) is assigned in a domain under the control of the 5GMS System operator.
The 5GMSd Application Provider shall use the HTTP POST method to create a new Server Certificate resource. Upon successful creation, the 5GMSd AF shall respond with a 201 (Created) response message and the URL of the resource, including its resource identifier, shall be returned in the HTTP Location header.
NOTE:	The X.509 certificate corresponding to the newly created Server Certificate resource may not be available immediately for interrogation and use. See clause 4.3.6.4 below for more details.
4.3.6.3	Reserve Server Certificate
This procedure is used by the 5GMSd Application Provider to solicit a Certificate Signing Request from the 5GMSd AF for the purpose of generating an X.509 certificate independently of the 5GMS System. In this case, the certificate’s Common Name (CN) is assigned in a domain under the control of the 5GMSd Application Provider itself, or that of a third party acting on its behalf. The 5GMSd Application Provider shall separately arrange for the FQDN carried in the Common Name of the certificate, or that of a Subject Alternative Name (subjectAltName) extension in the same certificate (see section 4.2.1.6 of RFC 5280 [X]), to resolve to the address of a 5GMSd AS in the target 5GMS System.
The 5GMSd Application Provider shall use the HTTP POST method to create a new Server Certificate. Upon successful creation of the resource, the 5GMSd AF shall respond with a 201 (Created) response message and the URL of the resource, including its resource identifier, shall be returned in the HTTP Location header. The Content‑Type response header and the body of the HTTP response message shall be as specified in clause 7.3.3.1.
[bookmark: _Toc42091875]4.3.6.34	Retrievead Server Certificate
Editor’s Note: Missing specification.
This procedure is used by the 5GMSd Application Provider to download a Server Certificate resource for inspection. The HTTP GET method shall be used for this purpose. If the requested resource exists and is populated with an X.509 certificate, the 5GMSd AF shall respond with 200 (OK) and shall return the requested Server Certificate in accordance with clause 7.3.3.2.
In the case where the X.509 certificate was provisioned by the 5GMS System on behalf of the 5GMSd Application Provider according to clause 4.3.6.2 above, the HTTP response 503 (Service Unavailable) shall be returned until such time as the X.509 certificate is generated and available for download. The optional HTTP response header Retry-After should be included in such a response, indicating when the certificate is expected to become available for inspection and use.
In cases where the X.509 certificate is to be generated by the 5GMSd Application Provider from a Certificate Signing Request obtained according to clause 4.3.6.3 above, the HTTP response 404 (Not Found) shall be returned until such time as the X.509 certificate has been uploaded using the procedure specified in clause 4.3.6.5 below.
4.3.6.5	Upload Server Certificate
This procedure is used by a 5GMSd Application Provider to upload an X.509 certificate that it has generated in response to a Certificate Signing Request solicited using the reservation procedure specified in clause 4.3.6.3 above. The HTTP PUT method shall be used for this purpose. The Content‑Type request header and the body of the HTTP request message shall be as specified in clause 7.3.3.2.
Before accepting the supplied X.509 certificate, the 5GMSd AF shall verify that the party originating the upload is the same party that reserved the Server Certificate resource using the procedure specified in clause 4.3.6.3 above. If there is a mismatch, the HTTP response 403 (Forbidden) shall be returned.
Attempting to upload an X.509 certificate to a Server Certificate resource that has not been reserved shall elicit a 404 (Not Found) HTTP response.
[bookmark: _Toc42091876]4.3.6.46	Update Server Certificate
Editor’s Note: Missing specification.
[bookmark: _Toc42091877]Updating a previously uploaded Server Certificate is not permitted for security reasons. Any attempt to do so using the PUT method shall result in the HTTP response 405 (Method Not Allowed).
NOTE:	To supply a replacement X.509 certificate, for example when a previously supplied certificate is shortly due to expire, the 5GMSd Application Provider should instead use one of the procedures specified in clause 4.3.6.2 or 4.3.6.3 above to create or reserve a new Server Certificate resource and, once the certificate is available for use, update the Content Hosting Configuration to reference it.
4.3.6.57	Destroylete Server Certificate
Editor’s Note: Missing specification.This procedure is used to remove a Server Certificate from a Provisioning Session. The HTTP DELETE method shall be used for this purpose. On success, the HTTP response 200 (OK) or 204 (No content) shall be returned and afterwards the identifier of the Service Certificate resource is no longer valid.
Only the party that created (clause 4.3.6.2) or reserved (clause 4.3.6.3) the Server Certificate resource is permitted to destroy it. Any attempt by another party to destroy a Server Certificate resource shall elicit the HTTP response 405 (Method Not Allowed).
The HTTP response 409 (Conflict) shall also be returned if an attempt is made to destroy a Server Certificate resource that is currently referenced by a Content Hosting Configuration.
Attempting to destroy a Server Certificate resource that has been reserved but never uploaded shall elicit a 200 (OK) HTTP response. In this case, the 5GMSd AF should release any resources associated with the reservation.
[bookmark: _Toc39745887][bookmark: _Toc42091931]================================END OF SECOND CHANGE==============================
================================START OF THIRD CHANGE==============================
7.3	Server Certificates Provisioning API
[bookmark: _Toc42091932][bookmark: _Toc39745888]7.3.1	Overview
The Server Certificates Provisioning API is used to provisionde X.509 [8] server certificates that can be referenced by a Content Hosting Configuration and subsequently presented by the 5GMSd AS when it distributes content to 5GMSd Clients at interface M4d using Transport Layer Security [12]. Server Certificate resources are provisioned within the scope of an enclosing Provisioning Session.
[bookmark: _Toc42091933]7.3.2	Resource structure
The Server Certificates Provisioning API is accessible through the following URL base path:
{apiRoot}/3gpp-m1d/v1/provisioning-sessions/{provisioningSessionId}/
Table 7.3.2‑1 below specifies the operations and the corresponding HTTP methods that are supported by this API. In each case, the Provisioning Session identifier shall be substituted into {provisioningSessionId} in the above URL template and the sub-resource path specified in the second column shall be appended to the URL base path.
Table 7.3.2‑1: Operations supported by the Server Certificates Provisioning API
	Operation
	Sub‑resource path
	Allowed HTTP method(s)
	Description

	Create Server Certificate
	certificates
	POST
	Invoked on the Server Certificates collection associated with a Provisioning Session to request that the 5GMS System creates a new Server Certificate on behalf of the 5GMSd Application Provider.
The request message body shall be empty.
If the operation succeeds, the URL of the reserved Server Certificate resource shall be returned in the Location header of the response and this shall comply with the sub-resource path specified below for manipulating Server Certificate resources in the collection.
The body of the response message shall be empty.

	Reserve Server Certificate
	certificates?csr
	POST
	Invoked on the Server Certificates collection associated with a Provisioning Session to solicit a Certificate Signing Request for a new Server Certificate.
The request message body shall be empty.
If the operation succeeds, the URL of the reserved Server Certificate resource shall be returned in the Location header of the response and this shall comply with the sub-resource path specified below for manipulating Server Certificate resources in the collection.
The body of the response shall be a PEM-encoded X.509 Certificate Signing Request generated by the 5GMSd AF, as specified in clause 7.3.3.1 below.

	Retrieve Server Certificate
	certificates/{certificateId}
	GET
	Used to retrieve a previously created or uploaded Server Certificate.
If a Server Certificate resource has been reserved but not yet uploaded, this operation shall return 404 (Not Found).

	Upload Server Certificate
	
	PUT
	Used by the 5GMSd Application Provider to supply a new Server Certificate in response to a solicited Certificate Signing Request, or to replace an existing Server Certificate.
The body of the request message shall be a PEM-encoded X.509 certificate signed with the public key of the Certificate Signing Request, as specified in clause 7.3.3.2 below.
The 5GMSd AF shall associate the Server Certificate with the private key it generated alongside the Certificate Signing Request.
Attempting to update a previously uploaded Server Certificate is an error.

	Destroy Server Certificate
	
	DELETE
	Removes the specified Server Certificate from the set of certificates associated with the Provisioning Session.


NOTE:	The Server Certificate resource identifier {certificateId} differs from the serial number of the X.509 certificate.
[bookmark: _Toc42091934]7.3.3	Data model
7.3.3.1	Certificate Signing Request
The Certificate Signing Request and the Server Certificate resource shall comply with the Privacy-Enhanced Mail (PEM) textual format specified in RFC 7468 [13], i.e. a Base64-encoded DER certificate request or certificate, including leading and trailing encapsulation boundary lines.
Certificate Signing Requests and Server Certificate resources shall have tThe MIME content type shall be application/x-pem-file.
7.3.3.2	Server Certificate resource
The Server Certificate resource shall comply with the Privacy-Enhanced Mail (PEM) textual format specified in RFC 7468 [13], i.e. a Base64-encoded DER certificate request or certificate, including leading and trailing encapsulation boundary lines.
The MIME content type shall be application/x-pem-file.
[bookmark: _Toc42091935]7.3.4	Operations
Under no circumstances shall the 5GMSd AF reveal the private key associated with the Certificate Signing Request to the 5GMSd Application Provider.
=================================END OF THIRD CHANGE===============================
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