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1 Introduction

SA4 has opened a work item allow usage of xMB via the CAPIF framework. CAPIF is defined in TS 23.222[2].
The differences compared to the tdoc from SA4#98 are marked with track changes.
2 CAPIF Overview

A good overview of CAPIF can be found in S2-182246 ([1], link below). It is recommended to review jointly through those slides.
It should be noted (summary of important points), that 

· CAPIF only provides a framework and not the actual APIs. 

· CAPIF provides 

· CAPIF1: authentication, authorization, Discovery of northbound API and framework events.

· CAPIF2: the actual service API

· CAPIF 3 to 5 are MNO internal interfaces between the CAPIF Core and the actual API provider

· CAPIF is optional. When an MNO decides to use CAPIF, then a couple of concepts become mandatory

· Interfaces CAPIF-[2, 2e, 3, 4, 5] must be specified
· Functional relationship between CAPIF “API provider domain” and the actual API
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3 Usage of CAPIF for xMB
CAPIF defines a framework for managing one of more API providers towards API invokers. 
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Figure 1: xMB within the CAPIF Framework
Mapping of xMB terminology to CAPIF

· the API invoker is the 3rd Party Content Provider, i.e. the user of the xMB control plane. It should be noted, that xMB only focuses on external providers, i.e. API invoker “outside of the PLMN Trust domain”. 
· The BM-SC belongs to the “API provider domain”, since it exposes the xMB reference point. Accordingly, the BM-SC exposes CAPIF-2 in form of xMB control plane.
· CAPIF does not cover the xMB user plane

· Corresponding procedures to CAPIF-3, CAPIF-4 and CAPIF-5 do not exist in xMB. 
· During xMB design, such MNO internal procedures were considered “implementation-specific”.
· CAPIF-3, CAPIF-4 and CAPIF-5 mention very generic functions such as logging, event subscription, etc, which are common to multiple API provider instances.
· SA4 should review these procedures. It is unclear, whether xMB specific procedures are required.
· CAPIF-1, 1e provides authorization and authentication and there is some overlap to the xMB authorization and authentication procedures. 
· xMB assumes that there is some basic trust relation in place between 3rd party provider and MNO. It is assumed that authentication credentials are exchanged and that (some).

· It is unclear, whether CAPIF-1, 1e offers (conceptually) a self-service API, so that any 3rd party content provider can discover the MNO features (e.g. via a catalogue) and start using the APIs. Such a self-service procedure would also establish the charging relations, so that API and network usage (i.e. user plane usage according to API interactions) is charged by the MNO accordingly.

· xMB separates between domain-level authorization and user-level authentication so that the 3rd Party provider can separate between different API Invoker roles within one domain. API usage (i.e. xMB-C) and according network traffic (i.e. xMB-U) are subject for charging. Separation between domain and user level authentication and authorization need to be clarified with SA6 and CT3.

· One perspective could be, that CAPIF-1,1e is used for xMB Authentication & Authorization (i.e. Clause 5.4a.3 of TS 26.346 corresponds to CAPIF-1,1e) 

· the exchanged user credentials are then forwarded via CAPIF-3 to the BM-SC

· CAPIF-5 is used to provision policy configuration for that given API invoker. 

· CAPIF-1, 1e is also used to provision user-plane encryption credentials. Encryption is required for xMB-U. It is recommended to clarify with SA6 and CT3, that user plane encryption credentials can also be exchanged via CAPIF-1, 1e.
4 Summary of Kista Offline

During SA4#98, there were some offline discussions around CAPIF for xMB. Here is a summary of the discussions (from authors view).

Backward compatibility 

Support for CAPIF will be added for Release 16 specifications. xMB is already available in Release 15 without CAPIF. Further, CAPIF is optional and not all deployments will support CAPIF. Generally, there can be a preference that the xMB procedures are identical, independently of the presence of CAPIF Core. 

In TS 23.222, a centralized CAPIF deployment is defined in Clause 7.2. A Centralized deployment refers to a deployment, whether Authorization / authentication (CAPIF-1 and CAPIF 1e) are exposed by the same node as the actual Service APIs. Note, the actual Service APIs (CAPIF 2 /2e) are not CAPIF specific. So, these APIs are not dependent on the presence of CAPIF Core. 

The Authentication & Authentication procedure (among others) are offered by CAPIF 1 / 1e. So, it might be that an API invoker need to support different type of Authentication & Authorization, depending on the presence of CAPIF (which is not really desired). 
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Domain and User Level authorization

The support for user level authorization has been discussed for xMB. An example use-case for domain and user level authorization can be: 
1: A super user (Domain administrator) of a content provider, who desires to use the Service APIs first discovers the Service APIs (via CAPIF 1) and then creates an account for the domain (incl. all charging related details). In CAPIF terminology, the On Boarding procedure is executed, resulting that the super user is becoming a recognized user of CAPIF. 

2: After that, the super user desires to provision a set of user-roles for the Service API. For example, some users are authorized to schedule and activate MBMS sessions. Some other users are only allowed to view configurations. Yet another set of users can add content to scheduled MBMS sessions. It is not quite clear, whether such user-level authorization of Service API features can be stored in CAPIF core or not.

Relevant TS 23.222 procedures: 

TS 23.222 seem to assume that the on-boarding (Clause 8.1) procedure is executed only once. The onboarding procedure can provide a list of Service APIs, which the API invoker is authorized to access. 

The Authentication Procedure (Clause 8.10) is executed after successful on-boarding. Here, the CAPIF core verifies the identity with the API invoker profile.

The authorization Procedure (Clause 8.11) authorizes API invokers to access Service APIs.

The API Exposure Function (AEF) can obtain Service API access control policy using Procedure in Clause 8.12 from CAPIF core. The AEF is a BM-SC (exposing xMB), in this case.

Discussion: CAPIF does not differentiate between super users and users. All API Invoker Profiles are considered as independent. Thus, there is no hierarchical organization foreseen. Thus, the Service API provider needs to realize different profile policies.

5 Proposal
It is proposed to
· Review Tdoc S2-182246 jointly
· Discuss CAPIF implications on xMB
· Discuss S4-180624 (LS to SA6 from SA4#98) [3], when SA6 delegates are present
· 
· 
· 
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