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Introduction
At earlier FS_IS3 meetings and sessions on the proposed Use Case on Measurement and Reporting of Interactivity Usage, concerns have been raised about user data privacy implications of the use case as proposed. While progress has been made to address these concerns, there are still some issues remaining in the text.
The present contribution provides a mark-up of the text of S4-161175 in the next section, aiming to neutralize these concerns and achieve a use case that is feasible with respect to user data privacy.
[bookmark: _GoBack]Overall, however, it is not clear that a generic UE facility for the measurement and reporting of interactivity usage data is the appropriate way to realise the use case. It is anticipated that such a function should be an inherent part of the service offering or application in question. This ensures that the collected data really is appropriate and useful for that service or application and that compliance with user privacy regulation is accountable. Further, it seems to be much more convenient to collect such data directly at the service or application back-end. UE device providers are very averse to implementing any function that could in any way be viewed as spy-ware. In spite of this it is acknowledged that this function was agreed to be considered as part of FS_IS3.
Some minor general editorial suggestions are made as well.
Proposed Use Case on Interactivity Measurement and Reporting
[bookmark: _Toc461713811]4.2.1.5	Use Case #5: Measurement and Reporting of Interactivity Usage
The MBMS operator “Colossus Wireless” offers a number of MBMS User Services which are associated with service interactivity, such as the display of targeted ads for user engagement during timeouts or other dynamic and unscheduled times of live sports events, interactive voting of a favorite performer during talent show programs, opportunities for interactive purchasing of merchandise during the main program, display of links to external content related to the current portion of the main program, etc. Colossus Wireless itself, and/or on behalf of a 3rd-party entity, wishes to obtain information, in a secure manner, regarding end-user usage of and engagement with the interactivity-related display content, or other forms of user engagement during the interactivity event, subject to meeting service subscription related terms and/or regulatory requirements pertaining to user privacy. Colossus Wireless would like to implement an interactivity usage measurement and reporting solution that will enable simple device logging functionality, i.e. the chosen UEs for reporting will simply log sequences of raw event data, while a network server can perform offline processing of reported data to correlate these events and extract usage statistics, thereby minimizing the device complexity. In addition, the MBMS operator intends to specify the time occurrences of interactivity usage reporting to coincide with off-peak network times, to minimize the impact of unicast network load from such reporting. Colossus Wireless will define the specific interactivity-related usage metrics to be logged, and control the user device population which will generate the reports. For the latter purpose, it intends for the reporting to involve either random selection of user devices, or it will define a specific group of devices from which the reports will be sent.
[bookmark: _Toc461713805]4.2.2	Working Assumptions
(The following working assumptions are proposed to be added to the existing ones listed in this section.)
· Interactivity usage information is expected to be useful to, and/or required by the 3GPP service provider or a 3rd-party entity, for the following purposes (non-exhaustive list):
· deriving statistics on the amount of viewing of interactive advertisements;
· determining time durations users spent/engaged with interactive content;
· measuring the number of click-throughs of embedded links in the displayed interactivity content;
· counting the number of purchases and possible deriving the monetary value of these purchases, associated with the interactivity event;
· associating user demographic information with the interactivity usage, in accordance to user-privacy related subscription terms or regulatory requirements. 
· Interactivity usage information may affect advertisement revenues for the 3GPP service operator or 3rd party content provider. It could also assist determination of the popularity of an interactive advertisement or other interactivity display content associated with the main program or MBMS service, as well as provide an indication of the effectiveness of an interactive application.
· The 3GPP service operator has specific objectives for the interactivity usage measurement and reporting solution regarding simplification of device logging functionality, occurrence time and duration of interactivity usage reporting sessions, and the device population from which the reports are to be collected.
· UE collection and reporting of interactivity usage data, and the use of that data by the 3GPP service provider or 3rd-party entity, are restricted to the MBMS User Service to which the interactivity events pertain, and assumes that the user has explicitly opted in to such interactivity usage collection and reporting.
· The 3GPP operator, and on behalf of the end user, wishes to ensure the secure storage of interactivity usage information on the user device, and secure transmission of that information to the network.
[bookmark: _Toc461713812]4.2.4	Recommended Requirements
(The following general recommended requirements and use case specific recommended requirements are proposed to be added to the existing ones listed under sub-clauses 4.2.4.1 and 4.2.4.2, respectively, under this section.)
[bookmark: _Toc461713813]4.2.4.1	General
· It should be possible for the 3GPP service provider to obtain reports of interactivity event-related usage information from user devices, during interactivity usage reporting sessions as defined by the 3GPP service provider.
· It should be possible for the 3GPP service provider to specify the parameters to be contained in the interactivity usage reports sent by user devices.
· It should be possible for the 3GPP service provider to control the occurrence times of interactivity usage reporting by user devices.
· It should be possible for user-privacy requirements, including explicit opt-in by the user and anonymity of user identity, to be fulfilled in the collection and reporting of service interactivity related usage.
· It should be possible for interactivity usage information to be securely stored on the user device, and to be securely transmitted from the user device to the network.
4.2.4.2	Use Case Specific Recommended Requirements
· It should be possible for the 3GPP service provider to define the following parameters contained in the interactivity usage reports: amount of viewing of interactive advertisements, time duration of user engagement with the interactivity content, number of click-throughs by the user of embedded links in the displayed interactivity content, number of purchases (and possibly associated monetary value of those purchases) associated with interactivity events, user demographic information associated with interactivity usage reports (subject to fulfilling user opt-in requirements), etc.
· It should be possible for the 3GPP service provider, in the interactivity usage reporting sessions it defines, to specify a) the reporting time window(s) during which user devices should upload interactivity usage information, b) the specific interactivity events that should be reported, and c) selection criteria for reporting devices.
· It should be possible for the 3GPP service provider to specify two types of interactivity usage reporting sessions:
a) Randomly-sampled session. In this type of reporting session, the device decides via a random sampling method whether or not it should participate in the reporting of interactivity usage. For example, the 3GPP service provider may include a “sample percentage” value in service announcement signaling, similar to such parameter in the Associated Delivery Procedure Description (ADPD) fragment in MBMS, to effectively specify the target percentage of UEs to perform interactivity usage reporting.
b) Targeted group session. In this type of reporting session, it is assumed that via some means, demographic information of each end-user of the device is known to the service operator. The method to collect such user data shall not rely on the user providing this information outside of the application or service that intends to make use of the data. For example, each user may be associated with a certain identifier, such as a Group ID which may pertain to age, race, sex, education, income, residential community type, etc. (subject to meeting service subscription related terms and/or regulatory requirements on user privacy). Indication of the Group ID affiliated with a device may to be provided via a notification mechanism (e.g. SMS), or through unicast interaction between the UE and a network server. Only those devices whose local Group ID matches the Group ID value contained in service discovery/announcement information, for example the MBMS USD, will be required to report interactivity-related usage.
4.2.5	Gap Analysis and Evaluation
(Under clause 4.2.5, the following gap analysis is proposed to be added as a new entry, via sub-clause 4.2.5.1.4. The existing sub-clause 4.2.5.1.4 should be demoted to 4.2.5.1.5, and a new entry is proposed to be added under the new sub-clause 4.2.5.1.5.)
4.2.5.1	Gap Analysis of Interactivity Use Cases and Derived Requirements
[bookmark: _Toc461713817]4.2.5.1.4	Measurement and Reporting of Interactivity Usage
There is no specification of interactivity-related usage measurement and reporting functionality in the existing MBMS and PSS service layer specifications. The closest functionality to such interactivity usage measurement and reporting are the Reception Reporting and Consumption Reporting mechanisms defined in the MBMS USD, in TS 26.346 [18], in conjunction with the related signaling information contained in the ADPD. However, those measurement and reporting procedures pertain to the MBMS User Service itself, and not to auxiliary, service interactivity-related content associated with the main service or program. Signaling will need to be provided to the user device to support interactivity usage measurement and reporting. Such signaling should specify the parameters of interactivity events and their usage to be collected by user devices, syntax and semantics of interactivity usage reports to be sent to the network, and metadata to control the reporting by the entirety or a subset of user devices. Signaling of those devices to perform reporting may indicate random sampling, or explicit designation, and will define the occurrence time and duration of the reporting sessions.
Towards meeting service subscription terms and/or regulatory requirements regarding user privacy, there should be a means for ensuring that interactivity usage data can be securely stored on the user device.
[bookmark: _Toc117231735][bookmark: _Toc117242607][bookmark: _Toc117243066][bookmark: _Toc117325331][bookmark: _Toc117509158][bookmark: _Toc117551563][bookmark: _Toc117555735][bookmark: _Toc117562649][bookmark: _Toc117563441][bookmark: _Toc117231736][bookmark: _Toc117242608][bookmark: _Toc117243067][bookmark: _Toc117325332][bookmark: _Toc117509159][bookmark: _Toc117551564][bookmark: _Toc117555736][bookmark: _Toc117562650][bookmark: _Toc117563442][bookmark: _Toc117231737][bookmark: _Toc117242609][bookmark: _Toc117243068][bookmark: _Toc117325333][bookmark: _Toc117509160][bookmark: _Toc117551565][bookmark: _Toc117555737][bookmark: _Toc117562651][bookmark: _Toc117563443][bookmark: _Toc117231738][bookmark: _Toc117242610][bookmark: _Toc117243069][bookmark: _Toc117325334][bookmark: _Toc117509161][bookmark: _Toc117551566][bookmark: _Toc117555738][bookmark: _Toc117562652][bookmark: _Toc117563444][bookmark: _Toc117231739][bookmark: _Toc117242611][bookmark: _Toc117243070][bookmark: _Toc117325335][bookmark: _Toc117509162][bookmark: _Toc117551567][bookmark: _Toc117555739][bookmark: _Toc117562653][bookmark: _Toc117563445][bookmark: _Toc117231740][bookmark: _Toc117242612][bookmark: _Toc117243071][bookmark: _Toc117325336][bookmark: _Toc117509163][bookmark: _Toc117551568][bookmark: _Toc117555740][bookmark: _Toc117562654][bookmark: _Toc117563446]4.2.5.1.5	Gap Analysis Summary
-	A method should be defined in the PSS and MBMS user layer specifications, for example TS 26.234 [x] and TS 26.346 [18], to support service interactivity usage reporting.
-	The protocol and message format for exchanging interactivity usage reports and their acknowledgments should be defined.
-	The information to be provided to UEs on such reporting should include (non-exhaustive list):
· Parameters associated with interactivity events and their usage to be collected by UEs;
· Syntax and semantics of the interactivity usage reports to be sent by the UE to the network;
· Metadata to control actual interactivity usage reporting, by target percentage of devices to perform reporting;
· Parameters on random sampling or explicit designation of devices for sending reports during each reporting session;
· Indication of occurrence time and duration of interactivity usage reporting sessions.
- 	A means should be provided to inform the user of the service provider’s intention to collect and report his/her interactive engagement with the user service, and to enable explicit user opt-in to such data collection and reporting.  
- 	A means should be defined to enable secure storage of interactivity usage data on the user device.
3		Summary and Proposal
It is proposed that the above text in Sec. 2 be agreed for inclusion in the indicated sub-clauses under clause 4.2 of TR 26.953.
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