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1. Introduction

[S4-100185] contains the CR for adaptive HTTP streaming extensions in Release 9. This document proposes a few changes to the Content Protection and Transport Security sections of S4-100185.

2. Changes to Content Protection

Table 1 in section 12.2.2.2 – MPD Schema

The Protected attribute is redundant for the ContentProtection element. The presence (or absence) of this element conveys the same information.  The Protected attribute should be removed and the following text should be added to the description of ContentProtection to clarify its semantics: “When not present the content is not encrypted or DRM protected.”

The Scheme_URI attribute is intended to identify the scheme used for content protection. To clarify this and avoid incorrect interpretation as a URL for decryption keys, this attribute should be renamed to Scheme_Id or Scheme_Id_URI. 

The following text should be added to SchemeInformation to clarify its intent: “The definition of this element is specific to the scheme employed for content protection”. 

Section 12.71.1 – Content Protection

The following sentence should be added to the first paragraph: “The ContentProtection element in the MPD should be used to convey content protection information”.

3. Changes to Transport Security

Section 12.7.2 

This section should be renamed to “Transport Security”.

The specification should not require the use of a particular version of TLS for securing HTTP, viz., TLS 1.2 as specified in RFC 5246, but instead refer to HTTPS. This would allow combination of HTTP with any TLS (or SSL) version. As such, 12.7.2 should be changed to: 

“Transport security in adaptive HTTP streaming is achieved using HTTPS (Hypertext Transfer Protocol Secure) specified in RFC 2818 [ref]. HTTPS may be used to authenticate the server and to ensure secure transport of content from server to client.

 The use of HTTPS for delivering media segments may inhibit caching at proxies and add overhead at the server and the client.”

The following reference should be added:

[rx] RFC 2818:HTTP Over TLS, E. Rescorla, May 2000.
4. Proposal 

The changes to the Content Protection and Transport Security sections outlined in this document should be adopted for the Release 9 specification of 3GPP HTTP streaming.
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