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Introduction

The HTTP streaming extension to PSS and MBMS will specify HTTP/1.1-based delivery of progressive download, on-demand and live media over 3GPP radio access networks. In order to encourage content owners to offer their content using this extension the specification should provide guidelines, and where appropriate, define standard approaches for content protection. This document is intended to serve as a starting point for discussions around content protection in HTTP streaming. 

Discussion

A subset of media segments delivered through HTTP streaming are independently decodable. Unlike RTSP streaming, content delivered over HTTP is likely to be cached within the network and is arguably easier to save at end clients.  Hence, it is essential for any HTTP streaming solution to give due consideration to content protection. 

Unless standard approaches and guidelines are provided for content protection it is likely that content owners (and hence content providers) will be hesitant to use the HTTP extension. It might also lead to multiple HTTP streaming implementations, each of which differ in how they enable content protection, resulting in interoperability problems.

Part of the work on content protection in HTTP streaming can be aligned with CR 26234-0027 [1].  Some of the items to consider include:

· Schemes for encrypting (and decrypting) segments of the media presentation. These should work with on-demand as well as live content.

· If necessary, extensions to the media container format to support encryption.

· Optional support for content encryption in the Media Presentation Description, with enough information to allow authorized clients to obtain current keys and decrypt media segments.

· Guidelines on when to use HTTPS. 

· Guidelines on content expiration (using mechanisms available in HTTP/1.1). 

Proposal

The HTTP streaming PSS extension should provide guidelines, and where appropriate, define standard approaches for content protection in the first release (Release 9). 
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