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[bookmark: _Toc63784936]FIRST CHANGE
[bookmark: _Toc80619991][bookmark: _Toc80619994]4.2	Functional entities for data collection and reporting
(SNIPPED)
7.	The NWDAF is the primary consumer of processed UE data. This is exposed to the NWDAF by the Data Collection AF in the form of data reporting event notifications via reference point R5 using the Naf_EventExposure service (as specified in TS 29.517 [5]) after any processing by the Data Collection AF has been performed according to its provisioned recipesprocessing instructions.	Comment by Richard Bradbury: Missed this change in V0.1.0.
Thanks for spotting, Charles.
(SNIPPED)
NEXT CHANGE
4.5	Information security model
An encrypted data transfer protocol shall be employed at reference point R2 to protect the secrecy and integrity of collected UE data in transit between the Direct Data Collection Client and the Data Collection AF.
Editor’s Note: Provide normative description of stage 2 information security model, including the concept of “access level”.	Comment by Richard Bradbury: Contribution from Qualcomm invited.
For example, the Application Service Provider, as provider of the UE Application, is granted complete and fine-grained access to UE data reports pertaining to that application, whereas the NWDAF is granted partial and coarse-grained access to that data, possibly in aggregated and anonymized form, under Application Service Provider control. The Application Service Provider is able, through provisioning, to authorise event exposure for each of the specified access levels.	Comment by Richard Bradbury: Example adopted from Qualcomm’s S4aI211232.
4.6	Domain model
Editor’s Note: UML static entity model explaining the relationship between the data entities and their cardinalities.
4.6.1	General
Figure 4.6.1‑1 depicts the static data model for the data collection and reporting domain. It is further described below.
[image: ]
Figure 4.6.1‑1: Static domain model
The Application Service Provider provisions zero or more sets of provisioning information in the Data Collection AF at reference point R1. The baseline set of information provisioned is described in clause 4.6.2. Each set of provisioning information pertains to one application, identified by its external application identifier, and one type of exposed event, uniquely identified in the 5G System by its Event ID, as defined in clause 4.15.1 of TS 23.502 [3]. There may be more than one set of provisioning information for a particular external application identifier, but the combination of the external application identifier and Event ID shall be unique for a given Data Collection AF instance.
Each set of provisioning information is manifested as a data collection client configuration that the Data Collection AF makes available to Direct Data Collection Client instances at reference point R2, to Indirect Data Collection Client instances at R3 and to AS instances at R4.
These data collection and reporting clients then send data reports to the Data Collection AF associated with the data collection client configuration. It is the responsibility of the data collection and reporting client to discover its external application identifier by means outside the scope of the present document.
[bookmark: _Toc80619995]4.6.2	Provisioning information for data collection and reporting
A separate set of provisioning information shall be provided to the Data Collection AF at reference point R1 for each Event ID it is to expose. This provisioning information embodies the Service Level Agreement between the network operator and the Application Service Provider envisaged in clause 6.2.8.1 of TS 23.288 [4]. The provisioning information shall include at least the parameters defined in table 4.56.2‑1 below:
Table 4.6.2‑1: Baseline provisioning information for data collection and reporting
	Parameter
	Cardinality
	Description

	External Application Identifier
	1..1
	The identifier to be used in reports sent to the Data Collection AF by data collection and reporting clients. (This needs to be mapped to the Internal Application Identifier when exposing events to the NWDAF.)

	Internal Application Identifier
	1..1
	The identifier to be used by event consumers (including the NWDAF and the Event Conumer AF) when subscribing to events in the Data Collection AF.

	Event ID
	1..1
	The identifier of an AF event that will be exposed to event consumers as a result of the provisioning.

	Valid targets
	1..1
	A parameter to control whether event consumers are permitted to filter events by External UE identifier or External Group Identifier when subscribing, instead of receiving events relating to all UEs.

	Parameters to be collected
	1..*
	The subset of domain-specific parameters associated with the specified Event ID to be collected by the Data Collection AF (subject to user consent).

	Data transformation recipeprocessing instructions
	1..1*
	A set of instructions that enable the Data Collection AF to transform received data reporting records into one or more exposed events. These transformations may involve aggregation/‌consolidation/‌summarisation of collected parameter values, as well as anonymisation of collected parametersoperations to be performed by the Data Collection AF on the parameters reported according to clause 4.6.4 prior to exposure as an event at a particular access level.	Comment by Richard Bradbury: Alternative description based on Qualcomm’s S4aI211232.
The set of supported operations shall include at least: COUNT, MEAN, MEDIAN, MINIMUM, MAXIMUM and SUM.	Comment by Richard Bradbury: Adopted from Qualcomm’s S4aI211232.

	Data exposure restrictions	Comment by Richard Bradbury: New concept adopted from Qualcomm’s S4aI211232.
	1..*
	A set of restrictions on the exposure of the collected data after any data processing, each corresponding to a different access level.



[bookmark: _Toc80619996]4.76.3	Configuration information for data collection and reporting clients
All clients of the Data Collection AF wishing to report data shall first obtain a data collection and reporting configuration from the Data Collection AF at reference point R2, R3 or R4 (as appropriate). The data collection and reporting configuration shall include at least the parameters defined in table 4.65.3‑1 below:
Table 4.76.3‑1: Baseline information for data collection and reporting configuration
	Parameter
	Cardinality
	Description

	External Application Identifier
	1..1
	Identifies the UE Application to which this data collection and reporting configuration pertains.
Quoted in reports sent to the Data Collection AF.

	Parameters to be collected
	1..*
	The subset of domain-specific parameters associated with the specified Event ID to be collected by the Data Collection AF (subject to user consent).



Editor’s Note: When requesting configuration, additional information needs to be passed across the R7 client API (then R2) to realise the "authentication information that enables the [Data Collection] AF to verify the authenticity of the UE's Application that provides data" as envisaged in clause 6.2.8.1 of TS 23.288 [4].
[bookmark: _Toc80619997]4.86.4	Information included in data reports to the Data Collection AF
Table 4.86.4‑1: Baseline information for data reporting
	Parameter
	Cardinality
	Description

	External Application Identifier
	1..1
	Identifies the UE Application to which this data report pertains.

	Collected parameters
	1..*
	The subset of domain-specific parameters associated with the specified Event ID to be collected by the Data Collection AFdata collection and reporting client (subject to user consent).



Editor’s Note: When reporting data, additional information needs to be passed across the R7 client API (then R2) to realise the "authentication information that enables the [Data Collection] AF to verify the authenticity of the UE's Application that provides data" as envisaged in clause 6.2.8.1 of TS 23.288 [4].
END OF CHANGES
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