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[bookmark: _Toc106028387]** First Change **
[bookmark: _Toc120211928]5.4.1	General
A high-level interception architecture diagram showing key point-to-point LI interfaces is shown in figure 5.4.1-1 below.



Figure 5.4.1-1: High-level interception architecture diagram with key point-to-point LI interfaces
A high-level acquisition architecture diagram showing key point-to-point LI interfaces is shown in figure 5.4.1-2 below.


Figure 5.4.1-2: High-level acquisition architecture diagram with key point-to-point LI interfaces

** Next Change **
[bookmark: _Toc120211997]6.2.3.1	Architecture
In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall include an IRI-POI that has the LI capability to generate the related xIRI. The UPF that handles the user plane data shall include a CC-POI that has the capability to duplicate the user plane packets from the PDU sessions based on the interception rules received from the SMF. Figure 6.2-4 shows the LI architecture for SMF/UPF based interception.



Figure 6.2-4: LI architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.
The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target's user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also provisioned with the intercept data.
NOTE 1:	The IRI-POI and CC-TF represented in figure 6.2-4 are logical functions and require correlation information be shared between them; they may be handled by the same process within the SMF.
The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and UPFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface. The CC-POI in the UPF shall present itself as the same CC-POI to all the CC-TFs in the same SMF set, such that a CC-TF is capable of modifying or deactivating a task activated/modified in the CC-POI by a different CC-TF in the same SMF set.
The trigger sent from the CC-TF to CC-POI includes the following information:
-	User plane packet detection rules.
-	Target identity.
-	Correlation information.
-	MDF3 address.
NOTE 2:	When LI_T3 is used, the LI_X1 between LIPF and CC-POI present in the UPF is used to monitor the user plane data.
The CC-POI present in the UPF generates the xCC from the user plane packets and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches as described in clause 7.12.2. When approach 1 from clause 7.12.2 is used, the IRI-POI in the UPF shall present itself as the same IRI-POI to all the IRI-TFs in the same SMF set, such that an IRI-TF is capable of modifying or deactivating a task activated/modified in the IRI-POI by a different IRI-TF in the same SMF set.
Clause 8.6.2 defines a CC-PAG (CC-POI Aggregator) as an architectural extension option that is located between the MDF3 and CC-POI and performs the function of aggregating the xCC from different CC-POIs towards the MDF3.
** Next Change **


[bookmark: _Toc120212004]6.2.3.8	LI state transfers in SMF sets
[image: ]

Figure 6.2-4A: LI architecture diagram for SMF/UPF interception when using SMF sets and LISSF
If an SMF belongs to an SMF set, then the TF present in the SMF shall have the ability to modify or stop the interceptions in the POIs present in the UPF irrespective of which TF present in an SMF from that SMF set had previously initiated the interception. A TF in one SMF of an SMF set may initiate the interception at a POI present in the UPF, the TF present in another SMF of the SMF set may make changes to the interception in that POI, and a TF in a different SMF of the SMF set may stop the interception in that POI.
In order to allow the TFs present in different SMFs of an SMF set to manage the interceptions at the POI present in an UPF, a new LI function referred to as LI State Storage Function (LISSF) is introduced. The TF that initiates the interception at a POI present in the UPF stores the related necessary information (e.g. correlation information) in case a different TF has to manage the interception at that POI. This necessary related information is referred to as LI state information (see TS 33.128 [15] for the details).
If an SMF belongs to an SMF set, then the POI present in the SMF shall have the ability to continue the interception using the same correlation information or stop the interception even when the SMF that manages the PDU session changes.
In order to allow the POIs present in different SMFs of an SMF set to continue the interception by maintaining a continuity, the LISSF mentioned above is used by storing the LI state information. When required, the POI present in the SMF of an SMF set stores the LI state information in the LISSF. The POI present in another SMF of the same SMF can retrieve the LI state information from that LISSF to provide a continued interception.
When an SMF in an SMF set requests SM context information related to a target from a UDSF or receives SM context information from another SMF, the TF and POI within the SMF shall retrieve also the relevant LI state information from the shared LISSF.
If the implementation of the SMF set does not ensure that active SM contexts are always present in some SMF of the SMF set, the TF shall also retrieve the relevant LI state information when an existing task is deactivated by the LIPF.
NOTE:	The race conditions between the LI_X1, LI_ST operations, and network events are possible and need to be accounted for in the implementation.
** Next Change **
[bookmark: _Toc120212038]6.3.3.1.3	EPS CUPS Architecture
Figure 6.3-3 shows the LI architecture for EPS CUPS SGW/PGW based interception.
[image: ]

 Figure 6.3-3: LI architecture for LI at EPS CUPS SGW/PGW
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides the same to the LIPF.
The LIPF present in the ADMF provisions IRI-POI present in the SGW-C/PGW-C and the MDF2 over the LI_X1 interfaces. To enable the interception of the target's user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SGW-C/PGW-C is also provisioned with the intercept data.
NOTE:	The IRI-POI and CC-TF represented in figure 6.3-3 are logical functions and require correlation information be shared between them; they may be handled by the same process within the SGW-C/PGW-C.
When PGW-C and PGW-U (represented in figure 6.3-3) are part of combined SMF+PGW-C and UPF+PGW-U respectively in the EPC-5GC interworking architectures as shown in clause A.2.2, figure A.2-1 of the present document, the SMF+PGW-C and UPF+PGW-U shall exhibit the LI functions as described in clause 6.3.3.3.1.
The IRI-POI present in the SGW-C/PGW-C detects the target UE's bearer activation, modification and deactivation and generates and delivers the xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.
The CC-TF present in the SGW-C/PGW-C detects the target UE's bearer activation, modification and deactivation and provisions the CC-POI in the SGW-U/PGW-U.
The CC-POI present in the SGW-U/PGW-U generates the xCC from the user plane packets and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.
A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches described in clause 7.12.2.

** Next Change **
[bookmark: _Toc120212072]7.2.3.1	Architecture
The HSS contains the subscription-related information for all users served by the CSP. The HSS provides the support functions in the mobility management, session setup, user authentication and access authorization.
The HSS shall have LI capabilities to generate the xIRIs as described in clause 7.2.3.3. The present document specifies two options for HSS LI capabilities:
1.	Use TS 33.107 [11] and TS 33.108 [21] natively as defined in those documents.
2.	Use the capabilities specified below in the present document for stage 2 and in TS 33.128 [15] for stage 3.
Extending the generic LI architecture presented in clause 5, figure 7.2-2 below gives a reference point representation the LI architecture with HSS as a CP NF providing the IRI-POI functions.



Figure 7.2-2: LI architecture for LI at HSS
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.
The LIPF present in the ADMF provisions IRI-POI (over LI_X1) present in the HSS and MDF2. 
The IRI-POI present in the HSS detects the target UE's service area registration and subscription related functions, generates and delivers the xIRI to the MDF2 over LI_X2. The MDF2 generates and delivers the IRI messages based on received xIRI to the LEMF over LI_H2.
The HSS shall provide the IRI-POI functions independent of the services on which the interception is active.
When multiple intercepts are active, IRI-POI functions in the HSS may send one xIRI which can then be distributed to the LEMFs associated with those multiple intercepts from the MDF2.

** Next Change **
[bookmark: _Toc120212134]7.4.7.4.2	LI architecture
To provide the lawful interception of voice services in the VPLMN with home-routed roaming architecture, new LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network functions in order to generate IRI and CC when the communication involves an inbound roaming target.
Figure 7.4.7.4-1 shown below illustrates a generic LI architecture for home-routed roaming architecture in the VPLMN.



Figure 7.4.7.4-1: VPLMN generic LI architecture for home-routed roaming
NOTE:	See clause 7.4.7.4.10 for brief descriptions of the LI functions and interfaces depicted in figure 7.4.7.4-1.

** Next Change **
[bookmark: _Toc120212181]7.8.2.1.2	Architecture for NIDD using NEF in the VPLMN
This clause describes the LI for NIDD using NEF in the VPLMN. The access method for the delivery of xCC related to NIDD using NEF is based on duplication of packets without modification of the packets at the V-SMF (in case of roaming) and NEF in the home network. The duplicated packets with additional information in a header are sent to MDF3 via LI_X3 for further delivery to the LEMF via LI_HI3. Figure 7.8-5 gives a reference point representation of the LI architecture with V-SMF as a CP NF and UP NF providing the IRI-POI and CC-POI functions for NIDD using NEF in the visited network.



Figure 7.8-5: LI architecture for NIDD using NEF showing LI at V-SMF
** Next Change **
[bookmark: _Toc120212188]7.9.2.1	Architecture
The NEF shall provide both IRI-POI and CC-POI functions. Figure 7.9-1 gives a reference point representation of the LI architecture with NEF as a CP NF and UP NF providing the IRI-POI and CC-POI functions. NEF is the anchor point for PDU session establishment and NIDD traffic. The NIDD traffic is forwarded by NEF to the AF over the N33 interface.



Figure 7.9-1: LI architecture for NIDD using NEF showing LI at NEF

** Next Change **
[bookmark: _Toc120212221]7.11.2.1	Architecture
The SCEF in the home network and the IWK-SCEF in the visited network shall provide both IRI-POI and CC-POI functions. Figure 7.11-1 gives a reference point representation of the LI architecture with SCEF as a CP NF and UP NF providing the IRI-POI and CC-POI functions for NIDD using SCEF. SCEF is the anchor point for PDN connection establishment and NIDD traffic.



Figure 7.11-1: LI architecture for NIDD using SCEF showing LI at SCEF/IWK-SCEF

** Next Change **
[bookmark: _Toc120212309]A.1.2	Service-based representation with point-to-point LI system
The overall network configuration for 5G in a non-roaming scenario with the LI aspects is shown in figure A.1-1 using the service-based representation (as shown in TS 23.501 [2]) with the use of point-to-point LI system.



Figure A.1-1: Network topology showing LI for 5G (service-based representation) with point-to-point LI system
Figure A.1-1 shows the network topology of 5G system in a service-based representation; however, all the LI-related interfaces remain to be point-to-point.
The IRI-POIs present in the AMF, UDM SMF and SMSF deliver the xIRI to the MDF2 and CC-POI present in the UPF delivers the xCC to the MDF3. The MDF3 address to CC-POI present in UPF is provided by the CC-TF present in the SMF over LI_T3 reference point.
The LIPF present in the ADMF provisions the IRI-POIs and the CC-TF present in the NFs with the intercept related data. The LI_X1 interfaces between the LIPF and the UPF is to monitor the user plane data.
NOTE:	The CC-POI present in the NEF is not shown in figure A.1-1 but will be present if intercept of those services is supported.
** Next Change **

[bookmark: _Toc120212312]A.2.2	Topology view for a non-roaming scenario
The overall network configuration for interworking between EPC-EUTRAN and 5GS in non-roaming scenario with the LI aspects is shown in figure A.2-1.
The 5G core system is shown using the service-based representation (as shown in TS 23.501 [2]) with the use of point-to-point LI system.




Figure A.2-1: Network topology showing LI for interworking with EPC/E-UTRAN
Figure A.2-1 shows the network topology of 5G system in a service-based representation, however, all the LI-related interfaces remain to be point-to-point.
The IRI-POIs present in the AMF, MME, UDM, SMSF and SMF + PGW-C deliver the xIRI to the MDF2 and CC-POI present in the UPF + PGW-U delivers the xCC to the MDF3. The MDF3 address to CC-POI present in UPF + PGW-U is provided by the CC-TF present in the SMF over LI_T3 reference point.
The LIPF present in the ADMF provisions the IRI-POIs and the CC-TF present in the NFs with the intercept related data. The LI_X1 interfaces between the LIPF and the UPF + PGW-U is to monitor the user plane data.
NOTE 1:	TS 23.501 [2] notes that there can another UPF between the NG-RAN and PGW-U + UPF. In that case, the other UPF may also provide the CC-POI functions for any user plane packets that do not reach the PGW-U + UPF.
NOTE 2:	The IRI-POIs and CC-POIs present in the NEF and the SCEF are shown as a combined function, but could be deployed as separate NEF and SCEF.
** Next Change **

[bookmark: _Toc120212315]A.3.2	Topology view for a non-roaming scenario
The overall network configurations to illustrate the LI with multiple DN connections (to the same DN) in a PDU session is illustrated in figure A.3-1 and A.3-2.
The 5G core system is shown using the service-based representation (as shown in TS 23.501 [2]) with the use of point-to-point LI system.



Figure A.3-1: Network topology showing CC-POI at one UPF
The IRI-POIs present in the AMF, MME, UDM, SMSF and SMF deliver the xIRI to the MDF2 and CC-POI present in the branching UPF (shown as UPF-1) on the common path to both DN connections delivers the xCC to the MDF3. The MDF3 address to CC-POI present in UPF-1 is provided by the CC-TF present in the SMF over LI_T3 reference point. In this view, all user plane packets pass through UPF-1.
The LIPF present in the ADMF provisions the IRI-POIs and the CC-TF present in the NFs with the intercept related data. The LI_X1 interfaces between the LIPF and the UPF is to monitor the user plane data.



Figure A.3-2: Network topology showing CC-POI at two UPFs
The IRI-POIs present in the AMF, MME, UDM, SMSF and SMF deliver the xIRI to the MDF2. In this example, there is a branching UPF (UPF-B), an anchor UPF for the DN (UPF-A1) and another anchor UPF for the same DN (UPF-A2). The second approach (i.e. CC interception at the anchor UPFs) mentioned in A.3.1 is used to provide the CC interception. The UPF-A1 delivers the xCC generated from the user plane packets that flow from UE to the DN via UPF-A1 to the MDF3. The CC-POI present in the UPF-A2 delivers the xCC generated from the user plane packets that flow UE to the DN via UPF-A2 to the MDF3. The MDF3 address in the CC-POIs present in UPF-1 and UPF-2 are provided by the CC-TF present in the SMF over LI_T3 reference point.
The LIPF present in the ADMF provisions the IRI-POIs and the CC-TF present in the NFs with the intercept related data. The LI_X1 interfaces between the LIPF and the UPFs are to monitor the user plane data.
NOTE: 	In some cases, the branching UPF may be merged with one of the anchor UPFs. In this case care needs to be taken to avoid duplication of xCC e.g. by intercepting only on the external N6 interface of each anchor UPF.
** Next Change **

[bookmark: _Toc120212318]A.4.2	Topology view
The overall network configuration for non-3GPP access in a non-roaming scenario with the LI aspects is shown in figures A.4-1, A.4-2 and A.4-3. In these views, the target UE is not connected to a 3GPP access network.
The 5G core system is shown in the following figures the service-based representation (as shown in TS 23.501 [2]) with the use of point-to-point LI system.



Figure A.4-1: Network topology showing LI for non-3GPP access to 5G via N3IWF



Figure A.4-2: Network topology showing LI for non-3GPP access to 5G via TNGF



 Figure A.4-3: Network topology showing LI for non-3GPP access to 5G via TWIF
The IRI-POIs present in the AMF, UDM, SMSF and SMF deliver the xIRI to the MDF2 and CC-POI present in the UPF delivers the xCC to the MDF3. The MDF3 address to CC-POI present in UPF is provided by the CC-TF present in the SMF over LI_T3 reference point.
The LIPF present in the ADMF provisions the IRI-POIs and the CC-TF present in the NFs with the intercept related data. The LI_X1 interfaces between the LIPF and the UPF is to monitor the user plane data.
** End of all Changes **
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