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*** First Change Start ***

5.7.2.3
Response structure

The LI_HIQR request is used to generate a request to the ICF over LI_XQR (see clause 5.8). The response received over LI_XQR is then transformed into an LI_HIQR response.

LI_HIQR responses and updates are represented as XML following the IdentityResponseDetails type definition (see Annex E).

Responses and updates are delivered within a DELIVER request (see ETSI TS 103 120 [6] clause 6.4.10) containing a DELIVERY object (see ETSI TS 103 120 [6] clause 10).

IdentityResponseDetails contain IdentityAssociation records. The fields of each IdentityAssociationRecord shall be set as follows:

Table 5.7.2-5: IdentityAssociationRecord

	Field
	Value
	M/C/O

	SUPI
	SUPI associated with the provided identity.
	M

	SUCI
	SUCI associated with the provided identity, if available.
	C

	5G-GUTI
	5G GUTI associated with the provided identity, provided in the form given in the request (see table 5.7.2-4).
	M

	PEI
	PEI associated with the provided identity during the association period, if known
	C

	AssociationStartTime
	The time that the association between the SUPI and the temporary identity became valid. (See NOTE).
	M

	AssociationEndTime
	The time that the association between the SUPI and the temporary identity ceased to be valid. Shall be omitted if the association is still valid (see NOTE).
	C

	FiveGSTAIList
	List of tracking areas associated with the registration area within which the UE was or is registered in the lifetime of the reported association, if available. See clause 7.6.2.4 for details.
	C

	GPSI
	GPSI associated with the provided identity during the association period, if known.
	C

	NOTE:
The AssociationStartTime and AssociationEndTime represent the lifespan of the SUPI to 5G-GUTI association. When a SUCI is present, the AssociationStartTime also represents the time of the SUCI’s validity.


If no association is found which matches the criteria provided in the LI_XQR request, then the LI_XQR response contains zero IdentityAssociationRecords. Similarly, the LI_HIQR response contains zero IdentityAssociationRecords.

For responses or updates providing a currently valid SUPI to 5G-GUTI identity association, the AssociationEndTime shall be absent. The AssociationStartTime shall indicate when the 5G-GUTI became associated with the SUPI. The SUCI field shall be populated if it was present in the IEF record for the association (see clause 6.2.2A.2.1). The PEI and TAI List fields may be populated as well, see clause 7.6.2.4 for details.

*** First Change End ***

*** 2nd Change Start ***

6.2.2A.2.2
Association Events

For each association event, the IEF shall create an IEFAssociationRecord, as defined below.

Table 6.2.2A-1: Payload for IEFAssociationRecord

	Field name
	Description
	M/C/O

	sUPI
	SUPI associated with detected association event.
	M

	fiveGGUTI
	5G-GUTI shall be provided. Encoded as per TS 24.501 [13] figure 9.11.3.4.1, omitting the first four octets.
	M

	timeStamp
	Time at which the identifier association event occurred.

Shall be given qualified with time zone information (i.e. as UTC or offset from UTC, not as local time).
	M

	tAI
	Last known TAI associated with the SUPI. Encoded as per TS 24.501 [13] clause 9.11.3.8, omitting the first octet.
	M

	nCGI
	Last known nCGI(s) available when identifier association event detected. Given as a sequence of PLMNID (encoded as per TS 38.413 [23] clause 9.3.3.5) and NCI (encoded as per TS 38.413 [23] clause 9.3.1.7).


	M

	nCGITime
	ueLocationTimestamp(s) of nCGIs if available in AMF as per TS 29 .571 [17] clause 5.4.4.9.

If ueLocationTimestamp(s) is not available, shall be populated with timeStamp(s) of when last known nCGI(s), were obtained and stored by the AMF.
	M

	sUCI
	SUCI shall be provided when event is triggered by association of a SUCI to a SUPI.
	C

	pEI
	PEI, (See NOTE 1).
	C

	fiveGSTAIList
	List of tracking areas associated with the registration area within which the UE is current registered, see TS 24.501 [13], clause 9.11.3.9. (See NOTE 2)
	C

	gPSI
	GPSI, (See NOTE 1).
	C

	NOTE 1:
Shall be provided in first association record to ICF after PEI or GPSI is available and following any change of PEI or GPSI.

NOTE 2:
As a minimum, list of tracking areas shall be included in the first association event for each SUPI registered (per UE session) with the AMF and additionally whenever the TAI list changes due to a change in registration area.


*** 2nd Change End ***

*** 3rd Change Start ***

7.6.2.4
ICF Identifier Association Event Handling

Upon receipt of an Association event as defined in clause 6.2.2A.2, the ICF shall cache the identifier association(s) contained within the record as followings:

-
SUPI to 5G-GUTI association received, in an IEFAssociationRecord is stored by ICF as an active association. The previous active association for the same SUPI, if any, is marked as a previously active association and cached until the cache time limit is reached.

-
If the IEFAssociationRecord also contains a SUCI, the SUCI is stored as a part of the received SUPI to 5G-GUTI association, for the lifetime of that association.

-
Where the IEFDeassociationRecord corresponds to an active SUPI to 5G-GUTI association at ICF, the association is marked as a previously active association and cached until the cache time limit is reached.

The ICF shall have a CSP defined maximum active association lifetime (upon expiry of which the association is deleted from the ICF).

NOTE 1:
This is needed to prevent an association from not being deleted from ICF under some error conditions (e.g. a loss of IEF message carrying IEFDeassociationRecord caused by the implicit deregistration of an out-of-service UE). The selection of the maximum active association lifetime value needs to ensure that no valid active associations are deleted upon the lifetime expiry, i.e. the longest possible association refresh time supported by CSP’s network needs to be accommodated.

For previous associations placed in the cache, the ICF shall store the times of association and disassociation, respectively.

Where an IEFAssociationRecord contains a PEI, GPSI or a TAI list, the ICF shall store the received values and associate them both the current received SUPI to 5G-GUTI association and any future association until:

-
A subsequent IEFAssociationRecord is received which updates the PEI, GPSI or TAI list values.

-
The old PEI / GPSI / TAI list shall be retained in association with previous SUPI to 5G-GUTI associations until those associations are deleted from cache.

-
New PEI / GPSI / TAI list shall be used in association with both the association(s) with which it was received and any subsequent associations until another update is received.

-
All SUPI associations for which the PEI / GPSI/ TAI list is valid are deleted from the cache.

When the ICF receives a query request from the IQF as defined in clause 7.6.2.3, the ICF shall search available identifier associations (both active associations and those marked for deletion in the cache) for a match. The ICF shall be able to use both time and TAI (as a single TAI and in relation to a TAI list) to identify the correct SUPI to 5G-GUTI association(s). For associations which have been disassociated (and will be deleted once the cache time limit is reached), the time of disassociation is used by the ICF to identify the correct association match (based on observed time in LEA request), where multiple associations are held in the cache.

NOTE 2:
Use of nCGI to match associations based on physical location for SUCI / 5G-S-TMSI to SUPI requests, is out of scope of the present document.

As the LEA and CSP are unlikely to have synchronised the time of identifier observation / association provided by the LEA in the query request, with NF time of the IEFs, the ICF shall search the cached identifier associations using a short window time duration both before and after (subject to overall cache duration) the observed time provided by the LEA in the RequestValues over LI_XQR.

NOTE 3:
While the search window duration before and after the LEA provided observed time value is outside the scope of the present document, selection of this value by the CSP needs to take into consideration, among other aspects, the duration of a potential period of recovery from a 5G-GUTI update error, in order to prevent missing of otherwise matching associations due to discrepancies between their stored association/disassociation time and the observed time provided by LEA.

NOTE 4:
While the value of the short-term caching time is outside the scope of the present document, selection of this value by the CSP needs to take into consideration, among other aspects, the duration of potential period of recovery from a 5G-GUTI update error, in order to prevent previous associations being deleted before they have been fully disassociated by both the UE and AMF.
*** 3rd Change End ***

*** 4th Change Start ***

Annex E (normative):
XSD Schema for Identity Association

<?xml version="1.0" encoding="utf-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:3GPP:ns:li:3GPPIdentityExtensions:r17:v3"

           xmlns:x1="http://uri.etsi.org/03221/X1/2017/10"

           xmlns:common="http://uri.etsi.org/03280/common/2017/07"

           targetNamespace="urn:3GPP:ns:li:3GPPIdentityExtensions:r17:v3"

           elementFormDefault="qualified">

  <xs:import namespace="http://uri.etsi.org/03221/X1/2017/10"/>

  <xs:import namespace="http://uri.etsi.org/03280/common/2017/07"/>

  <xs:complexType name="IdentityAssociationRequest">

    <xs:complexContent>

      <xs:extension base="x1:X1RequestMessage">

        <xs:sequence>
          <xs:element name="RequestDetails" type="RequestDetails"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>
  <xs:complexType name="RequestDetails">

    <xs:sequence>

      <xs:element name="Type" type="DictionaryEntry"/>

      <xs:element name="ObservedTime" type="common:QualifiedDateTime"/>

      <xs:element name="RequestValues" type="RequestValues"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="RequestValues">

    <xs:sequence>

      <xs:element name="RequestValue" type="RequestValue" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="RequestValue">

    <xs:sequence>

      <xs:element name="FormatType" type="FormatType"/>

      <xs:element name="Value" type="common:LongString"/>

    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="FormatType">

    <xs:sequence>

      <xs:element name="FormatOwner" type="common:ShortString"/>

      <xs:element name="FormatName" type="common:ShortString"/>

    </xs:sequence>

  </xs:complexType>
  <xs:complexType name="DictionaryEntry">

    <xs:sequence>

      <xs:element name="Owner" type="common:ShortString"/>

      <xs:element name="Name" type="common:ShortString"/>

      <xs:element name="Value" type="common:ShortString"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="IdentityAssociationResponse">

    <xs:complexContent>

      <xs:extension base="x1:X1ResponseMessage">

        <xs:sequence>

          <xs:element name="ResponseDetails" type="IdentityResponseDetails"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

<xs:element name="LIHIQRResponse" type="IdentityResponseDetails"/>
<xs:complexType name="IdentityResponseDetails">

    <xs:sequence>

      <xs:element name="Associations" type="IdentityAssociationRecords"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="IdentityAssociationRecords">

    <xs:sequence>

      <xs:element name="IdentityAssociationRecord" type="IdentityAssociationRecord" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="IdentityAssociationRecord">

    <xs:sequence>

      <xs:element name="SUPI" type="SUPI"/>

      <xs:element name="SUCI" type="SUCI" minOccurs="0"/>

      <xs:element name="FiveGGUTI" type="FiveGGUTI"/>

      <xs:element name="PEI" type="PEI" minOccurs="0"/>

      <xs:element name="AssociationStartTime" type="common:QualifiedMicrosecondDateTime"/>

      <xs:element name="AssociationEndTime" type="common:QualifiedMicrosecondDateTime" minOccurs="0"/>

      <xs:element name="FiveGSTAIList" type="FiveGSTAIList" minOccurs="0"/>
      <xs:element name="GPSI" type="GPSI" minOccurs="0"/>
    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="SUPI">

    <xs:choice>

      <xs:element name="SUPIIMSI" type="common:SUPIIMSI"/>

      <xs:element name="SUPINAI" type="common:SUPINAI"/>

    </xs:choice>

  </xs:complexType>

  <xs:simpleType name="SUCI">

    <xs:restriction base="xs:string"/>

  </xs:simpleType>

  <xs:simpleType name="FiveGGUTI">

    <xs:restriction base="xs:string"/>

  </xs:simpleType>

  <xs:complexType name="PEI">

    <xs:choice>

      <xs:element name="PEIIMEI" type="common:PEIIMEI"/>

      <xs:element name="PEIIMEISV" type="common:PEIIMEISV"/>

      <xs:element name="PEIMAC" type="common:MACAddress"/>

    </xs:choice>

  </xs:complexType>

  <xs:complexType name="FiveGSTAIList">

    <xs:sequence>

      <xs:element name="FiveGSTAI" type="FiveGSTAI" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="FiveGSTAI">

    <xs:sequence>

      <xs:element name="MCC" type="MCC"/>

      <xs:element name="MNC" type="MNC"/>

      <xs:element name="TAC" type="TAC"/>

      <xs:element name="NID" type="NID" minOccurs="0"/>

    </xs:sequence>

  </xs:complexType>
  <xs:complexType name="GPSI">

    <xs:choice>

      <xs:element name="GPSIMSISDN" type="common:GPSIMSISDN"/>

      <xs:element name="GPSINAI" type="common:GPSINAI"/>

    </xs:choice>

  </xs:complexType>
  <xs:simpleType name="MCC">

    <xs:restriction base="xs:string">

      <xs:pattern value="[0-9]{3}"></xs:pattern>

    </xs:restriction>

  </xs:simpleType>

  <xs:simpleType name="MNC">

    <xs:restriction base="xs:string">

      <xs:pattern value="[0-9]{2,3}"></xs:pattern>

    </xs:restriction>

  </xs:simpleType>

  <xs:simpleType name="TAC">

    <xs:restriction base="xs:string">

      <xs:pattern value="([A-Fa-f0-9]{2}){2,3}"></xs:pattern>

    </xs:restriction>

  </xs:simpleType>

  <xs:simpleType name="NID">

    <xs:restriction base="xs:string">

      <xs:pattern value="[A-Fa-f0-9]{11}"></xs:pattern>

    </xs:restriction>

  </xs:simpleType>

  <xs:complexType name="ActivateAssociationUpdates">

    <xs:complexContent>

      <xs:extension base="x1:X1RequestMessage">

        <xs:sequence>

          <xs:element name="OngoingAssociationTaskID" type="common:UUID"></xs:element>

          <xs:element name="SUPI" type="SUPI"></xs:element>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="ActivateAssociationUpdatesAcknowledgement">

    <xs:complexContent>

      <xs:extension base="x1:X1ResponseMessage">

        <xs:sequence>

          <xs:element name="oK" type="x1:OKAckAndComplete"/>

          <xs:element name="CurrentAssociations" type="IdentityResponseDetails"></xs:element>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="DeactivateAssociationUpdates">

    <xs:complexContent>

      <xs:extension base="x1:X1RequestMessage">

        <xs:sequence>

          <xs:element name="OngoingAssociationTaskID" type="common:UUID"></xs:element>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="DeactivateAssociationUpdatesAcknowledgement">

    <xs:complexContent>

      <xs:extension base="x1:X1ResponseMessage">

        <xs:sequence>

          <xs:element name="oK" type="x1:OKAckAndComplete"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="IdentityAssociationUpdate">

    <xs:complexContent>

      <xs:extension base="x1:X1RequestMessage">

        <xs:sequence>

          <xs:element name="OngoingAssociationTaskID" type="common:UUID"/>

          <xs:element name="UpdateDetails" type="IdentityResponseDetails"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

  <xs:complexType name="IdentityAssociationUpdateAcknowledgement">

    <xs:complexContent>

      <xs:extension base="x1:X1ResponseMessage">

        <xs:sequence>

          <xs:element name="oK" type="x1:OKAckAndComplete"/>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

</xs:schema>

*** 4th Change End ***

*** 5th Change Start ***

Annex F (normative):
ASN.1 Schema for LI_XER messages

TS33128IdentityAssociation

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) tS33128IdentityAssociation(20) r17(17) version0(0)}

DEFINITIONS IMPLICIT TAGS EXTENSIBILITY IMPLIED ::=

BEGIN

tS33128IdentityAssociationOID RELATIVE-OID ::= {threeGPP(4) tS33128IdentityAssociation(20) r17(17) version0(0)}

iEFRecordOID RELATIVE-OID ::= {tS33128IdentityAssociationOID iEF(1)}

IEFMessage ::= SEQUENCE

{

    iEFRecordOID        [1] RELATIVE-OID,

    record              [2] IEFRecord

}

IEFRecord ::= CHOICE

{

    associationRecord   [1] IEFAssociationRecord,

    deassociationRecord [2] IEFDeassociationRecord,

    keepalive           [3] IEFKeepaliveMessage,

    keepaliveResponse   [4] IEFKeepaliveMessage

}

IEFAssociationRecord ::= SEQUENCE

{

    sUPI            [1] SUPI,

    fiveGGUTI       [2] FiveGGUTI,

    timestamp       [3] GeneralizedTime,

    tAI             [4] TAI,

    nCGI            [5] NCGI,

    nCGITime        [6] GeneralizedTime,

    sUCI            [7] SUCI OPTIONAL,

    pEI             [8] PEI OPTIONAL,

    fiveGSTAIList   [9] FiveGSTAIList OPTIONAL,
    gPSI            [10] GPSI OPTIONAL
}

IEFDeassociationRecord ::= SEQUENCE

{

    sUPI            [1] SUPI,

    fiveGGUTI       [2] FiveGGUTI,

    timestamp       [3] GeneralizedTime,

    nCGI            [4] NCGI,

    nCGITime        [5] GeneralizedTime

}

IEFKeepaliveMessage ::= SEQUENCE

{

    sequenceNumber  [1] INTEGER

}

FiveGGUTI ::= OCTET STRING (SIZE(10))

NCGI ::= SEQUENCE

{

    pLMNID [1] PLMNID,

    nCI [2] NCI

}

PLMNID ::= OCTET STRING (SIZE(3))

NCI ::= BIT STRING (SIZE(36))

TAI ::= OCTET STRING (SIZE(6))

SUPI ::= CHOICE

{

    iMSI        [1] IMSI,

    nAI         [2] NAI

}

IMSI ::= NumericString (SIZE(6..15))

NAI ::= UTF8String

FiveGSTAIList ::= SEQUENCE OF TAI

PEI ::= CHOICE

{

    iMEI        [1] IMEI,

    iMEISV      [2] IMEISV,

    mACAddress  [3] MACAddress,

    eUI64       [4] EUI64
}

IMEI ::= NumericString (SIZE(14))

IMEISV ::= NumericString (SIZE(16))

MACAddress ::= OCTET STRING (SIZE(6))

EUI64 ::= OCTET STRING (SIZE(8))

SUCI ::= OCTET STRING (SIZE(8..3008))
GPSI ::= CHOICE

{

    gPSIMSISDN  [1] MSISDN,

    gPSINAI     [2] NAI
}
MSISDN ::= NumericString (SIZE(1..15))
END

*** 5th Change End ***

*** End of Changes ***

