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Abstract of the contribution: This paper presents the need for a method by which LEAs can obtain network-based location information for intercepted targets.
1
Introduction
In certain situations, LEAs require methods to determine the current network-based location of an LI target, such as the cell identity of the serving base station. This is provided via IRI location information, but it is sporadic and not per definition current. For the LEA to get the current location via HI2 the device must send certain signalling messages that will trigger the IRI-POI to produce an IRI event with the current location information. 

Currently, LEAs can make use of “type-0 SMSs” to force the device to connect without warning the user. These are SMSs with message type 0, see 3GPP TS 23.040, clause 9.2.3.9. This solution is not ideal for several reasons, such as:
· Type-0 SMSs are not undetectable: specific applications on UEs are easily available which can detect type-0 SMSs.
· SMS are based on legacy technology: SMS technology has lost its relevance for many users, and therefore operators may choose to stop supporting SMSs in the future, in favour of e.g., Rich Communication Suite (RCS).
· Type-0 SMSs might be removed: type-0 SMSs present other security vulnerabilities such as enabling silent DoS attacks by anyone with access to a phone. Due to this and other vulnerabilities, SMS support for type-0 SMS might be removed in the future.
LEAs require a safe solution that preserves undetectability (as defined in TS 33.126 clause 6.6) for the intercepted UE and is not based on legacy technologies to obtain up-to-date and accurate network-based location information for intercepted UEs.

When the intercepted UE is connected (i.e., CM-Connected and RRC-Connected or RRC-Inactive), network-based location information is already present in the mobile network (but not necessarily at the LEA), but when the UE is idle, the information is not available. The solution must be independent of the current UE state.
Currently LI specifications include a solution called Lawful Access to Location Service (LALS). LALS is a service, that can also be used to retrieve current network-based location, but such a service is not always available or applicable. This discussion paper is looking for a solution for situations where LALS is not possible or not applicable.
2
Requirements
The solution is only applicable for UE for which LI is applied and active (i.e., IRI-only, or both IRI and CC).
A suitable solution needs to meet the following requirements:
· The solution shall generate an IRI event with up-to-date and accurate location information upon request by the LEA.   

· The LEA shall be able to request up-to-date network-based location information for target UEs in connected mode (CM-Connected and RRC-Connected or RRC-Inactive).
· The LEA shall be able to request network-based location information for target UEs in idle mode.
· The solution should be undetectable by any party not explicitly authorised to have knowledge of it (complying with TS 33.126 clause 6.6). The users should not perceive any communication from the network due to application of the solution as abnormal.

· The solution should have a small latency from the moment the LEA requests the location for any target until an answer is received.
· It shall not be possible for the solution to be (ab)used by third parties (not the LEA) to obtain location information of any UE.

· The solution should not require the addition of new NFs, but it may modify or extend current RAN and SBA messaging.
3
Proposal
Discuss how this can be implemented, find suitable solutions, and implement them in the standards.
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