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*** First change ***
7.X
STIR/SHAKEN and RCD/eCNAM

7.X.1
Provisioning over LI_X1

7.X.1.1
General

As described in clause TS 33.127 [5] clause 7.14.2, the IRI-POI present in the following NFs provide the LI functions for STIR/SHAKEN and RCD/eCNAM:

-
Telephony AS or Egress IBCF that interacts with the AS for signing.

-
Telephony AS or Ingress IBCF that interacts with the AS for verification.

-
The LMISF-IRI (inbound roaming with HR) or P-CSCF (inbound roaming with LBO) in the terminating end of the session. 
NOTE 1:
LMISF-IRI is made an interception of all SIP messages in which STIR/SHAKEN and RCD/eCNAM messages are available.

If the IRI-POI functions in the above mentioned NFs are already provisioned for IMS-based services, then separate provisioning is not required. If those NFs do not have IRI-POI for other IMS-based services, then separate provisioning of the IRI-POI in those NFs is required. Depending on the deployment, either the Telephony AS or the IBCF shall be provisioned in accordance with clause 7.X.1.2 and the MDF2 shall be provisioned in accordance with clause 7.X.1.3. 
NOTE 2:
When LI for STIR/SHAKEN and RCD/eCNAM is required, the provisioning is done in the Telephony AS and IBCF, independent of their interactions with the AS for Signing or AS for Verification.
NOTE 3:
Only Telephiny AS based interaction with the AS for signing or AS for verification is used when the  STIR/SHAKEN and RCD/eNAM signing and verification is required for intra-CSP sessions (including the roaming case).  
7.X.1.2
Provisioning of the IRI-POI in the IMS network functions

This clause is applicable when the IRI-POIs present in the NFs mentioned in clause 7.X.1.1 are not provisioned for IMS-based interception.

The LIPF provisions the IRI-POIs present in the NFs mentioned in 7.X.1.1 using the X1 protocol as described in clause 5.2.2 with the following target identifier formats as defined in the ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used).

-
IMPU.
Table 7.X.1-Ta1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI in the Telephony AS, IBCF, for separate provisioning case, for STIR/SHAKEN and RCD/eCNAM.

Table 7.X.1-Ta1: ActivateTask message for IRI-POI in the IMS Network Functions for STIR/SHAKEN and RCD/eCNAM
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	The target identifier listed in the paragraph above.
	M

	DeliveryType
	Set to “X2Only”.
	M

	ListOfDIDs
	Delivery endpoints of LI_X2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M


7.X.1.3
Provisioning of the MDF2

The MDF2 listed as the delivery endpoint for xIRI generated by the IRI-POI in the the IMS Network Functions for STIR/SHAKEN and RCD/eCNAM shall be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 7.X.1-Ta2 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2.
The MDF2 shall support the following target identifier formats in the ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used):

-
IMPU.

Table 7.X.1-Ta2: ActivateTask message for MDF2
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	The target identifier listed in the paragraph above.
	M

	DeliveryType
	Set to “X2Only". (Ignored by the MDF2).
	M

	ListOfDIDs
	Delivery endpoints of LI_HI2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfMediationDetails
	Sequence of Mediation Details, See table 7.X.1-Ta3.
	M


Table 7.X.1-Ta3: Mediation Details for MDF2
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	LIID
	Lawful Intercept ID associated with the task.
	M

	DeliveryType
	Set to "HI2Only".
	M

	ListOfDIDs
	Details of where to send the IRI for this LIID. Shall be included if deviation from the ListofDIDs in the ActivateTask message is necessary. If included, the ListOfDIDs in the Mediation Details shall be used instead of any delivery destinations authorised by the ListOfDIDs field in the ActivateTask Message.
	C

	ServiceScoping
	Shall be included to Identify the service(s) and associated service-related delivery settings for this LIID. May include more than one instance of this parameter to allow for different combinations of subparameters associated with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7], Annex C, Table C.2.
	C


7.X.2
LI for STIR/SHAKEN and RCD/eCNAM

7.X.2.1
Generation of xIRI at IRI-POI in the IMS Network Functions over LI_X2

7.X.2.1.1
General

The IRI-POI present in the IMS Network Functions for STIR/SHAKEN and RCD/eCNAM shall send xIRI over LI_X2 for each of the events listed in TS 33.127 [5] clause 7.14.3, each of which is described in the following clauses.
7.X.2.1.2
Signature generation

The IRI-POI present in the Telephony AS or IBCF shall generate an xIRI containing a STIRSHAKENSignatureGeneration record when the following conditions are met:

-
Telephony AS or IBCF is interacting with the AS for Signing. 

-
P-Asserted Identity or From header of SIP INVITE or SIP MESSAGE request received from S-CSCF is a target identity.

-
A PASSporT is received from the AS for signing and is included in an outgoing SIP INVITE or SIP MESSAGE request in a SIP Identity header. 

Table 7.X.2-Ta1: Payload for STIRSHAKENSignatureGeneration record

	Field name
	Description
	M/C/O

	pASSporTs
	Identifies the content of the SIP Identity headers added by the originating network and transit networks. See Table 7.X.2-Ta2.
	M


Table 7.X.2-Ta2: Details for identityTokens parameter
	Field name
	Description
	M/C/O

	pASSporTHeader
	PASSporT Header as defined in RFC 8224 [XB] clause 4 and in 3GPP TS 24.229 [XF]. See Table 7.X.2-Ta3.
	M

	pASSporTPayload
	PASSporT Payload as defined in RFC 8224 [XB] clause 4 and in 3GPP TS 24.229 [XF].See Table 7.X.2-Ta4.
	M

	pASSporTSignature
	PASSporT Signature as defined in RFC 8224 [XB] clause 4 and in 3GPP TS 24.229 [XF].
	M


Table 7.X.2-Ta3: Details for identityTokenHeader parameter
	Field name
	Description
	M/C/O

	type
	Shall be populated with the type contained in the PASSporT Header as defined in RFC 8225 [XA] clause 4.1.
	M

	algorithm
	Shall be derived from the value of the 'alg' parameter of the PASSporT Header as defined in RFC 8225 [XA] clause 4.2.
	M

	ppt
	Shall be derived from the value of the 'ppt' parameter of the PASSporT Header as defined in RFC 8225 [XA] clause 8.1 if the PASSporT Header contains a ppt parameter.
	C

	x5u
	Shall be populated with the URI contained in the 'x5u' parameter of the PASSporT Header as defined in RFC 8225 [XA] clause 4.3.
	C


Table 7.X.2-Ta4: Details for identityTokenPayload parameter
	Field name
	Description
	M/C/O

	issuedAtTime
	Shall be populated with the GenrealizedTime format timestamp converted from the NumericDate contained in the 'iat' parameter of the PASSporT Payload as defined in RFC 8225 [XA] clause 5.1.1.
	M

	originator
	Shall be populated with the value of the 'orig' parameter of the PASSporT Payload as defined in RFC 8225 [XA] clause 5.2.1.
	M

	destination
	Shall contain the list of destinations contained in the dest field of the PASSporT Payload as defined in RFC 8225 [XA] clause 5.2.1.
	M

	attestation
	Indicates the attestation level as defined in RFC 8588 [XC] clause 4.
	M

	origID
	Shall be populated with the value of the origID contained in the 'origid' parameter of the PASSporT Payload as defined in RFC 8588 [XC] clause 5.
	M


7.X.2.1.3
Signature validation

The IRI-POI present in the Telephony AS or IBCF shall generate an xIRI containing a STIRSHAKENSignatureValidation record when the following conditions are met: 

-
IBCF or Telephony AS is interacting with the AS for verification. 

-
Request URI and To Header of SIP INVITE or SIP MESSAGE request received from S-CSCF (in the case Telephony AS) or from the previous IP network (in the case of IBCF) is a target identity.   
-
If a PASSporT is received in the SIP INVITE or SIP MESSAGE request, it is submitted by the Telephony AS or IBCF to the AS for verification for validation and the result is included in an outgoing SIP INVITE or SIP MESSAGE request together with possible RCD data or eCNAM data as Call-Info headers.

-
If a PASSporT is not received in the SIP INVITE or SIP MESSAGE request, a result is included in an outgoing SIP INVITE or SIP MESSAGE request indicating that no validation occured. 
The IRI-POI present in the LMISF-IRI (inbound roaming with HR) or P-CSCF (inbound roaming with LBO) shall generate an xIRI containing a STIRSHAKENSignatureValidation record when the following conditions are met:  

-
Request URI  or To Header of SIP INVITE or SIP MESSAGE request sent to the UE is a target identity 
-
SIP INVITE or SIP MESSAGE request sent to the UE ncludes SIP Call-Info headers containing possible RCD data or eCNAM data, and the result of the PASSporT verification.
Table 7.X.2-Ta5: Payload for STIRSHAKENSignatureValidation record

	Field name
	Description
	M/C/O

	pASSporTs
	Identifies the content of the SIP Identity headers added by the originating network and transit networks. See 3GPP TS 24.229 [XF] and RFC 8224 [XB].
	C

	rCDTerminalDisplayInfo
	RCD display information when applicable. See IETF draft-ietf-stir-passport-rcd-12 [XE].
	C

	eCNAMTerminalDisplayInfo
	eCNAM display information when applicable. See 3GPP TS 24.196 [XD].
	C

	sHAKENValidationResult
	SHAKEN verification result : TN-Validation-Passed, TN-Validation-Failed, No-TN-Validation. See 3GPP TS 24.229 [XF] and IETF RFC 8588 [XC].
	M

	sHAKENFailureStatusCode
	SHAKEN status code when validation fails in the terminating network.See IETF RFC 8224 [XB].
	C


When the termination network performs SHAKEN verification, one of the following values shall be assigned to the SHAKEN validation result parameter as part of the display information: "TN-Validation-Passed", "TN-Validation-Failed", or "No-TN-Validation". In case of TN-Validation-Failed, the SHAKEN failure status code shall be present and coded as an integer. The SHAKEN failure status codes are at least, according to RFC 8224 and to IANA Session Initiation Protocol (SIP) Parameters [XG]:

-
403 "Stale Date" response code is sent when the verification service receives a request with a Date header field value that is older than the local policy for freshness permits. The same response may be used when the "iat" has a value older than the local policy for freshness permits.

-
428 "Use Identity Header" response code is sent when the verification service receives a SIP request that lacks an Identity header. This is to indicate that the request should be re-sent with an Identity header.

-
436 "Bad Identity-Info" response code is used to indicate an inability to acquire the credentials needed by the verification service for validating the signature in an Identity header field.

-
437 "Unsupported Credential" response code is used when the verification service cannot validate the certificate referenced by the URI of the Identity-Info header, for reasons such as failing to trust the issuing certification authority (CA) or failing to support the algorithm with which the credential was signed.

-
438 "Invalid Identity Header" response code is used to indicate that of the set of Identity header fields in a request, no header field with a valid and supported Identity token has been received.

7.X.2.2
Generation of IRI over LI_HI2

When an xIRI is received over LI_X2 from the IRI-POI in the Telephony AS or IBCF or LMISF-IRI (inbound roaming with HR) or P-CSCF (inbound roaming with LBO), the MDF2 shall correlate the xIRI with the SIPMessage xIRI from IMS signaling function related to the same SIP INVITE request or SIP MESSAGE request subject to STIR/SHAKEN procedure. The SIPMessage xIRI should be extended with the parameters present in the STIR/SHAKEN xIRI by MDF2.

NOTE:
The correlation parameter and IRI related to IMS events associated to STIR/SHAKEN/RCD/eCNAM are not defined in the present document. In case of IRI only, the filtering of content of RCD or eCNAM by MDF2 has to be defined with the process to filter the payload of SMS or of USSD encapsulated in SIP messages.
*** End of all changes ***
