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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Content of Communication (CC): The content of communication as forwarded from the Mediation and Delivery Function 3 (over the LI_HI3 interface) to the Law Enforcement Monitoring Facility.

Control Plane (CP) Entity: The network elements or network functions responsible for handling the Control Plane Functions. These include the SGW and PGW in EPS without CUPS, the SGW-C and PGW-C in EPS with CUPS and the SMF in 5GS.

CUPS: As defined in 3GPP TS 23.214 [12], represents PLMN with architecture enhancements for control and user plane separation of EPC nodes.
Intercept Related Information (IRI): The intercept related information as forwarded from the Mediation and Delivery Function 2 (over the LI_HI2 interface) to the Law Enforcement Monitoring Facility.

IRI event: The network procedure or event that created an xIRI in the Point Of Interception.

LI component: The function and equipment involved in handling the Lawful Interception functionality in the CSP's network.

Lawful Interception Identifier (LIID): Unique identifier that associates a warrant to Lawful Interception Product delivered by the CSP to the LEA.

LI system: The collection of all LI components involved in handling the Lawful Interception functionality in the CSP's network.

Non-local ID: An identity assigned and managed at a different CSP than the CSP performing LI.

Provisioning: The action taken by the CSP to provide its Lawful Interception functions information that identifies the target and the specific communication services of interest to the LEA, sourced from the LEA provided warrant.
Triggering: The action taken by a dedicated function (Triggering Function) to provide another dedicated function (Triggered POI), that Provisioning could not directly be applied to, with information that identifies the specific target communication to be intercepted.

User Plane (UP) Entity: The network elements or network functions responsible for handling the User Plane Functions. These include the SGW and PGW in EPS without CUPS, the SGW-U and PGW-U in EPS with CUPS and the UPF in 5GS.

Warrant: The formal mechanism to require Lawful Interception from a LEA served to the CSP on a single target identifier. Depending on jurisdiction also known as: intercept request, intercept order, lawful order, court order, lawful order or judicial order (in association with supporting legislation).
xCC: The content of communication as forwarded from the Point Of Interception (over the LI_X3) interface to the Mediation and Delivery Function 3.

xIRI: The intercept related information as forwarded from the Point Of Interception (over the LI_X2) interface to the Mediation and Delivery Function 2.

3.2
Symbols

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network

5GS
5G System

ADMF
LI Administration Function

AF
Application Function

AMF
Access and Mobility Management Function

AS
Application Server

AUSF
Authentication Server Function

BBIFF
Bearer Binding Intercept and Forward Function

BSS
Business Support System

CAG
Closed Access Group

CC
Content of Communication

CP
Control Plane

CPIM
Common Presence and Instant Messaging

CSI
Cell Supplemental Information

CSP
Communication Service Provider

CUPS
Control and User Plane Separation

DN
Data Network

DNAI
Data Network Access Identifier

DoNAS
Data over NAS

E-CSCF
Emergency – Call Session Control Function

GPSI
Generic Public Subscription Identifier

HMEE
Hardware Mediated Execution Enclave

HR
Home Routed

IBCF
Interconnection Border Control Functions

ICF
Identifier Caching Function

IEF
Identifier Event Function

IMS-AGW
IMS Access Gateway

IM-MGW
IM Media Gateway

IP
Interception Product

IQF
Identifier Query Function

IRI
Intercept Related Information

LALS
Lawful Access Location Services

LBO
Local Break Out

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LI CA
Lawful Interception Certificate Authority

LICF
Lawful Interception Control Function

LI_HI1
Lawful Interception Handover Interface 1

LI_HI2
Lawful Interception Handover Interface 2

LI_HI3
Lawful Interception Handover Interface 3

LI_HI4
Lawful Interception Handover Interface 4

LI_HIQR
Lawful Interception Handover Interface Query Response

LIID
Lawful Interception Identifier

LIPF
Lawful Interception Provisioning Function

LIR
Location Immediate Request

LI_SI
Lawful Interception System Information Interface

LISSF
Lawful Interception State Storage Function

LI_ST
Lawful Interception State Transfer Interface

LI_T1
Lawful Interception Internal Triggering Interface 1

LI_T2
Lawful Interception Internal Triggering Interface 2

LI_T3
Lawful Interception Internal Triggering Interface 3

LI_X0

Lawful Interception Internal Interface 0

LI_X1
Lawful Interception Internal Interface 1

LI_X2
Lawful Interception Internal Interface 2

LI_X3
Lawful Interception Internal Interface 3

LI_X3A
Lawful Interception Internal Interface 3 Aggregator

LI_XEM1
Lawful Interception Internal Interface Event Management Interface 1

LI_XER
Lawful Interception Internal Interface Event Record


LI_XQR
Lawful Interception Internal Interface Query Response

LMF
Location Management Function

LMISF
LI Mirror IMS State Function

LMISF-CC
LMISF for the handling of CC

LMISF-IRI
LMISF for the handling of IRI

LTF
Location Triggering Function

MA
Multi-Access

MANO
Management and Orchestration

MDF
Mediation and Delivery Function

MDF2
Mediation and Delivery Function 2

MDF3
Mediation and Delivery Function 3

MRFP
Multimedia Resource Function Processor

MSRP
Message Session Relay Protocol

N9HR
N9 Home Routed

N3IWF
Non 3GPP Inter Working Function

NAS
Non-Access Stratum

NEF
Network Exposure Function

NFV
Network Function Virtualisation

NFVI
Network Function Virtualisation Infrastructure

NFVO
Network Function Virtualisation Orchestrator

NIDD
Non-IP Data Delivery

NPLI
Network Provided Location Information

NR
New Radio

NRF
Network Repository Function

NSSF
Network Slice Selection Function

OSS
Operations Support System

PAG
POI Aggregator

PCF
Policy Control Function

P-CSCF
Proxy - Call Session Control Function

PEI
Permanent Equipment Identifier

PGW
PDN Gateway

PGW-C
PDN Gateway Control Plane

PGW-U
PDN Gateway User Plane

POI
Point Of Interception

PLMN
Public Land Mobile Network

PTC
Push to Talk over Cellular

RCS
Rich Communication Suite

S8HR
S8 Home Routed

SCEF
Service Capability Exposure Function

SCS
Service Capability Server

SGW
Serving Gateway

SGW-C
Serving Gateway Control Plane

SGW-U
Serving Gateway User Plane

SIRF
System Information Retrieval Function

S-CSCF
Serving - Call Session Control Function

SIP
Session Initiation Protocol

SMF
Session Management Function

SMSF
SMS-Function

SUCI
Subscriber Concealed Identifier

SUPI
Subscriber Permanent Identifier

TF
Triggering Function

TNGF
Trusted Non-3GPP Gateway Function

TrGW
Transit Gateway

TWIF
Trusted WLAN Interworking Function

UDM
Unified Data Management

UDR
Unified Data Repository

UDSF
Unstructured Data Storage Function

UPF
User Plane Function

VNF
Virtual Network Function

VNFC
Virtual Network Function Component

xCC
LI_X3 Communications Content

xIRI
LI_X2 Intercept Related Information

Second change

7.X
RCS
7.X.1
Background

Rich Communications Suite (RCS) is the platform that enables the delivery of communication experiences beyond voice and SMS, providing consumers with a number of services related to:

-
Capability discovery for enhanced contacts information.
-
Standalone messaging.

-
Pager mode.
-
Large message mode.

-
Chat.

-
1-to-1.

-
Group chat.

-
File URL transfer for enhanced messaging.
-
Upload and download of files through HTTP content server.

RCS also covers additional services related to enriched calls. LI for these additional services is not defined in the present document.
For additional details on LI for specific RCS services, see Annex An1.

7.X.2
Architecture

7.X.2.1
RCS servers

The present document refers to any server that provides support, services or functions for RCS as an RCS Server. In general, RCS Servers are IMS Application Servers. The HTTP Content Server supports file upload, URI generation, and file download to allow for the transfer of files over RCS.

The following sub-clauses contain general stage 2 details for LI for RCS.
The RCS servers shall have LI capabilities to generate xIRI records and xCC when RCS events related to the target UE are handled. The HTTP content server shall have LI capabilities to generate xIRI records and xCC when the target UE uploads or downloads a file and when any user downloads a file previously uploaded by a target. If an IRI-TF or CC-TF is required, the relevant RCS server shall have the CC-TF. The figure 7.X.2-1 gives a reference point representation of the LI architecture for RCS server based interception.
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Figure 7.X.2-1: LI architecture for RCS services
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.

The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the RCS Servers and HTTP content servers in the network. 

The LIPF present in the ADMF provisions the IRI-POI present in each RCS Server and the HTTP Content Server, the IRI-TF in the relevant RCS Servers, the MDF2 and the MDF3 over the LI_X1 interfaces. To enable the interception of the target's message contents (e.g. when the warrant requires the interception of communication contents), the CC-POI in each RCS Server and the HTTP Content Server and the CC-TF present in the relevant RCS Servers are also provisioned with the intercept data.

NOTE 1:
The IRI-POI, CC-POI, IRI-TF and CC-TF represented in figure 7.X.2-1 are logical functions and require correlation information be shared between them; they may be handled by the same process within the NF.

NOTE 2:
The details on which RCS Servers require IRI-POIs, CC-POIs, and IRI-TFs or CC-TFs is dependent on implementation.

The IRI-POI present in the RCS Servers detect RCS registration and deregistration; session establishment, modification, and deletion; and message related events, generate and deliver the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.

The IRI-POI present in the HTTP Content Server detects file uploads and downloads and generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.

When interception of communication contents is required, the CC-POI present in the RCS Servers generate the xCC from RCS messages and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.

When interception of communication contents is required, the CC-TF present in the RCS Servers sends a trigger to the CC-POI present in the HTTP Content Server over the LI_T3 interface.

The trigger sent from the CC-TF to CC-POI includes the following information:

-
File detection rules.

-
Target identity.

-
Correlation information.

-
MDF3 address.

NOTE 2:
When LI_T3 is used, the LI_X1 between LIPF and CC-POI present in the HTTP content server is used to monitor the interception.

The CC-POI present in the HTTP Content Server generates the xCC from the target file and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.

7.X.3
Target identities

The LIPF present in the ADMF provisions the intercept information associated with the following target identities to the IRI-POI present in the RCS server:

-
IMPU.

-
IMPI.

-
IMEI.

-
IMSI.

-
SUPI.

-
GPSI.

-
Email Address.

The interception performed on identities above are mutually independent, even though an xIRI may contain the information about the other identities when available. The IRI-POI and CC-POI present in the RCS Servers and HTTP Content Servers shall also support interception of non-local identities in any of the IMPU formats (SIP URI, TEL URI as well as the E.164 number in a SIP URI or TEL URI), GPSI formats (E.164 number, external identifier) and email address.

7.X.4
IRI events

As described in clause 7.X.2, the term RCS Server in this document refers to any server performing support, services or functions for RCS. In most deployments there will be more than one RCS Server, and the events listed below shall be intercepted in the server responsible for performing the functions described by the event.

The IRI-POI present on the RCS Servers shall generate xIRI when it detects the following specific events or information:

-
Registration

-
Deregistration

-
Capability discovery

-
RCS message

-
RCS message report

-
Session establishment

-
Target Joins Existing Group Chat

-
Session modification

-
Session release

-
Start of interception with already registered UE

-
Start of interception with already established session

-
File upload

-
File download

-
Unsuccessful procedure

The registration xIRI is generated when the IRI-POI present in an RCS Server detects that a target has been registered for RCS services.

The deregistration xIRI is generated when the IRI-POI present in an RCS Server detects that a target has been deregistered from RCS services.

The capability discovery xIRI is generated when the IRI-POI present in the RCS server detects that a target has updated the target’s RCS capabilities. This xIRI is also generated when a target gets information about the capabilities and state of another RCS user.

The RCS message xIRI is generated when the IRI-POI present in an RCS Server detects that a target sends or receives an RCS message.

The RCS message report xIRI is generated when the IRI-POI present in an RCS Server detects that a target sends or receives a response to an RCS message. 

The session establishment xIRI is generated when the IRI-POI present in an RCS Server detects that an RCS session has been created for a target UE.

The session modification xIRI is generated when the IRI-POI present in an RCS Server detects that an RCS session has been modified for a target UE. 

The session release xIRI is generated when the IRI-POI present in an RCS Server detects that an RCS session has been released for a target UE. 

The start of interception with already registered UE xIRI is generated when the IRI-POI present in an RCS Server detects that interception is activated on the target UE that is already registered for RCS services.

The start of interception with an established RCS session xIRI is generated when the IRI-POI present in an RCS Server detects that interception is activated on a target UE that has an already established RCS session. When a target UE has multiple RCS sessions, this xIRI shall be sent for each RCS session with a different value of correlation information.

When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the start of interception with already registered UE and start of interception with already established RCS session related IRI messages to the LEMF associated with the warrants without receiving the corresponding xIRI.

The file upload xIRI shall be generated when the IRI-POI in the HTTP Content Server detects that a target UE has uploaded a file or when any UE has uploaded a file destined for the target UE.

The file download xIRI shall be generated when the IRI-POI in the HTTP Content Server detects that a target UE has downloaded a file or when any UE has downloaded a file previously uploaded by a target UE. 

The unsuccessful procedure xIRI is generated when the IRI-POI present in an RCS Server or HTTP content server detects that a target UE initiated communication procedure (e.g. session establishment, RCS Message) is rejected or not accepted by the RCS Server before the proper NF handling the procedure itself is involved. The unsuccessful procedure xIRI is also generated when the IRI-POI present in the RCS Server or HTTP Content Server detects that any request from the target UE is not accepted by the RCS Server or HTTP content server.

Third Change

Annex An1: Additional RCS specific LI details (informative)

An1.1
General

The following sub-clauses provide additional details for LI for RCS. Unless specified, the details provided in clause 7.X apply to all of the following sub-clauses. In general, the specific architecture is used as an example, the location of the POIs may need to be adjusted based on implementation.

The current document defines LI for the following RCS services at the RCS Servers:

-
Capability discovery: This service enhances service usability by allowing a user to understand the subset of RCS services available to access and/or communicate with the user’s contacts, at certain points in time.

-
Pager mode standalone messaging: This service allows delivering one standalone message which does not exceed 1300 bytes in size to one or several recipients. No SIP session is established to deliver that message. The message is carried in a SIP MESSAGE request.

-
Large message mode standalone messaging: This service allows `delivering one standalone message which is larger than 1300 bytes in size to one or more recipients. A SIP session is established for the delivery of one message only. The message is carried on the user plane.

-
1-to-1 chat: This service allows establishing a SIP session between two participants. This session is used to exchange user plane messages. Unlike large message mode standalone messaging, there is no limit to the number of messages being exchanged.

-
Group chat: This service allows establishing a SIP session between several participants. This session is used to exchange user plane messages.

-
File URL transfer: Delivery of the URL of a file being uploaded to the HTTP content server. The delivery of the URL of the file is performed either by pager mode standalone messaging, large message mode standalone messaging, 1-to-1 chat or group chat.

The current document defines LI for the following RCS services at the HTTP Content Servers:

-
File upload. An originating client uploads a file to the HTTP Content Server.  If the upload procedure is successful, the client is provided with a file transfer message body containing file metadata including the file download URL by the HTTP Content Server.
-
File download. A terminating client retrieves a file from the HTTP content server using a download URL. The URL may have been received via one of the RCS messaging services.
An1.2
LI for Registration and Deregistration

An1.2.1
Background

RCS Registration is usually handled by the IMS automatically when a user that is authorised RCS Services registers to the IMS with a UE that supports RCS Services.

An1.2.2 Architecture

The figure 7.X.2-1 without the CC-POI in the RCS server provides the architecture for LI for capability discovery.

In a normal deployment, the S-CSCF, a Presence Server or Messaging Server may perform the function of the RCS Server in figure 7.X.2-1.

An1.3
LI for capability discovery

An1.3.1
Background

The capability or service discovery mechanism in RCS is a process which enhances service usability by allowing a RCS user to exchange its own RCS service capabilities and to understand the RCS service capabilities of another RCS user, at certain points in time.

When available, the RCS specification provides two alternative mechanisms to perform the capability discovery:

-
SIP OPTIONS exchange: The SIP OPTIONS end-to-end message is used by one RCS user (e.g., User A) to query the capabilities (services which the other user has available) of the other RCS user (e.g., User B). The SIP OPTIONS message passes the information about which capabilities are supported by User A and the response contains information about which capabilities are supported by User B. Using this method, both users get updated information in a single transaction.

-
Presence: In this case, instead of performing an end-to-end transaction, the capabilities are queried against a presence server which is part of the RCS server as defined in GSMA RCC.07 [XB] clause 2.6.1.2.

When the SIP OPTIONS request is used, user A includes user A’s RCS capabilities and the IMPU of user B. The response is any of the following:

-
SIP 200 OK including at least, one of the tags assigned to the RCS Services. User B is an RCS user. The capabilities returned in the SIP 200 OK response are considered as the current communication options with user B.

-
SIP 200 OK not including any of the tags used by RCS services. User B is registered to IMS, but not with an RCS client. User B is not an RCS user. Only the non-RCS communication services (e.g. voice calls, SMS, MMS, etc.) are indicated as available.

-
SIP 480 TEMPORARY UNAVAILABLE or 408 REQUEST TIMEOUT returned by the network if user B is an IMS (and potentially thus an RCS) user, but is currently not registered.

-
404 Not Found or 604 Does Not Exist Anywhere. User B is not considered as an IMS user nor an RCS user. Only the non-RCS communication services (e.g., voice calls, SMS, MMS, etc.) are indicated as available.

When presence is used:

-
After user A has registered to IMS, User A publishes their RCS capabilities in a Presence document that is published by using the SIP PUBLISH request. If changes are required in the published capabilities (e.g., due to RAT change), a new PUBLISH request is sent. When the client/device is switched off, the published capabilities are removed from the presence server before deregistering from IMS by sending another PUBLISH request.

-
When User A wants to use RCS, User A requests the RCS capabilities of user B by sending SIP SUBSCRIBE requests. The Presence server of User B sends a SIP NOTIFY request to User A containing the RCS capabilities of User B.

An1.3.2 Architecture

The figure 7.X.2-1 without the CC-POI in the RCS server provides the architecture for LI for capability discovery.

In a normal deployment, if SIP OPTIONS are used for capability discovery, the Messaging Server performs the function of the RCS Server in figure 7.X.2-1.

In a normal deployment, if presence is used for capability discovery, the presence server and S-CSCF performs the function of the RCS Server in figure 7.X.2-1.

An1.4 LI for standalone messaging

An1.4.1 Background

Standalone messaging is based on the OMA CPM Pager Mode and Large Message Mode mechanisms as described in OMA CPM [XA].

When the size of a message does not exceed 1300 bytes, it can be sent as a pager mode standalone message carried directly within the body of a SIP MESSAGE. It may be sent to one or many destinations. Using the SIP MESSAGE method, the message body is CPIM-formatted message as specified in RFC 3862 [XE]. The SIP/IP Core provides the routing between the RCS server and RCS Clients without establishing a SIP session.

The origination of the pager mode standalone message may request to receive a disposition status notification when the message is delivered and/or displayed to the destination of the message. If sent, these messages will follow the reverse path indicated in the message they relate to. These messages may be used for 1-to-1 or 1-to-many pager mode messaging and the notification details are carried within the body of a SIP MESSAGE.

If a standalone message is larger than 1300 bytes, large message mode is used. In large message mode, the contents of the message are not inserted into the SIP message but carried using MSRP as defined in RFC 4975 [XC] and RFC 6714 [XD]. A SIP session is established between the interested parties (sender and all receivers) with MSRP as the media Stream. The CPIM-formatted messages are then transmitted using MSRP data chunks.

Large Message Mode SIP sessions should not be confused with a chat session as no chat session is established. The SIP session is only used to transmit exactly one large message after which the SIP session is torn down. If delivery and/or display notifications need to be returned by the recipient(s), these notifications are CPIM-formatted messages carried within MSRP data chunks inside the SIP session or within SIP MESSAGEs delivered outside the SIP session as pager mode messages.

An1.4.2
Architecture

The figure 7.X.2-1 provides the architecture for LI for pager mode standalone messaging.

In a normal deployment, the P-CSCF or S-CSCF perform the function of the RCS Server in figure 7.X.2-1.

An1.5
LI for chat

An1.5.1
Background

The RCS 1-to-1 chat service and group chat service use SIP procedures for the setup of chat sessions and MSRP for the exchange of user messages as defined in RCC.07 [XB] clause 3.2.3. Each MSRP SEND request containing a user message contains a request to receive a delivery notification and possibly a display notification. The client therefore always includes the header field for delivery notification when sending a message. The notifications may be delivered within the 1-to-1 chat session as MSRP SEND requests or outside the 1-to-1 chat session as a pager mode message delivery notification. Multimedia content is not permitted in user messages. Only text/plain user messages can be exchanged.

For the establishment of a group chat session, an RCS user selects at least 2 contacts capable of the chat service. Only ad-hoc groups are authorized. An ad-hoc group is a list of addresses created by the target dynamically. Pre-defined group are not permitted. Extending of a 1-to-1 chat to a group chat is not applicable for the current version of the RCS specification.  Users may dynamically add additional participants to a group chat, if they are capable to support chat service.
An1.5.2
Architecture

The figure 7.X.2-1 provides the architecture for LI for 1-to-1 chat.

An1.6
LI for file transfer

An1.6.1
Background

When an RCS user desires to send a file to one or more other RCS users, the file URL transfer service is used. The user first uploads the file to a HTTP content server, and then uses pager mode standalone messaging, large message mode standalone messaging, 1-to-1 Chat or group chat procedures described in sections An1.4 and An1.5 respectively to send the URL of the file to the recipient(s).

When using pager mode standalone messaging, the originating client sends the URL of the file in a SIP MESSAGE as a CPIM-formatted message. When using large message mode standalone messaging, 1-to-1 chat or group chat the originating client sends the URIL of the file in MSRP data chunk.

The originating client may request delivery and/or display notification to the recipient(s).
If the recipients send status notification(s), they are sent as CPIM-formatted messages and may be delivered by the recipient in a SIP MESSAGE when using pager mode standalone messaging and in an MSRP data chunk when using large message mode standalone messaging, 1-to-1 chat or group chat.

An1.6.2
Architecture

The figure 7.X.2-1 provides the architecture for LI for file transfer.
End of Changes
