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Second change

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Content of Communication (CC): The content of communication as forwarded from the Mediation and Delivery Function 3 (over the LI_HI3 interface) to the Law Enforcement Monitoring Facility.

CUPS: As defined in 3GPP TS 23.214 [12], represents PLMN with architecture enhancements for control and user plane separation of EPC nodes.
Intercept Related Information (IRI): The intercept related information as forwarded from the Mediation and Delivery Function 2 (over the LI_HI2 interface) to the Law Enforcement Monitoring Facility.

IRI event: The network procedure or event that created an xIRI in the Point Of Interception.

LI component: The function and equipment involved in handling the Lawful Interception functionality in the CSP's network.

Lawful Interception Identifier (LIID): Unique identifier that associates a warrant to Lawful Interception Product delivered by the CSP to the LEA.

LI system: The collection of all LI components involved in handling the Lawful Interception functionality in the CSP's network.

Non-local ID: An identity assigned and managed at a different CSP than the CSP performing LI.

Provisioning: The action taken by the CSP to provide its Lawful Interception functions information that identifies the target and the specific communication services of interest to the LEA, sourced from the LEA provided warrant. 

Triggering: The action taken by a dedicated function (Triggering Function) to provide another dedicated function (Triggered POI), that Provisioning could not directly be applied to, with information that identifies the specific target communication to be intercepted.

Warrant: The formal mechanism to require Lawful Interception from a LEA served to the CSP on a single target identifier. Depending on jurisdiction also known as: intercept request, intercept order, lawful order, court order, lawful order or judicial order (in association with supporting legislation).
xCC: The content of communication as forwarded from the Point Of Interception (over the LI_X3) interface to the Mediation and Delivery Function 3.

xIRI: The intercept related information as forwarded from the Point Of Interception (over the LI_X2) interface to the Mediation and Delivery Function 2.

3.2
Symbols

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network

5GS
5G System

ADMF
LI Administration Function

AF
Application Function
AMF
Access and Mobility Management Function
AS
Application Server
AUSF
Authentication Server Function

BBIFF
Bearer Binding Intercept and Forward Function
BSS
Business Support System

CAG
Closed Access Group

CC
Content of Communication

CP
Control Plane

CPS
Call Placement Service

CSI
Cell Supplemental Information

CSP
Communication Service Provider

CUPS
Control and User Plane Separation

DN
Data Network
DNAI
Data Network Access Identifier
DoNAS
Data over NAS
E-CSCF
Emergency – Call Session Control Function
eCNAM
Enhanced Calling Name
GPSI
Generic Public Subscription Identifier
HMEE
Hardware Mediated Execution Enclave

HR
Home Routed

IBCF
Interconnection Border Control Functions
ICF
Identifier Caching Function

IEF
Identifier Event Function

IMS-AGW
IMS Access Gateway
IM-MGW
IM Media Gateway
IP
Interception Product

IQF
Identifier Query Function
IRI
Intercept Related Information

LALS
Lawful Access Location Services
LBO
Local Break Out
LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LI CA
Lawful Interception Certificate Authority

LICF
Lawful Interception Control Function

LI_HI1
Lawful Interception Handover Interface 1

LI_HI2
Lawful Interception Handover Interface 2

LI_HI3
Lawful Interception Handover Interface 3

LI_HI4
Lawful Interception Handover Interface 4

LI_HIQR
Lawful Interception Handover Interface Query Response

LIID
Lawful Interception Identifier

LIPF
Lawful Interception Provisioning Function

LIR
Location Immediate Request

LI_SI
Lawful Interception System Information Interface

LISSF
Lawful Interception State Storage Function

LI_ST
Lawful Interception State Transfer Interface

LI_T1
Lawful Interception Internal Triggering Interface 1

LI_T2
Lawful Interception Internal Triggering Interface 2

LI_T3
Lawful Interception Internal Triggering Interface 3

LI_X0

Lawful Interception Internal Interface 0

LI_X1
Lawful Interception Internal Interface 1

LI_X2
Lawful Interception Internal Interface 2

LI_X3
Lawful Interception Internal Interface 3

LI_X3A
Lawful Interception Internal Interface 3 Aggregator
LI_XEM1
Lawful Interception Internal Interface Event Management Interface 1

LI_XER
Lawful Interception Internal Interface Event Record


LI_XQR
Lawful Interception Internal Interface Query Response

LMF
Location Management Function

LMISF
LI Mirror IMS State Function

LMISF-CC
LMISF for the handling of CC

LMISF-IRI
LMISF for the handling of IRI
LTF
Location Triggering Function

MA
Multi-Access
MANO
Management and Orchestration
MDF
Mediation and Delivery Function

MDF2
Mediation and Delivery Function 2

MDF3
Mediation and Delivery Function 3
MRFP
Multimedia Resource Function Processor
N9HR
N9 Home Routed
N3IWF
Non 3GPP Inter Working Function

NAS
Non-Access Stratum
NEF
Network Exposure Function
NFV
Network Function Virtualisation
NFVI
Network Function Virtualisation Infrastructure

NFVO
Network Function Virtualisation Orchestrator
NIDD
Non-IP Data Delivery
NPLI
Network Provided Location Information

NR
New Radio

NRF
Network Repository Function

NSSF
Network Slice Selection Function

OSS
Operations Support System
PAG
POI Aggregator

PCF
Policy Control Function
P-CSCF
Proxy - Call Session Control Function
PEI
Permanent Equipment Identifier
PGW
PDN Gateway
PGW-C
PDN Gateway Control Plane

PGW-U
PDN Gateway User Plane
POI
Point Of Interception
PLMN
Public Land Mobile Network

PTC
Push to Talk over Cellular
RCD
Rich Call Data
S8HR
S8 Home Routed

SCEF
Service Capability Exposure Function

SCS
Service Capability Server

SGW
Serving Gateway

SGW-C
Serving Gateway Control Plane

SGW-U
Serving Gateway User Plane

SHAKEN
Signature-based Handling of Asserted information using toKENs
SIRF
System Information Retrieval Function
S-CSCF
Serving - Call Session Control Function

SMF
Session Management Function

SMSF
SMS-Function

STIR
Secure Telephony Identity Revisited
SUCI
Subscriber Concealed Identifier

SUPI
Subscriber Permanent Identifier

TF
Triggering Function
TNGF
Trusted Non-3GPP Gateway Function

TrGW
Transit Gateway
TWIF
Trusted WLAN Interworking Function

UDM
Unified Data Management

UDR
Unified Data Repository

UDSF
Unstructured Data Storage Function

UPF
User Plane Function
VNF
Virtual Network Function
VNFC
Virtual Network Function Component
xCC
LI_X3 Communications Content

xIRI
LI_X2 Intercept Related Information

Third change
7.X
STIR/SHAKEN and RCD/eCNAM
7.X.1
General
Annex X provides detailed description of STIR SHAKEN and RCD/eCNAM procedures. 
7.X.2
Architecture
The S-CSCF shall provide the IRI-POI function only. The figure 7.4-2 with S-CSCF as IMS Signaling Function gives a reference point representation of the LI architecture for STIR/SHAKEN and RCD/eCNAM. 
7.X.3
IRI events
The IRI-POI present in the S-CSCF of terminating network which generates the xIRIs defined in 7.4.3.2 shall insert additional IRI parameters related to STIR/SHAKEN and RCD/eCNAM.

When the terminating network performs SHAKEN validation, an IRI parameter shall provide the Identity token(s) and an IRI parameter shall provide the telephone number validation outcome. If RCD or eCNAM is supported, an IRI parameter shall provide the terminal display information.

If the terminating network supports SHAKEN, then the IRI parameter that provides the validation outcome indicates that the validation passed or failed. The IRI parameter that provides the validation outcome may also indicate that there was no validation in case the origination network does not sign the SIP INVITE. If the termination network does not support SHAKEN, the IRI parameter that provides the validation outcome is absent.
Fourth change
Annex X (informative):
STIR/SHAKEN operation 
X.1
General

X.1.1
Background

STIR (Secure Telephony Identity Revisited) and SHAKEN (Secure Handling of Asserted information using toKENs) are the frameworks to prevent the completion of illegally spoofed telephony sessions. Call spoofing is when a session originator changes the calling number to hide or change which calling number is shown on the telephony session display.

STIR provides the ability within SIP to authenticate caller ID, and SHAKEN defines the end-to-end architecture to implement caller ID authentication using STIR in the telephone network.

STIR/SHAKEN uses digital certificates, based on common public key cryptography techniques, to ensure the calling number of a telephony session is secure. Each telephone service provider obtains its digital certificates from a trusted certificate authority. The certificate technology enables verifying that the calling number is accurate and has not been spoofed. 
The figure X.1-1 , below, depicts the SHAKEN reference architecture as specified in 3GPP TS 24.229 [XA] when using end-to-end SIP signalling:
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Figure X.1-1: SHAKEN reference architecture for end-to-end SIP signaling
It is based on IMS architecture.The "application server (AS) for signing" is an HTTP-based application server that performs the function of the authentication service defined in RFC 8224 [XB] for originating number identity and in RFC 8946 [XC] for diverting number identity. The "AS for verification" is an HTTP-based application server that performs the function of the verification service defined in RFC 8224 [XB] and in RFC 8946 [XC]. Certificate Repository (CR) represents the publicly accessible store for public key certificates. 
Either the Telephony AS or IBCF in the originating service provider’s network invokes the AS for signing which creates a digital signature for the call assigned to a SIP Identity header. The IBCF or Telephony AS in the terminating service provider’s network invokes the AS for verification which verifies the digital signature of the call.

A request might have one Identity added by an authentication service at the originating administrative domain and then other Identity headers field added by some further intermediaries. The presence of multiple Identity header fields within a SIP message raises the prospect that a verification service could receive a message containing both valid and invalid Identity header fields. As a guideline, RFC 8224 [XB] recommends that only if a verifier determines that all Identity header fields within a message are invalid should the request be considered to have an invalid identity. If at least one Identity header field value is valid and from a trusted source, then relying parties can use that header for authorization decisions regardless of whether other untrusted or invalid Identity headers appear in a request.

In today’s PSTN, and for the foreseeable future, the Identity header may fail to arrive at the terminating service provider’s network for verification by their AS for verification because the call is not transmitted using SIP end to end. However, Out-of-Band SHAKEN remedies this problem. It is described in figure X.1-2:
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Figure X.1-2: Out of band SHAKEN reference architecture for non end-to-end SIP signaling
With this solution, the identity token is sent to the terminating service provider separately, out-of-band, through implementation of a Call Placement Service (CPS).All other SHAKEN steps for authentication, use of certificates and verification remain the same. CPS as defined in RFC 8816 [XG] permits the identity token to be stored during call processing and retrieved for verification purposes when a session is not using end-to-end SIP signaling, i.e., a leg in the session is using circuit switching and ISUP signaling.
In case of call forwarding, the original called party number is not the number to which a call is delivered. The SIP headers such as "History-Info", "Diversion" and "To" do not provide any cryptographic assurance of secure redirection. RFC 8946 [XC] extends the SIP Identity token with an explicit indication that the original called number no longer reflects the destination to which a call is intended to be delivered via a "div" parameter. It indicates a previous destination for a session during its routing process. When a retargeting entity receives a call signed with the SIP Identity token, it may act as an authentication service and create a new SIP Identity token containing the “div” parameter to attach to the session.X.1.2
Enhanced caller data 
Two approaches, namely Rich Call Data (RCD) and eCNAM (Enhanced Calling Name) build on STIR/SHAKEN to provide additional caller information rendered to the callee during alerting to encourage the callee to answer the session.
RCD is described in an IETF draft draft-ietf-stir-passport-rcd-11 [XD]. RCD is of two main categories. The first data is a more traditional set of information about a caller associated with "display-name", typically a textual description of the caller in the SIP INVITE. The second category is a set of RCD that is defined as part of the jCard (JSON format for vCard) as specified in RFC 7095 [XE]. RCD is inserted in the SIP Identity header token and is digitally signed. If a session is not authenticated and signed then RCD cannot be used.
The Enhanced Calling Name (eCNAM) service defined in 3GPP TS 24.196 [XF] provides the terminating user with a name that identifies the originating user, and metadata about that originating user (e.g., address, language, etc.), like with RCD. eCNAM data is managed by the originating network and stored in an authoritative database. To enable the terminating network to retrieve eCNAM data, the terminating service provider queries the database using the calling telephone number as the key, to obtain calling display name and other metadata.

In both RCD and eCNAM the terminating network shall populate the received name and received metadata elements in appropriate SIP headers in the INVITE request being forwarded to the terminating UE.
X.1.3
STIR/SHAKEN call flow example
The following procedure explains STIR/SHAKEN operation when SIP signaling is carried end-to-end between an originating and terminating service provider as illustrated in figure X.1-3:
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Figure X.1-3: SHAKEN reference call flow using end-to-end SIP signalling

1.
The originating UE, which first successfully registers to IMS creates a SIP INVITE. 
2.
The S-CSCF of the originating service provider passes the SIP INVITE to the Telephony AS. 
3.
The Telephony AS runs the telephony services related to the originating user and:
-
May send a signing request (HTTP POST request) to the AS for signing. AS for signing using its private key generates an Identity header as defined in RFC 8224 [XB] using the Caller ID to attest for the validity of the calling number. The AS for signing returns the signing response (HTTP 200 OK) containing the Identity header to telephony AS. The Telephony AS signs the SIP INVITE with the SIP Identity header. The Telephony AS also obtains Identity header for each diverting identity as defined in RFC 8946 [XC].

-
May not sign the INVITE with the SIP Identity header if it knows the egress IBCF supports invoking the AS for signing for providing an Identity header field. 
4.
The Telephony AS passes the SIP INVITE back to the S-CSCF.
5.
The S-CSCF, through standard resolution, routes the telephony session to the egress IBCF. 
6.
If the egress IBCF does not find an Identity header field in the received SIP INVITE, the IBCF sends a signing request (HTTP POST request) to the AS for signing. When the response to the request is received, the IBCF shall include the value of the "identity" claim in an Identity header field in the SIP INVITE. If the SIP INVITE contains one or more History-Info header fields, that determine that one or several diversions have occurred, the IBCF sends a signing request for each of the identities to be signed if no corresponding Identity header fields are found in the SIP INVITE. The IBCF shall include the value of the "identity" claim in an Identity header field in the SIP INVITE.

7.
The INVITE is routed over the NNI through the standard inter-domain routing configuration. The terminating service provider ingress IBCF receives the INVITE containing one or more Identity header fields over the NNI. 
8.
The IBCF uses the identity header fields to build and send a verification request (HTTPS POST request) to the AS for verification related to the originating identity and forwarding identities if the IBCF supports invoking the AS for verification. 
9.
The AS for verification uses the "x5u" key in the Identity header field to determine the CR Uniform Resource Identifier (URI) and makes an HTTPS request to the CR. The AS for verification validates the certificate and then extracts the public key. It uses the public key to verify the signature in the Identity header field, which validates the Caller ID used when signing the INVITE on the originating service provider’s AS for signing. 
10.
The AS for verification returns a verification response (200 OK) to the ingress IBCF which adds the verification result (TN-Validation-Passed, TN-Validation-Failed, No-TN-Validation) as a URI parameter to the From and P-Asserted-Identity headers in the SIP INVITE. The TN-Validation-Failed result is associated with a failure response code to identify the specific error. The standard does not propose any authorization policy to follow based on the presence of a valid Identity header field, the presence of an invalid Identity header field or the absence of an Identity header field. However, it is anticipated that local policies could involve making different forwarding decisions or changing how the user is alerted or how identity is rendered in UE implementations.
11.
The ingress IBCF passes the SIP INVITE to the terminating S-CSCF. 
12.
The terminating S-CSCF passes the SIP INVITE to the terminating Telephony AS. 
13.
If the verification has not been performed by the ingress IBCF, the Telephony AS runs the verification procedure toward the STI-VS before running the telephony services related to the terminating identity. 
14.
If the validation is successful, the INVITE is passed back to the terminating S-CSCF which continues to set up the session to the terminating UE.
15.
The terminating UE receives the INVITE and normal SIP processing of the session continues.
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S-CSCF
Egress
IBCF
Ingress
IBCF
S-CSCF
UE
Telephony
AS
Telephony
AS
AS for verification
SIP
SIP
SIP
HTTP
AS for
signing
HTTP
HTTP
SIP
CR
HTTPS
HTTP
SIP
SIP
SIP
UE



UE
S-CSCF
Egress
IBCF
Ingress
IBCF
S-CSCF
UE
Telephony
AS
Telephony
AS
AS for verification
SIP
SIP
SIP
SIP
SIP
SIP
HTTP
1
5
7
11
14
15
13
12
SIP
AS for signing
3
HTTP
HTTP
SIP
4
2
SIP
6
8
HTTP
CR
9
HTTPS
10



HTTPS
HTTPS
UE
S-CSCF
BGCF
MGCF
S-CSCF
UE
Telephony
AS
Telephony
AS
AS for verification
SIP
SIP
SIP
HTTP
AS for signing
HTTP
SIP
CR
HTTPS
SIP
CPS
MGCF
PSTN
SIP
SIP
ISUP
ISUP



