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X
ID Association Caching
 
X.1
Introduction

With the advent of 5G, the permanent IDs are not freely circulated within the network or the radio. LEAs have identified requirements for the CSP to be able  to determine the permanent IDs from the non-permanent IDs or vice-versa. The secured and controlled real-time process  implemented within the CSP network domain to support the above capabilities as specified in TS 33.127 [3] and TS 33.128 [4] is referred to as ID Association Caching. 

An overview of architecture as defined in TS 33.127 [3] for the ID Association Caching function is depicted below in figure X.1-1: 
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Figure X.1-1: ID Association Caching - architecture

As shown in figure X.1-1, the concept of ID Association Caching includes two functions: 
-
Caching.

-
Retrieval. 

The Caching function that applies to all registered UEs is handled within the CSP domain. The Retrieval function that applies to a specific UE based on a warrant is handled with a Request/Response step involving the LEAs and the CSP. 

NOTE:
In this clause, an association between a permanent ID and the non-permanent ID is referred to as ID association. 

X.2
IDs

ID Association Caching references the following IDs: 

Non-permanent IDs: 

-
SUCI.

-
5G-GUTI.    

-
5G-S-TMSI.

Permanent IDs: 

-
 SUPI.

-
PEI.

5G-S-TMSI is always be part of the 5G-GUTI as shown figure X.2-1 below: 
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Figure X.2-1: Structure of 5G-GUTI and 5G-S-TMSI

LEAs may include SUCI or 5G-S-TMSI or 5G-GUTI in the Request to retrieve the associated SUPI and PEI. As a different scenario, LEAs may instead  include SUPI in the Request to retrieve the associated 5G-GUTI. 

X.3
Caching Principles
X.3.1
Background
When a UE registers to the network or requests for a service, the AMF present in the 5GC assigns a new 5G-GUTI to that UE, or more precisely, to the SUPI associated with that UE.  
Whenever a new 5G-GUTI is successfully assigned to the SUPI, the previous 5G-GUTI is presumed to be disassociated from that SUPI. 

X.3.2
Caching

Whenever the AMF assigns a new 5G-GUTI to a SUPI, the IEF present within the AMF caches 5G-GUTI to SUPI association (referred to as ID association) at the ICF.  
The SUCI (when known) and the PEI (when known) may also be tagged along with the 5G-GUTI to SUPI association.    The Cell-Id and TA-ID are also cached. The Association Start Time (see X.3.4) is also cached. 

For caching the ID association, the IEF present in the AMF sends the IEF Association Record message to the ICF over the LI_XER interface as defined in TS 33.128 [4]. 
The ICF, upon receiving the IEF Association Record message, caches the new ID association with the all the information that it receives within the message. If the previously cached ID association for that SUPI contains the PEI, then the ICF transfers that PEI to the new ID association unless the new ID association includes the SUCI.  This is because a new ID association for the same SUPI not including a SUCI is presumed to be for the same PEI. However, when a new ID association for the same SUPI that includes the SUCI is received, it is possible that the PEI may have changed and not reported.   
X.3.3
De-caching

The term "de-caching" is used to refer to the process of deleting the ID association from the cache after a short time-period, which in turn, is referred to as de-caching period. 

The de-caching process begins with ICF marking the cached ID association for deletion, starting the de-caching period timer, and then deleting the ID association from the cache when the de-caching period timer expires. The Association End Time (see X.3.4) is recorded within the cached ID association during the de-caching period. 

There are two ways an ID association within the ICF can be de-cached: 

-
When a new IEF Association Record message is received, the previous ID association is de-cached. 

-
When the ICF receives an IEF Disassociation Record message from the IEF. 

In the first case, the ICF upon receiving an IEF Association Record message to cache a new ID association, automatically begins the de-caching of the  previously cached ID association for that SUPI.   
In the second case, the IEF upon detecting that the AMF has disassociated a 5G-GUTI from a SUPI without assigning a new 5G-GUTI, sends an IEF Disassociation Record message to the ICF over the LI_XER interface (as defined in TS 33.128 [4]). The ICF,  upon receiving IEF Disassociation Record message, begins the de-caching of  ID association for that SUPI.   
X.3.4
Summary of the terms used within the caching principles  
X.3.4.1
Illustration

The figure X.3.4-1 illustrates the concepts behind some of the terms used in this clause. 
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Figure X.3.4-1: Terms used in within caching principles
The following clauses provide a summary of the terms shown in figure X.3.4-1.

X.3.4.2
ID association
An association between the permanent ID and non-permanent ID is cached in the ICF. ICF receives the ID association within the IEF Identity Association Record message from the IEF. 
X.3.4.3
Caching
The process of IEF sending the IEF Identity Association Record to the ICF and the ICF caching the information received in the IEF Identity Association Record message in its memory.  
X.3.4.4
De-caching
The process of marking an ID association for deletion, starting the de-caching period timer, and then deleting the cached ID association when the de-caching period timer expires. 
X.3.4.5
De-caching period
The time period from the time an ID association is marked for deletion to the time the ID association is removed. This can also be said that it is the time-period of de-caching process. 
X.3.4.6
Active ID association
The cached ID association before its de-caching begins (i.e. marked for deletion) is referred to as active ID association in the ICF. 

X.3.4.7
ID association in a de-caching phase

The ID association, still in the ICF memory, but is part of a de-caching process is referred to as ID association in a de-caching phase.   
X.3.4.8
Inactive ID association
The ID association, still in the ICF memory, but in a de-caching phase can also be referred to as inactive ID association in the ICF.  
X.3.4.9
Association Start Time and Association End Time
The time at which the 5G-GUTI is assigned to the SUPI (in the AMF) is  referred to as Association Start Time. The time at which the 5G-GUTI is presumed to be disassociated from a SUPI is referred to as Association End Time. 
When an ID association is marked for deletion in the ICF due to the reception of a new ID association, the Association Start Time of a new cached ID association is same as the Association End Time of a previously cached ID association.  Association Start Time is included within the IEF Association Record message that IEF sends to the ICF. 
As described in X.3.3, the 5G-GUTI disassociation from a SUPI in the AMF may also happen without a new 5G-GUTI association (e.g. UE de-registering from the network). In other words, Association End Time of a cached ID association does not always be the Association Start Time of a new cached ID association. The Association End Time is included within IEF Disassociation Record message that IEF sends to the ICF. 

An illustration of timing concepts is shown in figure X.3.4-1 below:  
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Figure X.3.4-2: Timing concepts associated caching principles
As shown in figure X.3.4-2, Tg and Tp are the Association Start Time for the two shown ID associations cached in the ICF. The Tp is the Association End Time for the first ID association.  Te is the Association End Time for the second ID association.  

NOTE:
The Association Start Time is not the time when a new ID association is cached in the ICF. The Association End Time is neither the time when the cached ID is marked for removal (i.e. de-caching period begins)  in the ICF nor the time when the cached ID is removed from the ICF. 
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