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--------------------------FIRST CHANGE------------------------
[bookmark: _Toc50548456]5.4.4.2	LIPF and POI
The following are examples of some of the information that may be passed over LI_X1 to the POI as a part of intercept provisioning:
-	Information necessary to associate multiple xIRI/xCC at MDF2/MDF3.
-	Target identifier.
-	Type of intercept (IRI only; CC only; or IRI and CC).
-	Service scoping.
-	Further filtering criteria.
-	Address of MDF2 or MDF3.
-	Credentials to access external LI data storage functions.
The exact nature of the information passed depends on the role of the POI.
The LI_X1 interface between the LIPF (in the ADMF) and a Triggered POI shall be used only for audit and management purposes, and not for provisioning purposes.
------------------------SECOND CHANGE-----------------------
[bookmark: _Toc50548519]6.2.7	External data storage
The UDSF or UDR as defined in TS 23.501 [2] are used to externally store data relating to one or more NFs, separating the compute and storage elements of an NF. Where the NF contains a POI the following restrictions on the use of the UDSF/UDR shall apply:
-	The UDSF/UDR shall be subject to the same location, geographic, security and other physical environment constraints as the NF POI for which it is storing data.
-	No LI specific POI data (e.g. target list) shall be stored in the UDSF/UDR unless storage is directly under the control of the POI within the NF.
-	LI data stored in a UDSF/UDR shall only be accessible by the specific individual POI or TF, or by the POIs and TFs of NFs in the same NF set, for which the UDSF/UDR is storing data and that data shall not be shared outside the NF setbetween POIs unless specifically authorised by the LICF within the ADMF.
-	By default, LI data shall not be stored in a UDSF/UDR which is shared by multiple NFs belonging to different NF sets unless specifically authorised by the LICF.
-	Any storage of LI data outside of the POI in the UDSF/UDR shall be auditable by the LICF.
-	The interface between the POI/NF and the UDSF/UDR shall be protected such that an attacker cannot identify targeted users based on observation of this interface. (i.e. access to the UDSF/UDR shall be identical for both intercepted and non-intercepted user communications).
-	The use and placement of a UDSF/UDR within an NF/POI design shall not introduce additional interception delay compared with non-separated compute and storage.
-	Where the POI requires access to NF data that is stored in the UDSF/UDR, non-LI network functions and processes or non-LI authorised personnel shall not be able to detect POI access to that data in the UDSF/UDR.
-	The POI and LICF/MDF shall be responsible for managing encryption of LI data stored for the POI in addition to any default encryption applied by the NF.
The above requirements shall apply when the UDSF/UDR provide data storage for TF/NF.
-------------------------THIRD CHANGE------------------------
[bookmark: _Toc50548658]8.4.3	Virtualised LI function implementation
LI functions as defined in the present document when virtualised shall include the use of one or more HMEEs as defined in ETSI GS NFV-SEC 012 [29] or equivalent specification, to protect as a minimum:
-	LI target lists.
-	Any LI dynamic selectors used internally within the NF to select target communications to be intercepted.
-	Any cryptographic keys and LI_X1/LI_X2/LI_X3 end points.
During runtime, NFs containing LI functions should not share NFVI hosts with any other NF, VNF or VNFC.
During runtime, NFs containing LI functions shall not share NFVI hosts with any other NF, VNF or VNFC which does not contain other authorised LI functions.
The NF runtime restriction requirements do not prevent hosts being used for different NFs over the lifetime of the NFVI, following termination of the previous VNF instances. However, both where hosts are newly allocated for LI use and when subsequently released, host memory and storage secure erase procedures as defined in ETSI GS NFV-SEC 012 [29] or equivalent specification shall be used.
When a virtualised LI function has retrieved LI state information from an external LI data storage function and the LI function is terminated, removed or de-instantiated, it shall update the LI state on the external LI data storage function to reflect its current internal LI state.
-----------------------END OF CHANGES-----------------------

