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Abstract of the contribution: This contribution highlights some scenarios in which useless and undesired multiple copies of xCC for the same communication are reported by a CC-POI present in the UPF and how this can be reduced to a single copy.
Problem statement
Let’s assume that a subscriber is identified by a SUPI in its IMSI format, i.e. a specific SUPIIMSI, and that he is using a UE identified by a specific PEIIMEI (or PEIIMEISV).
It may well happen that two different warrants are issued on each of the two identifiers, either by the same LEA or even from different LEAs: let’s assume that LIID1 and LIID2 identify the related warrants.

When LIID1 is provisioned in the system, XID1 is generated by the ADMF and is provided over LI_X1 to the IRI-POI and CC-TF present in the SMF. The same XID1, together with LIID1, is provided also to the MDF which keeps the association between the two.

Similarly, when LIID2 is provisioned in the system, XID2 is generated by the ADMF and is provided over LI_X1 to the IRI-POI and CC-TF present in the SMF. The same XID2, together with LIID2, is provided also to the MDF which keeps the association between the two.

At this point in time, the SMF (more specifically the CC-TF) is provisioned with 

XID1 <-> SUPIIMSI

XID2 <-> PEIIMEI

At a later point in time, the subscriber (identified by SUPIIMSI) establishes a PDU session by using the UE identified by PEIIMEI.

The CC-TF at the SMF shall then trigger CC interception towards the CC-POI present at the UPF; however, as both SUPIIMSI and PEIIMEI are included in the network signalling, the only way to do that based on the current specifications is that a pair of separate triggerings are sent by the CC-TF to the CC-POI, each one using a specific XID as Product ID.

This will lead to two separate interceptions of xCC in the CC-POI, so creating useless duplication of resources to be involved at both CC-POI and MDF (and on the related connections). Given the possible high throughput of 5G communications, this is clearly not efficient at all.

While the example below shows a possible duplication, similar arguments can be used to show that if also the subscriber GPSI (e.g. in its MSISDN format) is targeted, then 3 separate flows of the same communication will have to be provided by the CC-POI to the MDF over LI_X3. 

Possible solution:

A possible solution is to enhance the LI_X3 in order to carry multiple Xids in the mentioned case. Each Xid would be carried together with the related correlation id and sequence number used for the session and applicable to the given Xid. In this way, a single LI_X3 stream can be carried for each PDU session under interception, even if several triggerings are used.
In addition, it is possible that one of the tasks is activated/deactivated later, while the communication is ongoing. In such case, the LI_T3 protocol should use a ModifyTask message to update the CC-POI, in order to add/remove the related additional Xid (and the related additional information, i.e. correlation id and sequence number) from the header of the LI_X3.

More in details, assuming that the LI functions at the SMF define CorrelationID X for the SUPIIMSI triggering and CorrelationID Y for the PEIIMEI triggering, the way the proposed solution would work is explained below:

SMF IRI-POI:
Report X2 PDUs based on XID1 with CorrelationID X (for the SUPIIMSI triggering)

Report X2 PDU on XID2 with CorrelationID Y (for the PEI triggering)

SMF CC-TF, interworking with the UPF CC-POI:

Send ActivateTask XID3, with ProductID XID1 and CorrelationID X

Send ActivateTask XID4, with ProductID XID2 and CorrelationID Y

UPF CC-POI:

Report X3 PDUs with (XID1, CorrelationID X, SN Xn) and (XID2, CorrelationID Y, SN Yn) 

Additional notes:

1. In principle, the same concepts apply, and a similar solution could be also considered to avoid xIRI duplication from the IRI-POI at the SMF; however, given the less relevant implications, this is considered to have much lower priority.

2. In case multiple warrants on different identities involved in the same user communication require delivery of CC to the same LEMF, a similar enhancement could be considered also in the CC delivery over HI3. 

